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Unique Identification Authority of India 

Strategy Overview 



Overview 


In India, an inability to prove identity is one of the biggest barriers preventing the poor from 
accessing benefits and subsidies. Public as well as private sector agencies across the country 
typically require proof of identity before providing individuals with services. But till date, there 
remains no nationally accepted, verified identity number that both residents and agencies can use 
with ease and confidence. 


As a result, every time an individual tries to access a benefit or service, they must undergo a full 
cycle of identity verification. Different service providers also often have different requirements in 
the documents they demand, the forms that require filling out, and the information they collect on 

the individual. 


Such duplication of effort and 'identity silos’ increase overall costs of identification, and cause 
extreme inconvenience to the individual.-This approach is especially unfair to India's poor and 
underprivileged residents, who usually lack identity documentation, and find it difficult to meet 
the costs of multiple verification processes. 


There areicjearlyjmmense benefits from a mechanism that uniquely identifies a person, and 
ensures instant identity verification. The need to prove .identity only once will bring down 
transaction costs for the poor. A clear identity number would also transform the delivery of social 
welfare programs by making them more inclusive of communities now cut off from such benefits 
due to their lack of identification. It would enable the government to shift from indirect to direct 
benefits, and help verify whether the intended beneficiaries actually receive funds/subsidies. 

I • * 

A single, universal identity number will also be transformational in eliminating fraud and 
duplicate identities, since individuals will no longer be able to represent 

themselves differently to different agencies. This will result in significant savings to the state 
exchequer, 

I 1 

The IJIDAI - evolving an approach to identity 

The Government of India undertook an effort to provide a clear identity to residents first in 1993, 
with the issue of photo identity cards by the Election Commission. Subsequently in 2003, the 
Government approved the Multipurpose National Identity Card (MNIC). 

The Unique Identification Authority of India (UIDAI) was established in January 2009, as an 
attached office to the Planning Commission. The purpose of the UIDAI is to issue a unique 
identification number (UID) to all Indian residents that is (a)robust enough to eliminate duplicate 
and fake identities, and (b) can be verified and authenticated in an easy, cost-effective way. The 
UIDAI's approach will keep in mind the learnings from the government's previous efforts at 

issuing identity. 
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The UIDAI will be created as a statutory body under a separate legislation to fulfill its objectives. 

The law will also stipulate rules,.regulations, processes and protocols to be followed by different 

agencies partnering with the UIDAI in issuing and verifying unique identity numbers. 

* • 

Features of the UIDAI model 

The Unique Identification number (UID) will only provide identity: The UIDAI's purview will 
be limited to the issue of unique identification numbers linked to a person's demographic and 
biometric information. The UID will only guarantee identity, not rights, benefits or entitlements. 

The UID will prove identity, not citizenship: All residents in the country can be issued a unique 
ID. The UID*is proof of identity and does not confer citizenship. 

A pro-poor approach: The UIDAI envisions full enrolment of residents, with a focus on enrolling 
India's poor-arid underprivileged communities. The Registrars that the UIDAI plans to partner 
with - the NREGA, RSBY, and PDS - will help bring large numbers of the poor and underprivileged 
into the UID system. The UID method of authentication will also improve service delivery for the 
poor. 

Enrolment of residents with proper verification: Existing identity databases in India are 
fraught with problems of fraud and duplicate/ghost beneficiaries. To prevent this from seeping 
into the UIDAI database, the UIDAI plans to enrol residents into its database with proper 
verification of their demographic and biometric information. This will ensure that the data 
collected is clean from the start of the program. 

However, much of the poor and underserved population lack identity documents and the UID may 
be the first form of identification* they have access to.The UIDAI will ensure that the Know Your 
Resident (KYR) standards don't become a barrier for enrolling the poor, and will devise suitable 
procedures to ensure their inclusion without compromising the integrity of the data. 

A partnership model: The UIDAI approach leverages the existing infrastructure of government 
and private agencies across India. The UIDAI will be the regulatory authority managing a Central 
Identities Data Repository (CIDR), which will issue UIDs, update resident information, and 
authenticate the identity ofresidents as required. 

In addition, the UIDAI will partner with agencies such as central and state departments and private 
sector agencies who will be 'Registrars' for the UIDAI. Registrars will process UID applications, 

and connects the CIDR to de-duplicate resident-information and receive UID numbers. These 

» • 

Registrars can either be enrollers, or will appoint agencies as enrollers, who will interface with 
people seeking UID numbers. The Authority will also partner with service providers for 
authentication. 

, •« ' , 

The UIDAI will emphasize a flexible model for Registrars: The Registrars will retain significant 
flexibility in their processes, including issuing cards, pricing, expanding KYR (Know Your 
Resident] verification, collecting demographic data on residents for their specific requirements, 


.• 
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and in authentication. The UIDAI will provide standards to enable Registrars maintain uniformity 
in collecting certain demographic and biometric information, and in basic KYR. These standards 
have been finalized by the Demographic Data Standards and Verification Procedures Committee 
and Biometric Standards Committees which was constituted by the UIDAI constituted. ^ 

i , 

Enrolment will not be mandated: The UIDAI approach will be a demand-driven one, where the 
benefits and services that are linked to the UID will ensure demand for the number. This will not 
however, preclude governments or Registrars from mandating enrolment. 

The UIDAI will issue a number, not a card: The UIDAI's role is limited to issuing the number. This 
number may be printed on the document/card that is issued by the Registrar. 

The number will not contain intelligence: Loading intelligence into identity numbers makes 
them susceptible to fraud and theft. The UID will be a random number. 

The UIDAI will only collect basic information on the resident: The UIDAI will seek the 
following demographicand biometric information in order to issue a UID number: 

■ Name 

■ Date of birth . 

■ Gender 

■ Father's/ Husband's/ Guardian's name and UID number (optional for adult residents) 

* Mother's/Wife's/ Guardian's name and UID number (optional for adultresidents) 

/ 

■ Introducer Vname and UID number (in case of lack of documents) 

/ • . s 

■ Address 

■ All ten fingerprints, photograph and both iris scans 

• V f t 

Process to ensure no duplicates: Registrars will send the applicant's data to the CIDR for de- 
duplication. The CIDR will perform a search on key demographic fields and on the biometrics for 
each new enrolment, to ensure that no duplicates exist. 

The incentives in the UID system are aligned towards a self-cleaning mechanism. The existing 
patchwork of multiple databases in India gives individuals the incentive to provide different 
personal information to different agencies. Since de-duplication in the UID system ensures that 
residents have only one chance to be in the database, individuals will provide accurate data. This 
incentive will become especially powerful as benefits and entitlements are linked to the UID. 

Online authentication: The UIDAI will-offer a strong form of online authentication, where . 
agencies dan compare demographic and biometric information of the resident with the record 
stored in the central database. The Authority will support Registrars and agencies in adopting the 
UID authentication process, and will help define the infrastructure and processes they need. 
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The UIDATwill not share resident data: The UIDAI envisions a balance between 'privacy and 
purpose' when it comes to the information it collects on residents. The agencies may store the 
information of residents they enrol if they are authorized to do so, but they will not have access to 
the information in the UID database. The UIDAI will answer requests to authenticate identity only 
through a'Yes'or'No'response 


Technology will undergird the UIDAI system: Technology systems will have a major role across 
the UIDAI infrastructure. The UID database will be stored on a central server. Enrolment of the 
resident will be computerized, and information exchange between Registrars and the CIDR will be 
over a network. Authentication of the resident will be online. The Authority will also put systems 
in place for the security and safety ofinformation. 

Benefits 

For residents: The UID will become the single source of identity verification. Once residents 
enrol, they, can use the number multiple times - they would be spared the hassle of repeatedly 
providing supporting identity documents each time they wish to access services such as obtaining 
a bank account, passport, driving license, and so on. 

By providinga clearproofofldentity, the UID will also facilitate entry forpoorandunderprivileged 
residents into the formal banking system, and the opportunity to avail services provided by .the 
government and the private sector. The UID will also give migrants mobility of identity. 

For Registrars and enrollers: The UIDAI will only enrol residents after de-duplicating their 
records. This will help Registrars clean out duplicates from their databases, enabling significant 
efficiencies and costsavings. For Registrars focused on cost, the UIDAI's verification processes will 
ensure lower KY^'costs. For Registrars focused on social goals, a reliable identification number 
will enable "th^m to broaden their reach into groups that till now, have been 1 difficult to 
authenticate. The strong authentication that the UID number offers will improve services, leading 

to better residentsatisfaction. 

For Governments: Eliminating duplication under various schemes is expected to save substantial 

money for the government exchequer. It will also provide governments with accurate data on 

residents, enable direct benefit programs, and allow government departments to coordinate 
investments and share information. 

Revenue Model 

By providing identity authentication, the UIDAI will be taking on a process that costs agencies and 

service providers hundreds of crores every year, The Authority will evolve suitable policies on the 

issue of charging a fee for its authentication services, which will offset its long-term costs. 

Registrars and service providers will also b'e able to charge for the cards they issue residents with 
the UID number. Such pricing will be within UIDAI guidelines. 
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Timelines 

The-UIDAI will start issuing UIDs between August 2010 and February 2011, and plans to cover 600 
million people within 4 years from the start of the issuing of the first set of UIDs, This can be 
accelerated if more Registrarspartnerwith the UIDAI for both enrolment and authentication. The 
adoption of UIDs is expected to gain momentum with time, as the number establishes itself as the 
most accepted identity proof in the country. 

Conclusion 

i • 

India will be the first country to implement a biometric-based unique ID system for its residents on • 
such a large scale. The UID will serve as a universal proof of identity, allowing residents to prove 
their identity anywhere in the country. It will give the government a clear view of India's 
population, enabling it to target and deliver services effectively, achieve greater returns on social 
investments, and monitor money and resource flows across the country. 

The timing of this initiative is encouraging - the creation of the UIDAI coincides with growing 
social investment in India, a shift in focus to direct benefits, and with the spread of IT and mobile 
phones, which has made the public receptive to technology-based solutions. The UIDAI is 
committed to making this project a success. An initiative of this magnitude will also require the 
active participation of central, state and local governments, as well as public and private sector 
agencies across the country. With their support, the project will help realize a larger vision of 
inclusion and development for India. 
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A crucial factor that determines an individual's well-being in a country is whether their identity is 
recognized in the eyes of the government. Weak identity limits the power of the country's 
residents when It comes to claiming basic political and economic rights. The lack of identity is 
. especially detrimental for the poor and the underprivileged, the people who live in India's "social, 
political and economic periphery". Agencies in both the public and private sector in India usually 
require a clear proof of identity to provide services. Since the poor often lack such documentation, 
they face enormous barriers in accessing benefits and subsidies. 


For governments and individuals alike, strong identity for residents has real economic value. 

. While weak identity systems cause the individual to miss out on benefits and services, it also 
makes it difficult for the government to account for money and resource flows across a country. In 
addition, it complicates government efforts to account for residents during emergencies and 
security threats, < 


However in India, the goal of issuing a universally used, unique identity number to each resident 
poses a significant challenge. A project of this scale has not been attempted anywhere in the world, 
and requires an innovative model, distinct from what we have witnessed in identity systems so far 
anywhere in the world, 

1,1 Historical background and evolution oftheUIDAI project 


The Unique identification project was initially conceived by the Planning Commission as an 
initiative that would provide a clear and unique identity number for each resident across the 
country and would be used primarily as the basis for efficient delivery of welfare services. It would 
also act as a tool for effective monitoring of various programs and schemes of the Government. 


The concept of unique identification was first discussed and worked upon since 2006 when 
administrative^pproval for the project -'-Unique ID for BPL families" was given on March 3rd, 
2Q06bythe DepartmentoflnformationTechnology, Ministry ofCommunicationsand Information 
Technology. This project was to be implemented by the NIC over a period of 12 months. 
Subsequently, a Processes Committee to suggest processes for updation, modification, addition 
and deletion of data fields, from the core data base to be created under the Unique ID for BPL 
families Projectwas setup on July 3rd, 2006. * 

A "Strategic Vision on the UID.Project" was prepared and submitted to this Committee. It 
envisaged the close linkage that the UID would have to the electoral database. The Committee also 
appreciated the need of a UID Authority to be created by an executive order under the aegis of the 
Planning.Commission to ensure a pan-departmental and neutral identity for the Authority and at 
the same time enable a focused approach to attaining the goals set for the XI. Plan. The Seventh 
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Meeting of the Process Committee on 30th August 2007 decided to furnish to the Planning 
Commission a detailed proposal based on the resource model for seeking its "in principle" 
approval, 

At the same time, the Registrar General of India was engaged in the creation of the National 
Population Registrar and issuance of Multi-purpose National Identity Cards to citizens of India. 

Therefore, it was decided, with the approval of the Prime Minister, to constitute an Empowered 
Group of Ministers (EGoM) to collate the two schemes - the National Population Register under 
the,Citizenship Act, 1955 and the Unique Identification Number project of the Department of 
Information Technology. The EGoM was also empowered to look into the methodology and 
specific milestones for early and effective completion of the Project and take a final view on these. 
The EGoM was constituted on December 4th, 2006. 

The first meeting of the EGoM was held on November 27th, 2007. It recognised the need for 
creating an identity related resident database, regardless of whether the database is created based 
on a de-novo collection of individual data or is based on already existing data such asthe voter list. 
It also recognised that there is a crucial and imperative need to identify and establish an 
institutional mechanism that will "own" the database and will be responsible for its maintenance 
and updating on an ongoing basis, post its creation. 

The second meeting of the EGoM was held-on January 28th, 2008. It decided on the strategy for 
the collation ofNPR and UID.Inter-alia, the proposal to establish UID Authority under the Planning 
Commission was approved. 


The third meeting of the EGoM was held on August 7th, 2008. The Planning Commission had 
placed before the EGoM a detailed proposal for setting up the UIDAI. The meeting decided that 
certain issues raised by the members with relation to the UIDAI would need to be examined by an 
official level committee. Itreferred the matter to a Committee ofSecretaries to examine and give its 
recommendations to the EGoM to facilitate a final decision. 


Subsequent to the Committee ofSecretaries recommendations, the fourth meeting of the EGoM 
was held on November 4th, 2008.The recommendations of the Committee of Secretaries was 
presented to the EGoM and the following decisions were taken: 

a) Initially the UIDAI may'be notified as an executive authority, and investing it with 
statutory authority could be taken up for consideration later at an appropriate time. 

b) UIDAI may limit its activities to the creation of the initial database from the electoral 
roll/EPIC data. UIDAI may however additionally issue instructions to agencies that 

undertake creation of databases to ensure standardization of data elements. 

• • 

it 

c) UIDAI will take its own decision as to how to build the database. 


d) '• UIDAI would be anchored in the Planning Commission for five years after which a view 
would be taken as to where the UIDAI would be located within Government. 


I H 
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e) Constitution of the UIDAI with a core team of 10 personnel at the central level and 
directed the Planning Commission to separately place a detailed proposal with the 
complete structure, rest of staff and organizational structure of UIDAI before the 
Cabinet Secretary for his consideration prior to seeking approval under normal 
procedure through the DoE/CCEA. 

f) Approval to the constitution of the State UID Authorities simultaneously with the 
Central UIDAI with a core team of 3 personnel. 

„g) December 2009 was given as the target date for UID to be made available for usage by 
an initial set of authorized users. 

h) Prior to seeking approval for the complete organizational structure and full 
component of staff through DoE and CCEA as per existing procedure, the Cabinet 
Secretary should convene a meeting to finalize the detailed organizational structure, 

. staff and other requirements.- 

1,1, Subsequently, on January 22nd, 2009 the Cabinet Secretary in pursuance of the decisions of 
the Empowered Group of Ministers considered the proposal submitted by the Department of 
Information Technology regarding the governance structure and recommended that 

a) The notification for constitution ofthe UIDAI should be issued immediately, 

b) A High Level Advisory, Monitoring and Review Committee headed by Deputy Chairman, 

Planning Commission to be constituted to oversee the work ofthe authority. 

/ • . 

c) A Member, Planning Commission or the Secretary, Planning Commission may be also 

assigned the task oflooking afterthe work proposed ofthe Chief UID Commissioner. 

• # 

d) Core Team to be put in place, 

In pursuance ofthe Empowered group of Ministers' fourth meeting dated November 4th, 2008, the 
Unique Identification Authority of India was constituted and notified by the Planning 
Commission on January 28th, 2009 as an attached office under the aegis of Planning Commission 
with an initial core team of 1 IS officials. The role and responsibilities ofthe UIDAI was laid down In 
this notification. The UIDAI was given the responsibility to lay down plan and policies to 

implement UID scheme, and shall own and operate the UID database and be responsible for its 

updation and maintenance on an ongoing basis, 

* 

Subsequently on July 2nd, 2009 Shri Nandan Nilekani was appointed as the Chairman ofthe UIDAI. 
Shri Nilekani assumed charge on 23rd July, 2009 and since then the UIDAI has started functioning; 

The Prime Minister's Council on UID Authority was constituted on 30th July, 2009 and its first 

meeting had taken place on 12th August, 2009, The Council endorsed the broad approach 
submitted by the UIDAI. 

Subsequently, the Government constituted a Cabinet Committee on Unique Identification 

% 

i •• % 

« • 
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Authority of India vide its order no 1/11/6/2009 dated 22nd October, 2009. The functions of this 
Committee, as per this notification are: All issues relating to the Unique identification Authority of 
India including its organisation, plans, policies, programmes, schemes, funding and methodology 

to be adopted for achieving the objectives of that Authority. 

1.2 The UIDAI approach 

• * 

In 2007 , the Planning Commission had recommended an approach to issuing unique identification 

numbers, where the enrolment into a Unique Identification (UID) database could be speeded up 

• by using existing resident records in the databases of the Election Commission, PAN. etc. This 

approach would speed up enrolment for those residents present in one of the aforementioned 

databases. These databases however, may contain inaccuracies. 

• • 

The model envisioned by the Unique Identification Authority of India (UIDAI) takes into account 
the inputs of the Planning Commission, as well as learnings from the previous approaches to 
identity. The detailed approach and the model of implementation is explained in subsequent 

chapters. 
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The model that the UIDAI envisions will have the reach and flexibility to enrol residents across the 
country. 

Tk!mnM' aS ,M StatUt0 7 b0dy ' Wll,bereSp0nsibIeforcreating ’ adminlsterln g andenforclr ‘gPolicy. 
The UID A will prescribe guidelines on the biometric technology, the various processes around 

enrolment, and verification procedures to be followed to enroll into the UID system. The UIDAI will 

a so design and create the institutional microstructure to effectively implement the policy. This 

fo 3 ID ° ata ReP ° Sit0ry (CIDR] ' Whkh wil1 mana § e the central Jtem, and a 

etworkof Registrars who will establish resident touch points through Enrolling Agencies. 

2.1 The Central Identities Data Repository (CIDR) 

The CIDR will be the central data repository, and will function as a Managed Service Provider It 
; ,h ' *«"*“ * r0 ” d ,h * UID - ” *>» resident records, IsL ™l q „e 

identification numbers, and verify, authenticate and amend resident data. R 

-I— * ■*** resident, nd ensnre „„ 

2.2 The Unique Identity Number 

The Unique ID or UID will be a numeric that is unique across all 1.2 billion residents in India. 

T C ° ntain int6lligenCe ' ,n ° Ider id6ntity sterns, it was customary to load 
the number with information related to the date ofbirth, as well as the location of the person 

wever this ipakes the number susceptible to fraud and theft, and migration of the resident 
quickly makes'location details out of date. The UID will be a random number. 

The UIDAI will also be collecting the following data fields and biometrics for issuinga UID: 

■ Name 

■ Date ofbirth 

■ Gender 

Father's/Husband's/Guardian's name and UID (optional for adultresidents) 

Mother's/Wife's/ Guardian's name and UID (optional foradult residents) 

■ , Introducer's name and UID f in case of lack of documents) 

■ Address 

All ten finger prints, photograph and both iris scans 
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2.3 The Unique ID agencies 

The UIDAI will partner with a variety of agencies and service providers to enrol residents for UID 
numbers and verify their identity. 



■agencies 


The structure ofthese UID agencies will be as follows: 

Registrars - Registrars will be State governments or central government agencies such as the Oil 
Ministry and LIC. Registrars may also be private sector participants such as banks and insurance 
firms. 

The UIDAI will enter into memorandum of understandings' (MoUs) with individual Registrars, 
and enable their on-boarding into the UID system. The Registrars will need to make changes to 
their processes to be UID-ready. The UIDAI will support them in this, and in linking to the CIDR, 
connecting to the UID system, and adding UID fields to their databases. 

The Registrar will take on the responsibility of ensuring that clean and correct data flows into the 
CIDR, Their key role in the system will be in aggregating enrolments from sub-registrars and 
enrolling agencies and forwarding it to the CIDR. Each Registrar will adopt UIDAI standards in the- 
technology used for biometrics, as well as in collecting and verifying resident information, and 
submitting to audits. 
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• • 

The UIDAI will also enter into agreements with some Registrars for using the C1DR solely for 
authentication purposes. The service providers who will adopt the UID system for identity 
authentication during service delivery will follow certain processes and standards, and may need 
to re-engineer their internal processes. 

Sub-Registrars - These will be the departments/entities that report to a specific Registrar. For 
instance, the line departments of the state government such as the RDPR (Rural Development and 
Panchayati Raj) department would be sub-registrars to the state government Registrar, 

. Enrolling Agencies - Enrolling agencies will directly interact with and enrol residents into the 
CIDR. For example, the hospital where a baby is born would be the 'enrolling agency' for the baby's 
UID, and would report to the municipality sub-registrar. 

Outreach Groups - The UIDAI along with the Registrars will also partner with civil society groups 
and community networks which will promote the UID number and provide information on 
enrolment for hard to reach and marginalised populations. 

v 2,4 Settingstandardsondemographicdataandbiometrics 

The UIDAI's approach relies on the uniformity of standards in certain vital areas of operation. The 
Demographic data fields and.verification procedure in the UID system as well as the Biometric 
standards to be utilized need to be standardized across the country and across the various 
registrars in the UID system. This is a sine qua non for the operability of the system. Hence, the 
UIDAI established two Committees to lookinto the issue ofstandards. 

Committee on Demographic Data Standards and Verification Procedures 

The UIDAI had constituted a Committee headed by Mr. N. Vittal, former CVC on 9th October 2009 to 
go into the question as to what demographic details should be collected from the residents for 
assigning of unique IDs. The Committee was also to go into the question as to what should be the 
process of verification of the residents at the time of their enrolment into the UID system. The 
mandate of tKe Committee was crucial because it is necessary to ensure that the integrity and 
correctness of the data is not compromised while ensuring that the process of verification is non¬ 
harassing to individuals. The Committee was mandated to give its report within 90 days of its 
constitution. However, it submitted its report on 9th December 2009, well before the ninety days’ 
period given to it. The Report of the Committee has been accepted by the Authority. The Committee 
recommended the following data fields : Name, Date of birth. Gender, Father's/ Husband's/ 
Guardian's name and UID (optional for adult residents), Mother's/ Wife's/ Guardian's name and 
UID (optional for adult residents), Introducer's name and UID (in case of lack of documents) and 
Address. It has also specified the verification process which broadly falls into three categories (i) 
Document-based, (ii) Introducer-based (in case of lack of documents) and (iii) Community-based 
verifications, a process which will be followed during the creation of NPR. The Report of the Vittal 
Committee is available at www.uidai.gov.in 
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Committee on BiometricStandards 

As biometric attributes of the residents are going to be used as the basic signature for de- 
duplication and to ensure uniqueness, it is necessary to go into the question as to what should be 
the type and specifications of biometrics to be collected at the time of enrolment, Therefore, a 
Biometrics Standards Committee, under the Chairmanship of the Director General of NIC, Dr. BK 
Gairola was^constituted by the Authority on 29th September, 2009, This Committee was also 
expected to give its report within 90 days of its constitution. The Report was submitted on 7th 
January, 2010. The UIDAI has examined their Report and has accepted the standards for various 
biometric attributes as recommended by the committee as also various other recommendations 
related to collection of biometrics and their quality. The UIDAI has also decided that the face, all 
ten finger prints and both iris scans should be collected at the time of capturing the demographic 
and biometric details of a resident. This will be able to ensure uniqueness of the IDs at a scale of 1.2 
billion residents. The report of the biometric committee is also available at www.uidai.gov.in 

The UIDAI was declared as an Apex body to set standards in the areas of biometric and 
demographic data standards by the Prime Minister's Council of UIDAI. Now that both these 
standards have been finalized by the UIDAI, these standards/specifications, processes and 
systems will be used by all the registrars to for enrolment of the residents into the UID system.. 
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A critical aspect ofthe UID enrolment process is that enrolment will notbe through a mandate, but 
will be demand driven. The momentum for the UID will come from residents enrolling in order to 


access the benefits and services associated with it. 


The basic advantage of the UID that can drive this demand, which will be communicated while 
promoting efirojment, is that the UID will be one number, which can be used to prove identity for 
life. Once the resident gets the unique ID, it may be accepted as identity proof across service 

providers. 


3.1 Theenrolmentprocess 

The enrolment process for the UID number will begin with a resident submitting his/her 
information to the enrolling agency with supporting documents. This information will be verified 
according to the prescribed verification procedure as per the DDSVP Committee Report. To make 
sure the poor are not excluded, the UIDAI has prescribed guidelines for applicants without 
documents. 

Once the enrdller verifies the resident's information, it will submit the application request- either 
singly or in batches - through the Registrar to the CIDR. The CIDR will then run a de-duplication 
check, comparing the resident's biometric and demographic information to the records in the 
database to ensure that the resident is not already enrolled. 


Since de-duplication also compares biometric records, it would catch individuals enrolling with a 
different set of demographic details. The fact that the UID system is both de-duplicated and 
universal will discourage residents from giving incorrect data at the time of enrolment. 
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(Ratlbn Shop, Cyber Kiosk, Bank etc) 


?? Card v 


IssuingtheUIDnumber • 

Once the UID number is assigned, the UIDAI will forward the resident a letter which contains 
his/her registered demographic and biometric details. This letter may also have a tearaway 
portion which has the UID number, name, photograph and a 2D barcode of the finger print 
minutiae digest. If there are any mistakes in the demographic details, the resident can contact the 
relevant Registrar/enrolling agency as per a prescribed procedure. 

If the Registrar issues a card to the resident, the UIDAI will recommend that the card contain the 
UID number, name and photograph. They will be free to add any more information related to their 
services (such as .Customer- ID by bank]. They will also be free to print/ store the biometric 
collected froth 7 the applicant on the issued card. If more registrars store such biometric 
information in a single card format, the cards will become interoperable for offline verification. 
But the UIDAI will not insist on, audit or enforce this. 


All data entry that the enrolling agencies take up on behalf of the Registrars will be done in English. 
It can then be converted into the local language using standard transliteration software, and 
verified for accuracy by the Registrar. The letter the UIDAI sends the resident will consequently 
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contain all demographic details in English as well as the local language of the state in which the 
resident resides. In this regard-, the UIDAI will follow the precedent set by the Election Commission 

oflndia. 

3.2 Enrolment strategy in rural and urban India 

The approach of the UIDAI to enrolment will be a pro-rural/pro-poor one. The Registrars targeted 

for rural India - the N REGA, PDS, Social security pensions - will be government agencies with large 

rural networks and significant bases among the poor. As a result, the UIDAI expects mitia 

enrolment to be fairly rapid in both large and small rural areas. 

* 


“e\ 


All India Annual enrollment (In mi 



Yrl Yr ’2 Yr 3 


Yr 4 Yr 5 Yr 6 Yr 7 Yr S Yr9 Yr 10 

—large urban (>50,000) 

—Small urban (<50,000) 

— Largerural (>2000) 

•Small rural (<2000) 


The enrolment strategy for urban India will include organizations which dominate services for 
urban residents, such as L1C and Passports. The table below summarizes the Registrars who are 
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Primary 

Additional 

Potential 

Effective 

UID Registrar 

Access 1 

Acces 2 

Overlap 

Enrolment 


Crore Residents 

LPG (Oil PSU) 

8.4 3 

16.8‘ 

20 % 

20 .2 1 

LIC (Life Insurance) 

13.5 

13.5 

50% 

13.5 

PAN Cards 

4.0 

- 

75% 

1.0 

Passports 

6.0 

m 

80% 

1/2 

Urban Enrolment 

• 



35.9 






Lie (Life Insurance) 

3.5 

3.5 

90% 

0.7 

NREGA • 

10.0 

20.0 

10 % 

27.0 • 

BPL Ration Cards 

7.0 

21.0 

60% 

11.2 

State BPL/APL / 

15.0 

45.0 

50%. 

30.0 

-,-■ ... /--- 

Old Age Pensioners 

1.5 

1.0 

70% 

• 0.8 

Women/Child Welfare 

1.0 

2.0 

70% 

0.9 

Social Welfare 

1.0 

2.0 

70% 

0.9 . 

RSBY 

0.5 

1.0 

70% 

0.5 

Rural Enrolment 


■ 


72.0 

Total Enrolment 



- 

107.9 


In addition to these enrollers, the UIDAI will also partner with the Registrar General of India (RGI) 
-who will prepare the National Population Register through the Census 2011 - to reach as many 
residents as possible and enrol them into the UID database. This may require incorporating some 
additional procedures into the RGI data collection mechanism, in order to make it UID-ready. 

3,3 A focused effort to enrol the poor and hard to reach groups 

While the OlDAI intends to target Registrars that have large networks among the poor and rural 
communities in India, it will also emphasize multiple approaches to reach .specific, frequently 
marginalized groups. 


• / \ 

'These are residents who are part of the Registrar's customer / subsidiary beneficiary database and can be mandated to 

provide their UID 

’The residents under additional access are family members who can be easily covered while enrolling the primary residents. 
These can be all family members in the case of LPG connections and the nominees in case of LIC Policies, 

’The total number of gas connections is 10.5 lcrores, and this estimates that there are 20% ineligible connections 
‘Assuming there are an average of three members in each family having a gas connection from an Oil PSU 
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Urban Poor 

The urban poor are among the most ignored and disadvantaged people in India, The mam 

challenges in enrolment here exist because this group consists ^ f ^ 
temporary orseasonal jobs, The followingmay be ways to getthem enrolled into the U1D system, 

Co-resident enrolment: Many of India's urban poor work as drivers maids IheaTofthe 
associated with a family or a business. One approach to reach them could be for the head of the 
family or business to enable these members (who are co-residents/co-workers to get enrol 
; lnt0 the U1D with the same address proof the business or family uses. There can.be 
financial Incentives offered to enrol such co-residents. 

Financial institutions: The urban poor often borrow from micro-finance institutions and other 
sources and these could serve as enrolment points for them, There are established ch.t funds 
can also act as enrolment points for the U1D to improve coverage. 

NCOS and Non-profits: There are several established non-profits working in urban slums in 
• education, healthcare and social empowerment. They can be used to educate the poor on * 
benefits of the UID, for actual enrolment and to help endorse identity for peop e 

documentation. 

Children 

India is a young country with over 400 million residents below the age of 18. While family-based 
government schemes will as Registrars, help enrol children, this population may need to be 

specifically targeted. 

ICDS: ICDS ls one of the world's largest integrated early childhood programs, with over 40,000 
centers nationwide, The program covers over 5 million expectant and nursing mothers an 
million children under the age of six. These centers can be information or enrolment points or 

non-schooigoing children. . 

School admission: It may be mandated that at the time of joining school (first standard) it is 
necessary for children to have a UID or to enrol for one, This way the child can be tracked for 
progress and targeted for directbenefits. 

The SSA program could also help enrol children in the 6-14 age group into the UID, which would 
also enable better child tracking and improvements in the mid-day meal schemes. 

For children, the advantages from the UID would be significant. Child-reiated programs in India 
have relied on often inaccurate, aggregate data at school/cluster/block levels, making these 
programs ineffective. The concept of Universal Child Tracking - the ability to track every child and 
ensure their all round development - is'gaining ground. An accurate database of children wit 
UIDs would be immensely beneficial to programs within the Women and Child welfare as well as 
the Education departments, which track development in anganwadis and progress of children in 
government schools, and work to eliminate child labor, 
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Women 


Apart from enrollers that are family-based governmentservices in both urban and rural India such 
as PDS, RSBY etc, there needs to be a strategy to cover women outside this net: 


Financial institutions: Robust collectives of women exist within micro-finance institutions and 


self-help groups across the country. These would be important enrolment points for women. 



Organizations lij<e Mahila Samakhya in the 9 states of Karnataka, Kerala, Andhra Pradesh, Gujarat, 
Uttar Pradesh, Uttar Khand, Assam and Jharkhand. They work in several thousand villages to help 
.'women and can act as touch points for education or enrolment of women. 

The National Commission for Women: This is the apex national level organization of India for 
protecting and promoting the interests of women. They have a massive outreach program that can 
reach out to disadvantaged women and get them to enrol. The UID can subsequently be used as a 
unique handle for a variety of services to be rendered to these women. 

Differently-abled people 

It is estimated that India has over 60 million differently-abled people, and identity for this 
population is a massive challenge. The Disability Act of 1995 mandates a certain percentage of 
employment for the differently-abled, but without the clear identification of such individuals, it is 
difficult to enforce the law. There is an obvious incentive for organizations like National Center for 
Promotion bf Employment for Disabled People (NCPEDP) to promote; the UID, and enable 
residents with disability to register for a range of benefits. The NGOs and rights groups associated 
with NCPEDP would also be good mechanisms to reach out to this section ofthe population. 


Tribals 

India has a significant tribal population of approximately 90 million tribals, mostly concentrated 


along a few states. The Government has many programs for the 697 notified tribes, which can be 
used for enrolment and information dissemination. In addition, NGOs and governments in states 
with high tribal populations can be Registrars for tribal groups. 


The above mentioned approaches are merely indicative ofthe strategy that the UIDAI will follow to 


reach marginalized groups, In addition, the UIDAI will reach outto other marginalized groups such 
as homeless people, individuals in shelter homes, remand homes, asylums, etc. 

Civil Society Outreach strategy 

# * • 

3.4 Enrolment costs 

Enrolment costs can be thought of in two ways, One will be the cost to the enrolling 
agencies/Registrars for carrying out the enrolment process. The other costs will be to the 
residents to come to the enrolmentstations. Poor may have to forego their wages fora day and also 
spend some travel costs to travel to the enrolmentstations The enrolmentstrategy will explore the 


• • • 
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possibilityofvariousmechanismsfor funding the enrolment costs. The Registrars have the option 
here of charging for the cards they issue residents to offset enrolment costs. The UIDAI may issue 
guidelines around such pricing. 

3.5 Ensuring clean enrolment data from Registrars 

The UIDAI will periodically carry out a process audit of the information that comesin from the 
Registrars, to ensure data quality and that agencies are following guidelines recommended by the 
UIDAI. The audit would be on a random sample of residents, carried out either directly by the 
Authority or through appointed agencies, The auditmight focus on: 

Verification against scanned documents - The data contained in the resident records will be 

verified againstthe scanned documents. , 

. • • 

Physical document verification - The physical documents that are held by the Registrar will be 
validated againstthe electronic copies. 

Periodic process audits- Periodic audits will be carried out to at the enrolment sites, of the 
processes and software., 

3.6 Updating UID details 

* 

Updating information with the UIDAI 

The UID number is a lifetime number, but the biometric information contained in.the central 
database will have to be regularly updated. Children may have to update their biometric 
information every five years, while adults update their information every ten years. 

From time to time, the demographic information that the CIDR holds on the resident may also 
become outdated. Fields that are susceptible to change could be the 'present address' field, as well 
as the resident's name (after marriage). There might also be an error in the. fields that occurred 
during enrolment into the UID. 

If a service provider authenticating or enrolling a resident finds, through its KYR process that the 
information provided by the resident (address, name, etc.) does not match with the UID record, or 
that the biometrics need to be renewed, it can ask the resident to update their information in the 
UID database. The service provider may make the update a condition for the resident to receive the 
service/benefit. 

4' 

Enrolling agencies and Registrars can serve as points where the resident can update their UID 
fields. The resident will have to submit their new information at these updation points with the 
required documentary evidence. This may also include a biometric authentication prior to 
processingtherequest. * 
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updation 

Reaching critical mass in enrolments 


The Authority expects to start issuing the first set of UIDs between August 2010 to February 2011, 
and enrolment for the UID number is expected to reach a critical mass of around 200 million 
residents in two to three years. Until this point, the UIDAI will have to focus on generating demand 
from both Registrars and residents. However, once the critical mass is achieved, it will generate a 
network effect that drives demand and accelerates adoption among service providers and 
residents. And as more service providers across the country require the UID to dispense their 
services and benefits, adoption will ramp up rapidly. In fouryears, the UIDAI estimates that it will 
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3,8 Tracking enrolments across the country 

The UIDAI will employ a GIS internet-based visual reporting system to track enrolment trends and 
patterns across India, as the project is rolled out across various Registrars and states. 
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The GIS system will show all UID enrolments by state, as well as by Registrar. The system will also 
be able to drill down within states and into districts. 

3.9 Reaching a sustainable, steady-state in enrolment 

A challenge for full enrolment la registering the approximately 60.000 babies that are born in the 
country every day. Over the nextsev.nl years, (he U.DAI expects to enrol close to *« « > » 
population. Once that goal is achieved, enrolment will reach a steady state, w ere on y ir 
deaths) as well as immigrants need to be recorded. 

There are however, some challenges In registering new births. First, since their biometrics is not 
It. We. they have to be re-scanned a, a later age. Second, names are often not given In India at the 

time of birth registration. 

The UID in the birth certificate 

One way to ensure that the UID number is used by all government and private agencies is by 
inserting it into the birth certificate of the infant. Since the birth certificate is the original identity 
document, it is likely that this number will then persist as the key identifier through re 
Individual's various life events, such as joining school, immunizations, voting etc. 

Since the name is a mandatory field in the UID database, it is essential that the child be given a 
name before applying for the UID number. This would ensure that the UID can also be allotted 

birth. , 

in the caseofurb'an births, the municipality will be the enrolling authority and 
the UID Registrar can be the 'Registrar of Births, Deaths and Marriage' at the 

state level. 

In rural areas, births take place at district or block level hospitals, in health 
care centers and at homes in the village. The village accountant is the Registrar 
of rural births, and he/she also issues the birth certificate and updates the j 
information through an enrolling agency. 
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Dmetrics and infants 

,e child's biometrics needt. be taken ataroend 5years of csge ant 

ery 5 years „«,» the age of 18 This I be e^rce ^ tta child 
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cording deaths in the UID system 


s also necessary to record deaths in the country, and the birth- and death registration act 
vld" “Registration. The same institutions that record birth, can be .» charge 0 
, , . rh rjrn svs tem The UID system will not remove a record upon the person 
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The real test of reliability for the UID system will be during identity authentication. Confirming 
'you are who you say you are' remains the primary, often elusive goal of all identity systems. 


The UIDATap^roach - which will be online authentication, with biometric check - creates a very 
strong authentication system, and gives the UIDAI significant ability to confirm an individual’s 
identity. The UIDAI will support.the Registrars in building the infrastructure and systems 
necessary to authenticate residents in different parts of the country. This will be especially critical 
for Registrars working in rural areas and among the poor. 

4.1 Enabling UID adoption for authentication 

*4 , 

The speed of UID adoption in India depends on whether the number can help in eliminating 
poverty and marginalization, and in enabling greater transparency and'efficiency in service 
delivery. If it succeeds in these goals, the number will become indispensible for residents in 
accessing services. 

v 

While the UID can provide the strongest form of pre-verification and identity authentication in the 
country, it cannot ensure that targeted benefit programs reach intended beneficiaries. The pro¬ 
poor impqctofthe UID, consequently, will notgain traction unless there is a mechanism to link the 
UID process with actual service delivery. 

A clear adoption process can overcome this gap by helping introduce the UID method of 
authentication at every point of service delivery. To ensure this, the UIDAI will not only work with 
Registrars who do enrolment, but also with non-enrolling, service delivery agencies. Such 
agencies involved in the delivery of services and benefits will be encouraged to partner with the 
UIDAI for authentication. Once they authenticate a resident's identity against the UID database 

every time they carry out a service transaction, they will be able to deliver services far more 
effectively. 

In order to accommodate this authentication, agencies may need to re-engineer their business 
processes to be UID-enabled. The most basic requirement for change will be in incorporating the 
UID method of authentication into their systems. Agencies will have to adhere to norms and 
procedures specified by the UIDAI for fingerprint capture and verification, and introduce a robust 
biometric authentication process at every point of sale. 

There is tremendous value to be gained from widespread adoption of the UID for authentication, 
especially for residents. While enrolment in the UID database will ensure that residents are not 
denied access to fundamental services and rights because they cannot present positive proof of 
identity, adoption in authentication could go one step further, and ensure that residents 
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consistently receive these services. This can include a wide range of be J e ^J 

health coverage, old-age pensions and subsidized food grains, thereby fulfilling the UIDAI P 

poor agenda. ■ 

The UIDAI is only in the identity domain. The responsibility of tracking beneficiaries and the 
c of service deli.e, wll, ««»,. ,0 cenreln wish the respecrive ‘' 

tracking distribution of food grains among BPL families for example, will remain w *‘ 

' PDS department. The adoption of the UID will only ensure that the uniqueness and smguJanty o 
each resident is established and authenticated, thereby promoting equitable access 

services. 

The adoption of the U1D during authentication will also have a direct correlation with subsequent 
enrolment. Greater enrolment comes from the value a resident derives from the UID. which m turn 
depends on the rate of adoption. There is a positive cycle here, created from the relations ip 
between adoption and enrolment - the greater the adoption, the faster the enrolment an vice 
versa. The twin approaches of enrolment and adoption will result in greater influence and traction 
for the UID among residents in the country, and establish the UIDAI as the only genuine identity 
authenticator in India. 


4,2 Types of authentication 

‘ There are multiple forms of authentication that the UID authority can offer. Certain types of 
authentication would have low to medium assurance if there is the possibility that the card is 
forged. Here we summarize the main forms of authentication, depending on the situation and 

equipment available. 

Online authentication is supported by the UID system. This can include 

- Online demographic authentication where the authenticating agency compares the UID 
number and demographic information of the UID holder to the information stored in the UID 

database. The assurance level here is medium. 

Online biometric authentication where the biometrics of the UID holder, his UID and key 
demographic details are compared to the details in the C1DR, The assurance level in this case 

is high, 

• • 

Online demographic/biometric authentication with API where the Registrar's backend 
system makes a programmatic call to the authentication APIs exposed by the UID system to 
perform authentication. The assurance level here may be medium-high depending on 

whether the check used demographic or biometric inputs. 

Offline authentication may be supported by the Registrar, and does not use the authenticating 
service provided by the UIDAI. This may come in two forms; 

Photo match authentication where the photo on the card is compared with the cardholder. 
This is the most basic form of authentication. The assurance level here is low. 
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Offline biometric authentication compares the scanned fingerprint of the cardholder to the 
blometricstored on the Registrar-issued card. The assurance level here is medium. 



I 

4.3 Authentication and the UIDAI revenue model 

The ability of the UIDAI to offer agencies across the country strong, reliable authentication is the 
key to its sustainability. The UIDAI will offer resident authentication services for a fee to 

governments and private sector firms. 

The agencies which request a resident authentication service will have to be registered with the 

UIDAI and follow strict guidelines in using the service as well as in managingresident information. 

Basic Identity confirmation 

Basic identity confirmation from the UIDAI would be free. In this transaction, the authenticator 
will provide the HID number, name and one other parameter such as date of birth of the person, 

and the central database will confirm the identity as a 'Yes' or 'No' response. 

9 * 

This type of transaction will be carried out in large numbers and will need quick response times. 
Chargeable authentication services can be of two types: 

Addressverification 

For security purposes, government agencies as well as private sector firms require address prooi 
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from Indian residents before providing them with benefits and services. However, agencies often 
complain of the difficulty of address verification "you try to verify an address in India, and you 
enter a labyrinth". The service provider usually verifies address through a physical visit, as well as 
an enquiry to confirm the other information provided, This process is expensive and costs 

between Rs. 100 and Rs. 500 per verification. 

The address authentication service the UIDAI will offer these entities would consequently be a 
valuable one. In the proposed transaction with the UID Authority, the agency will submit the UID, 
name and address of the resident to the CIDR, which will confirm the address. As a result, the 

agency will nothave to do physical address verification. 

, . i 

Biometrics confirmation 

Services such as issuing a credit card or granting a loan need the confirmation of the resident s 
identity. This process for the resident involves the submission of photographs and othei 
documentation confirming their identity. In the proposed transaction with the UID Authority, the 
agency can send the scanned photograph or fingerprint (based on the security level required) 
together with other demographic details to confirm the identity of the person. 

Revenue projections from authentication services 

The following revenue model for the UIDAI is an illustrative one. It has been designed while 
keeping in mind the value the agency requesting authentication would derive from the service.. 
The table below summarizes the kind of transaction, potential user agencies and the proposed 
transaction fee. Government agencies could be provided these services from the UIDAI at a 

subsidized rate. 


SI. 

Transaction Type 

Transaction Fee 

Potential User Agencies 

• 1 

Basic ID Confirmation 

Free 

Airlines during passenger check-in 

2 

AddressVerification 

Rs.5 

Banks for account opening 

3 

Biometrics Confirmation 

Rs. 10 

Credit cards issue process 


The authentication service, from the UIDAI can begin after the initial bulk on-boarding of 
Registrars. The revenue estimates for the UIDAI below are based on the current expenditure of 
various agencies on KYR processes, which would be replaced by the Authority's authentication 

services. It also takes into account expected growth in demand for mobile connections, bank 

. • 

accounts, etc, 
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UIP Revenue Projection 

Transaction Type 

(Steady State Estimates) 

Address 

Biometrics 

NewMobile Connections 

19.59 

• 

PAN Cards 

m 

1.20 

Gas Connections by PSU 

\ 

m 

1.50 

Passports 

0.06 

■■ 

LIC New Policies 

- 

io ; i 6 

CreditCards 

0,70 

m 

BankAccounts 

• 11.55 

- 

Airline Check-in 

m 

• 

Projected Total Transactions 

. 31.91 

12.86 

« 

Proposed Transaction Rate 

5 

10 

Transaction Revenue 

' 159.55 

128.60 

Estimated total annual revenue 



at steady state (Rs. Crores) 


288.15 
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The Constitution of India, through the Directive Principles of State Policy mandates that the state 
shall strive to - minimize inequalities of income and endeavor to eliminate inequalities in status 
amongst individuals. The objective of the UIDAI is to solve the key problem of identity that 
individuals face and enable better and efficient delivery of services to the poor and marginalized 
so as to eliminate inequalities of income and status. It is therefore, imperative to have a proper 
legal structure in place to ensure the smooth functioning of the UIDAI. This section provides an 
overview of the legal and policy framework. 


The Unique Identification Authority of India (UIDAI) will be setup as a statutory body by an Act of 
Parliament. The UIDAI will be authorized: 


o To collect the following identity information from any person voluntarily seeking a unique 
identity number: 

■ Name 

■ Date of Birth \ 

■ dender 

■ Father's name and UID number 

■ Mother's name and UID number 

; 

■ Address 

■ All ten fingerprints, photograph and both iris scans 

The law will contain a prescription against collecting any other information than the information 
permitted, with specific prohibitions against collection of information regarding religion, race, 
ethnicity, caste and other similar matters, and for the facilitation of analysis of the data for anyone 
orto engage in profiling or any similar activity. 

' o To issue a unique identity number to the person who has provided the necessary information 

and fulfilled the requirements as laid down in rules prescribed by the UIDAI. 

“a / • . ' 

/ 


Art. 38 s (1) The State shall strive to promote the welfare of the people by securing and protecting as effectively as it may a 
social order in which justice, social, economic and political, shall inform all the institutions of the national life. 

(2) The State shall, in particular, strive to minimise the inequalities in income, and endeavour to eliminate 
Inequalities In status, facilities and opportunities, not only amongst Individuals but also amongst groups of 
people residing In differentareas or engaged In differentvocatlons. 
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To verify the identity of any person atthe time ofthe provision of information, the issuance of 
a unique identity number or at any other time per the UIDAI database or other possible 
means, as laid down in rules prescribed by the UIDAI. 


o To permit the UIDAI to set up or facilitate the infrastructure by which third parties can 
authenticate the identity.of persons who have provided information to the UIDAI and the 
circumstances and conditions they can seek such verification, The information on the 
database will be used only to authenticateidentity, 

o To establish or appoint a Central ID Data Repository (CIDR) for the purposes of collecting, 
managing and securing the database and to outsource any such functions. 

o To permit the appointment of Registrars in accordance with criteria laid down by the UIDAI 

to enrol people that seek unique identity numbers directly or indirectly through enrolling 
agencies, 

o * To allow for the appointment of other service providers in accordance with criteria laid 
down by the UIDAI, as the UIDAI may deem fit to further its objectives and to ensure 
efficiency. 


o To call for information and records, conduct inspections, inquiries and audit of the CIDR,- 
Registrars, enrolling agencies and service providers.. 

o To enter into all necessary contracts and arrangements in order to fulfill the objectives ofthe 
UIDAI, 

o To set tip mechanisms for.grievance redressal for the public 

o To set up a monitoring framework to improve implementation, create safeguards as required 
and study the impactofthe UID 

o To hire' the necessary technical and professional personnel necessary for executing the 
mandate and fulfill the objectives ofthe UIDAI. 


The law will also contain 

o Penal provisions against persons employed by, or associated directly or indirectly with, the 
CIDR, Registrars, enrolling agencies and other service providers for failing to comply with 

the directions issued under the Act 

0 ' , 

o Penal provisions against persons employed by, or associated directly or indirectly with the 
UIDAI, CIDR, Registrars, enrolling agencies and other service providers for breach of certain 
key sections ofthe legislation - including the specific prohibitions on profiling, the disclosure 
of information and maintenance of confidentiality etc. 

o Penal provision for persons who intentionally or fraudulently provide wrong information, 
attempt to obtain a second unique identity number, steal the identity of any living or dead 
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person, etc, In this context, there will be no liability on the part of the UIDAI or persons 
employed by, or associated directly or indirectly with the UIDAI, CIDR, Registrars, enrolling 
agencies and other service providers for providing a unique identity number to a person who 
intentionally or fraudulently obtains such number. 

Protecting privacy and confidentiality 

The information that the UIDAI is seeking is already available with several agencies (public and 
private) in the country, the additional information being sought by the UIDAI are the finger prints 
and iris scans. However, the UIDAI recognizes that the right of privacy must be protected, and that 
people are sensitive to the idea of giving out their personal information, particularly the idea of 
information being stored in a central database to be used for authentication. UIDAI will protect the 
right to privacy of the person seeking the unique identity number. The information on the 
database will be used only to authenticate identity. Necessary provisions would be in place to 
address the issues of privacy and confidentiality. 

Offences under the UIDAI Act 

The UID database will be susceptible to attacks and leaks at various levels. The UIDAI must have 
enough teeth to be able to address and deal with these issues effectively. It will be an offence under 
the UIDAI Act to engage in the following activities: 

• Unauthorized disclosure of information by anyone in the UIDAI, Registrar or the Enrolling 
agency 

• Disclosure of information violating the protocols set in place by the UI DAI 

• Sharinganyofthedataonthedatabasewithanyone. 

• Engaging in or facilitating analysis of the data for anyone. 

• Engaging in or facilitating profiling of any nature for anyone or providing information for 
profiling of any nature for anyone. 

• All offences under the Information Technology Act shall be deemed to be offences under the 
UIDAI if directed against the UIDAI or its database; 
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6.1 Protecting personal information ofresidents 

Even as the UIDAI stores resident information and confirms identity to authenticating agencies, it 
will have to ensure the security and privacy of such information. 

By linking an individual's personal, identifying information to a UID, the UIDAI will be creating a 
transaction identity for each resident that is both verified and reliable. This means that the 
resident's identify will possess value, and enable the transfer of money and resources. 

The UIDAI envisions storing basic personal information, as well as certain biometrics. However, 
limiting its scope to this, and not linking this information to financial/other details does not make 
the resident records in the database non-sensitive. Biometric information for example, is often 
linked to banking, social security and passport records. Basic personal information such as date of 
birth is used to verify owners of credit card/bank accounts and online accounts. Such information 
will therefore, have to be protected. Loss of this information risks the resident's financial and other 
assets, as well as reputation, when the resident is a victim of identity theft. 

i • 

In the federated system that the UIDAI envisions, we must consequently have processes in place to 
ensure a fair level of data security. 


i Encrypt infonnntion 
transmitted over the 
network and stored in the 
data base/c ard 


Ensure secure enrolment 
and authentication 
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6.2 Fraud scenarios 

The Authority will concern itself only with identity fraud, which is distinct from document fraud, 
Document fraud the use of counterfeited/misleading documents to enter incorrect personal 
information will be the responsibility of the Registrar enrolling the resident. The Authority will 
have clear response mechanisms in place for identity fraud, where an individual deliberately 
impersonates someone else, either real or fictitious. 

Since the CIDR will store the biometric of residents, identity fraud will be easier to control. The 
only form of fraud that may go undetected in the UID system is if a person registers his/her details 
and biometrics under an entirely different name, with forged supporting documents. However, the 
person will hgveto exist under this name across systems, in the lifetime of his/her interaction with 
the government, private agencies and service providers. Such instances are therefore, likely to be 
rare. 


Some of the potential fraud scenarios are: 


Scenario 

Response 

Person applies for a UID number 
and presents wrong information 
undertheirname. 

The verification process returns application to 
the applicant and presents the reasons for not 
issuingnumber. 

Person applies to geta second 

card in another name. 

* 

i 

Application returned, with reason provided. 

Ifperson's name was fraudulentthe firsttime, 
he has the option of applying to change his 
demographic fields, if this fraud is attempted again, . 

person is added to watch list/ legal action. 

Person appears as himself, 
and applies for a second 

UID number. 

• 

Application returned, with reason provided! 

If attempted more than three times person 
added to watch list. 

Person appears as another 
existing person, registering 
the second person's information 
underhis fingerprint. 

Impersonation ofa deceased 
individual, with fake supporting 
documents. 

t 

The victim can report identity theft to the UIDAI's 
grievance office. The UIDAI will undertake an 
investigation, and take appropriate action if theft 
is confirmed. 

Iftheapplicantpassesthe verification process, 
then he maybe able to take on the stolen identity. 
However, he will not be able to change his demographic 
fields over his lifetime withoutdue process. 

De-duplication works incorrectly 
and returns false positive for 
a new UID applicant. 

Person can request checkagainst face biometrics 
as well as re-verification by Registrar. 
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The technical architecture of the U1DAI is at this point, based on high-level assumptions. The 
architecture has been structured to ensure clear data verification, authentication and de- 
duplication, while ensuring a high level of privacy and information security. 

I 

7.1 System architecture 

The Central ID Data Repository will be the central database of all residents, containing the minimal 
set of fields sufficient to confirm identity. The federated set of databases belonging to the 
Registrars may contain additional information about the resident, and can use the resident's UID 
as the key. • 


Contra! UID 
Database 



The key technology components of the UID'system are: 

• The UID Server, which provides the enrolment and the authentication service. These 
services will be available over the network for the various Registrars and their 
authenticating agencies to use. The backend servers need to be architected for the high 
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demands of the 1:N biometric de-duplication as well as the large peak loads from 
authentication requests. 

• The Biometric sub-system is central to the UID system for enrolling as well as 
authenticating residents. It is likely that a multi-modal biometric solution will be used to 
achieve a high level of assurance. The 1:N de-duplication envisioned will be by far the most 
computing-intensive operation of the UID system. Innovative techniques of hashing, 
indexing, distributed processing, and in-memory databases using multiple-biometric- 
modes need to be employed to get acceptable performance. • 

• The Enrolment client application will capture and validate demographic and biometric 
data. This client needs to work in an offline mode in the village setting when there is no 
internefccojmectivity, and upload batch files to the server for processing. Alternatively the 
batch files can be physically transported to the CIDR for uploading The client application 
will be deployed on a standard enrolment workstation. 

• ' The Network is a critical aspect of the system, since all UID enrolment and authentication 

services will be available online. UID services could work over secure WAN networks, the 
vanilla internet or over mobile SMS channels. It could also potentially work over existing 
networks such as credit-card POS (point-of-service) devices. 

• The Security design secures all the above components from logical/physical attack. This 


includes. 


o Server Security-firewall, intrusion prevention and detection systems (IPS, IDS) 
o Network, ClientSecurity- Encryption, PKI etc 


The Administration system will help administer the UIDAI's operations. This includes 


o Account setup - creation/modification of Registrar, enrolling and authenticating 
agencyaccounts. . . 

o Role based access control - Assign rights over UID resources based on role. 

o Audittrailing-trackeveryaccesstotheUIDsystem. 

o Fraud detection-detect identity theft and cyber crimes using audit trails 

o Reporting and Analytics - Visual decision support tools - GIS, Charting etc. 

• »' • • 
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One of the unique challenges in executing the UID project is its scale. Due to the size of India's 
population, the UIDAI is undertaking what Is perhaps the largest governance-related exercise in 
the world. We must ensure that all aspects of the project - enrolment, de-duplication, and 
authentication - function effectively even as the number of records approaches a billion. 


8.1 Addressing challenges of scale % 

The UIDAI can expect its enrolment run-rate to have a peak load of one million enrolments per day 

in the very fiii>tyear of operation. Every sub-system and component of the UID system will need to 

scale quickly and significantly. This will include: 

1) The ability to onboard Registrars from different sectors and handle their constituencies of 
residents. 

2) The legal framework of contracts needs to support the variety and spread of stakeholders as 
their numbers grow exponentially across the country. 

3) The biometric de-duplication algorithm needs to scale towards checking a fingerprint 
against every one of 1.2 billion people to ensure uniqueness. 

4) The authenticating service, which may be used by tens of thousands of points across the 
country, needs to scale to handle hundreds of thousands of transactions per second. 
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The UID project does face certain risks in its implementation, which have to be addressed through, 
its architecture and the design of its incentives. Some of these risks include: 


1) Adoption risks; There will have to be sufficient, early demand from residents for the UID 
number. Without critical mass among key demographic groups [the rural and the poor) the 
number will not be successful in the long term. To ensure this, the UIDAI will have to model 
de-duplication and authentication to be both effective and viable for participating agencies 

and service providers. 

2) Political risks: The UID project will require support from state governments across India. 
The project will also require sufficient support from individual government departments, 
especially in linking public services to the UID, and from service providers joining as 
Registrars. 

3) Enrolment risks; The project will have to be carefully designed to address risks of low 
enrolment - such as creating sufficient touch points in rural areas, enabling and motivating 
Registrars, ensuring that documentary requirements don't derail enrolment in 
disadvantaged communities - as well as managing difficulties in address verification, name 
standards, lack of information on date of birth, arid hard to record fingerprints. 

4) Risks of scale: The project will have to handle-records that approach one billion in number. 
This creates significant risks in biometric de-duplication as well as in administration, 
storage, and continued expansion of infrastructure. 

5) Technology risks: Technology is a key part of the UID program, and this is the first time in 
the world that storage, authentication and de-duplication of biometrics are being attempted 
on this scale. The authority will have to address the risks carefully - by choosing the right 
technology in the architecture, biometrics, and data management tools; managing 
obsolescence and data quality; designing the transaction services model and innovating 

. towards the bestpossible result. 

6) Privacy and security risks: The UIDAI will have to ensure that resident data is not shared or 

compromised.- . •• 

7) Sustainability risks: The economic model for the UIDAI will have to be designed to be 
sustainable in the long-term, and ensure that the project can adhere to the standards 
mandated by the Authority. 
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This section discusses one of the potential applications of the UID - the use of the number in 
driving financial inclusion, and in enabling a micropayments solution that the poor, can use to 
access financial services, 

While the demand for financial inclusion has gained urgency over the last few years, initiatives in 
India to expand financial infrastructure date back several decades, since the building of rural 
cooperative credit banks in the 1950s, and the spread of bank networks in the 1970s and 1980s. 
These initiatives have paid off over the years — India's bank branches are well-networked, 
particularly across urban India. 

But despite these efforts, access to finance has remained scarce in rural India, and for the poorest 
residents in the country. Today, the proportion of rural residents who lack access to bank accounts 
remains at 40%, ^nd this rises to over three-fifths of the population in the east and north-east of 
India, 

This exclusion is unfortunate. Economic opportunity is after all, intertwined with financial access. 
Such financial access is especially valuable for the poor — it offers a cushion to. a group whose 
incomes are often volatile and small. It gives them opportunities to build savings, insure 
themselves against income shocks and make investments. Such savings and insurance protect the 
poor against potentially ruinous events — illness, loss of employment, droughts, and crop failures. 
However due to the lack of access to financial services, many of the Indian poor face difficulties in 
accumulating savings. : 

To mitigate the lack of financial access in India, the RBI has focused on improving the reach of 
financial services in new and innovative ways — through no-frills accounts, the liberalization of 
banking and ATM policies, and branchless banking with business correspondents2 (BC), which 
enables local intermediaries such as self-help groups, post offices and kirana stores to provide 
banking services. These efforts have also included the promotion of core-banking solutions in 
regional rural banks; and the incorporation of the National Payment Corporation of India (NPCI) 
as an apex switch, forpayments and settlements. 

In recent years, ATM and core banking, as well as greater mobile connectivity have also become 
two powerful engines of-financial access, Mobile phones in particular present an enormous 


• ii a 


/ 


opportunity in spreading financial services across India. These technologies have reduced the 
need for banks to be physically close to their customers, and banks have been consequently able to 
experiment with providing services through online as well as mobile banking. These options, in 
addition to ATMs, have made banking accessible and affordable for many urban non-poor 
residents across the country. 
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With the poor however, banks face a fundamental challenge that limits the success of these 
technologies and recent banking innovations. The lack of clear identity documentation for the 
poor creates substantial difficulties in establishing their identity to banks. This has limited the 
extent to which we can leverage online and mobile banking to reach these communities.. 

Besides challenges in access and identity, a third limitation has been the cost of providing banking 
services for the poor. The poor have unique preferences when it comes to withdrawing money and 
making deposits — they prefer tp do large numbers of small transactions, in 'micropayments of 
say, Rs.10 rather than Rs.100. Banks discourage such payments, as transaction costs under this 
model would be too high to bear. The Unique Identification number CUID), which Identifies 
individuals uniquely on the basis of their demographic information and biometrics, gives 
.individuals the means to clearly establish their identity to public and private agencies across the 
country. It also creates an opportunity to address the existing limitations in financial inclusion. 
The UID, oncSdtyiinked to a bank account, can help poor residents easily establish their identity to 
banking institutions. As a result, the UID enables banking institutions to bring together the 
infrastructure that now exists in order to build an accessible, low-cost micropayments model. 

Since the UID enables remote authentication of identity, it empowers the poor in making 
electronic transactions in small, micro-amounts, remotely and at low-cost, through BC networks 
connected by mobile phones. The model would thus be accessible and affordable across the 
' country. Such a UID-enabled micropayments approach can bring about universal financial access 
for the poor — they would be able to access their accounts on the move, wherever they are, 
through any mobile phone, from any BC or bank. The UID-enabled bank account can thus be a 
global address for residents, similar to an email id or a mobile phone number. 

. t 

Over the last few years, we have seen critical reforms implemented towards creating a payments 
solution for the poor. The UID number helps integrate these reforms and leverage the technology 
already in place into an effective micropayments solution. This can bring low-cost access to 

financial services to everyone, a shortdistance from their homes. 

10.1 Features of UID-enabled micropayments 

UID KYR sufficient for KYC: Banks in India are required to follow customer identification 
procedures while opening new accounts, to reduce the risk of fraud and money laundering. The 
strong authentication that the UID offers, combined with its KYR standards, could remove the 
need for such individual KYC by banking institutions for basic, no-frills accounts. It will thus vastly 
reduce the documentation the poor are required to produce for a bank account, and significantly 
bring down KYC costs for banks. 

Electronic transactions: The UID's authentication processes will allow banking institutions to 
verify poor residents both in person and. remotely; Rural residents will be able to transact 
electronically with each other as well as with individuals and firms outside the village, reducing 
their dependence on cash. 
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Ubiquitous BC network and BC choice: The UID's clear authentication and verification 
processes will allow banking institutions to network with village-based BCs such as self-help 
groups, post offices and klrana stores. Customers will be able to withdraw money and make 
deposits at the local BC. Multiple BCs at the local level will also give customers a choice of BCs. This 
would make customers, particularly in villages, less vulnerable to local power structures, and 

lower the risk of being exploited by BCs. 

A high-volume, low-cost revenue approach: The UID will mitigate the high customer 
acquisition costs, high transaction costs and fixed IT costs that we now face in bringing bank 
accounts to the poor. • 

No-frills accounts that can be provided and accessed at low cost through local Bcs, with electronic 
cash transfers, would encourage large numbers of small transactions across these accounts, and 
make these accounts an important source of.revenue for banks. 

10.2 Benefits 

For residents: The UID-enabled Bank Account (UEBA) will bring financial access and 
affordability to millions of residents who are presently excluded from formal financial systems. A 
UID-enabled bank account will also help residents make cheaper, faster electronic transactions 
and remittances in the form of micropayments. The solution will enable universal access to their 

account from any bank or BC, and through any mobile device, enabling residents to access 
payments on the move. Regular, affordable access to banking services would also give the poor a 
means of keeping their money safe — a convenience that has long been available to the middle 
class wouldriowbe accessibleto the rural and urban poor. 

For the government: Large-scale financial inclusion can pave the way for electronic benefit 
transfers (EBTs) for residents. Central and state governments will be able to eliminate the 
identity-related fraud that exists within its public programs with such transfers going into UID- 
enabled bank accounts. The bulk of the informal cash economy across rural India, and remittances 
between urban and rural India will also become part of the formal banking system, with traceable 
and accountable money flows. This will ensure compliance with Anti-Money Laundering laws and 
Financial Action Task Force standards. The government will gain these benefits without having to 
overhaul governance systems — the micropayments approach won't require governments to 
change decision-making processes across the central, state and local level. 

For banking institutions: The use of the central payments switch to move cash electronically at 
the last mile will dramatically cut down on cash handling and transaction costs for banking 
institutions. The cost of customer acquisition would also be significantly reduced, as a resident 
with a UID would require no further identification to get a UID-enabled bank account. 

A low-cost micropayment approach will make the large volume of micropayments, remittances 
and government transfers to UID-enabled bank accounts important sources of revenue for 
banking institutions. Through the BC network, banks would be able to access customers through 
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the large distribution channels in the country — including the mobile prepaid network, post office 
network and FMCG retailers. In addition, BCs would see increased revenues from larger numbers 

of micro-transactions. 

10.3 Conclusion 

Over the last decade, we have seen a transformation in financial access for residents across the 
country — the reforms that encouraged the expansion of ATM, internet and mobile banking have 
made financial access affordable and accessible for large numbers of residents, 

The transformation however, has been most significant for India's urban, non-poor residents. 
These policies have notaddressed the unique challenges the poor face in financial access, and they 
consequently, remain atthe periphery when itcomes to effective access to finance. 

f he UID-enabled micropayments solution is just one of the many developmental applications that 
the UID number can enable. It is also a critically important application, which can help address 
India's financial divide. Linking the UID number to a universal, accessible, and affordable 
micropayments model can transform the access the poor have to banking services in the country. 

UID-enabled micropayments can be a stepping stone to creating economic opportunities for 
residents across the country, regardless of where they live. The financial inclusion that it makes 
possible will be critical to improving access for the poor to resources and skills. As we move 
towards an ope/access society, it is this soft infrastructure — connectivity, financial inclusion, and 
identity — that will ultimately, empower the individual in India. 
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In the: , ndtan context, there is a need for UID for better monitoring and 
'■ targeting of social benefits and employment programmes and, at the same 
time, Identifying synergies between various ID Initiatives prevalent. The UID 
system would ensure that residents need not prove they exist every time 
they interface with the Government or the private sector. 


1.2 The Vision 

UID would be a unique number used for identification of the residents of 
India for various statutory, administrative, developmental and commerce 

I 

purposes,. 

The Unique ID would provide an easy and common means of identification of 
all the residents of the country by all government agencies, thereby 
enhancing efficiency, transparency, reliability and effectiveness at 
affordable costs to the common person in the delivery of public services. 
This, in turn, would authenticate every person's right to government 
services and benefits through a single system rather than all government 
departments investing in creating infrastructure, systems and procedures for 
verification of residents under various schemes of the Government. 


The UID would enable better monitoring and targeting of social, benefits and 
employment programmes. On an overall basis: 

- • it would be the common unique identifier for residents 
. the UID would act as a conduit to improve targeted deliveiy of the 

fruits of a growing economy to the common person, and 

. it would aim at eliminating the need for multiple identification 


morhnnisrns Drevalent across government departments. 
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1.3 Unique ID and its Benefits 


It Is envisaged that the UID, together with the socio-economic data, would 
enhance:. 

• Efficiency and effectiveness of the social sector schemes 

• Convenience and quality of public service 

• Improvement in service delivery system, and 

• Transparency-in administration ■ 

The key benefits to be realized by the Government, residents and the 
private-sector are as listed below: 

A. Benefits to Government ____ 

The" UID would enable various government departments to leverage 
an easy and reliable beneficial identification mechanism 
. It would help in building on the existing identification mechanism, 
leading to overall efficiency gains in governance and better delivery 
. • Reduce identity-frauds across the country 

. Once implemented, the UID would eliminate the need for creating 

elaborate beneficiary-identification mechanisms and, in turn, would 
reduce duplication of efforts across Government machinery 
■ • With robust beneficiary 'identification mechanisms and cross- 
referencing of databases, the UID would support the Government of 

' India in better (targeted) policy-formulation under various schemes 

“* * / 

' and programmes 

. Overall, the UID would help in improving transparency .in. 
administration 


B. Benefits to Residents . . . 

. Reduce hassles in their interactions with multiple Government 

• ' * • 

7 departments for establishing their identification 






































Ensure convenience in availing various services • both public and 
private 

. The UID number would act as a single window for residents to 
establish their identity, and avail benefits 



C. 


Benefits to Private / NGO Sector ^ __ • 

'. Private sector would be able to leverage the resident- identification 
infrastructure and, in turn, contribute to effective development 



activities 

Use UID -to speed up certain businesses, especially in the insurance 


and credit sectors 

Ma y eliminate the need for the private sector to set-up parallel 
identification systems leading to improved efficiency in delivery of 





their services 

A reduction in identity-related frauds in the service delivery 







. *♦ 



























A-NNI-XOC.E ^"4- 


r- 


Annexure VII 


•lvimisoyoi uommumcanons <z miormation technology 
Department Information Technology 
Electronics Governance Division 

if ******* 


Electronics Niketari, 
6-CGO Gompicx, 
New Delhi .110003 
March._3-i 2006 


ADMINISTRATIVE APPROVAL 


Subject: Administrative approval for the project -"Unique ED forBPL Families". 

1 am directed to convey the Administrative Approval of the Competent Authority for 

imDlementation of the prtject'^Unique ID for BPL Families” at a total estimated outlay of Rs. 

46 70 crores (Rupees Forty Six orores and Seventy Lakhs only) for a duration.of 12 months to 

be Implement^ by NIC Sough NlCSI. ^e total amount of Rs. 46.70 .tlTSt' 
from D1T' as grant-in-aid to be met from e-Goveraancc programme. The details of the proje 

are given at-Anncxure-I. 

This issues: with the: approval of Hon’ble tfde diary no. 8383 dated 

6 . 02 . 2006 i andconcurrence of 3S&FA vidediary no.S383 dated 21.2.2006. 


\ r s 

(Krishna Bidanl) 
Deputy Director 
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Aid and.Adminlstrativo-Approval. 

6 ; Director General, NIG vr .vrr r 

7. Sehidr Technical .Director (Ms. Rama Nagp"), NR- _ 

8 Shri R. Chandrashekar, Joint Secretory, e-Govemance Group, DIT. 

9 . SD (SSG)/ Dir (SA)' JD (MMKV DD (KB). 

10. Sanction File. 
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Preface 


Project Unique Identification is a Planning Commission, Government of India 
(Gol) Initiative, steered by the Department of Information Technology-Gol, 
with the objective of creating a central database of information on 
residents and assigning a Unique Identification (UID) number to- ..each, 
resident tn the country., as the basis for efficient delivery of welfare 

services. 

UID would authenticate every person's enlistment for government services 
and benefits through, a single centralized system rather than each 
government department or agency investing in infrastructure, systems and 
procedures for identifying residents under its schemes, individually and 
independently. UID would facilitate as common proof for residence and 
identity over period of time. 

To this end, the. project envisages incorporating UID as part' of existing 
databases thereby providing for linkages with all such databases to the 
central UID database, as well as providing for future additions to the 
content-fields of the database by the user-agencies as. per their 

requirements. • 

• • 

One of the key advantages envisaged as an outcome of the project is that 
the Unique ID will help in reducing identity-related frauds, and allow only 
targeted persons'to avail of benefits from the government. 

Given the diversity in requirements of the user-agencies, a Vision Workshop 
was held to brainstorm on the UID initiative and provide Inputs for the 
Project, on 21 November 2006. The workshop examined similar initiatives 
being implemented at the State level, discussed the vision, and mission for 
the project (detailed in this - document) and arrived at a common 
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*• ,li,on work5W "* 

various Central and State Government Departments. 

Implementing agencies, for the proposed Initiative, Wade HIB1 WC. “ 
the technical solution provider lot Hie creation, generation an ope 
the central » database and Wlpro, as consultants to the 
Committee, chaired 0, the Principal Adviser, Planning Commission, » 
design the UID and an associated Information system that is based on 0* 
*• » define the processes for creation and maintenance of the 

UID as welt as the administrative procedures and user manuals. . . 
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1. Strategic Vision 


1.1 Rationale for UID 

In human life cycle, there Is a need for government services at various 
stages and at each stage, the unique resident ID can act as an identifier 

through which services can be provided to the authorized person. 

At present, various government departments are investing in creating 

• * < 

infrastructure, systems and procedures for verifying entitlement claims of 

residents under various ; schemes'and initiatives of the Government (PAN, 

Passport, Voter ID, Driving License, etc.). From the resident’s; point-of view 
• * *. *. 
-■there is a need to ascertain that services reach the right persons. From the 

department’s point of view, it is a time-consuming exercise 1 to create and 

•, maintain their own database, which is a duplication of efforts, and could be 

* avoided had there been a single database. However, such a database, does 

not exist, nor is there is any mechanism for different departments to share a 

• universal database to identify the resident. 

In fact, efforts of all agencies (Election Commission, Ministry of Rural 
Development, Office of the Registrar-General of India, Public Distribution 
System, and so on) are "stand-alone" and "one-off" and hence efforts so far 
are not leveraged optimally, ' 

Many countries use a unique identification number as a means of tracking 

their permanent and temporary residents for the purposes of work) National 

ID, taxation, government benefits, health care, and other government 

related functions (driver's license, passport, payroll, e purse, etc.). The 
ways in which such systems are implemented is specific to each-country, but 
in most cases, a resident is issued a card at birth or when they reach a legal 

• age (typically the age of 13). 






















• 





rgeting of social benefits and employment programmes and ^ ^ 

„ e identifying synergies between various ID initiatives prevalent, .he U1 
L would ensure that, residents need not prove they exist eve* torn. 

,ey interface with the Government or the private sector.. 

2 The Vision . 

„ would bo a unique number usud lor ldentl/M!» of. tbe residents of 
„dla for various statutory, administrative, development., and oomme* 

)urposes. 

rhe unique ID would provide an easy and common means of Identification of . 

JU the residents of the county by all government agencies, thereby 

enhancing efficiency, transparency, reliability ^and ***£"£ 

affordable costs to the common person in the delivery o pu 
« turn, would autbonticate every person, r„bt t, s .vemmen 

sendees and bene,,,, ,br.u 8 b a „n g le system ratber tban all .dvdrbmenl 
departments investing in creating Infrastructure, systems and proce ure 
verification of residents under, various schemes of the Governimen . 

The U1D would enable better monitoring and targeting of social benef 

employment programmes. On an overall basis: _ 

. it would be the common unique identifier for residents 
. the UID would act as a conduit to improve targeted deliver o 
fruits of a growing economy to the common person and 
■ . ,t would aim at. eliminating the need for multiple identified 

mechanisms prevalent across government depar0 ^||^ | 
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1,3 Unique ID and its Benefits 

IUs envisaged that the M, MS«her with the socio-economic data, would 
enhance: 

. Efficiency and effectiveness, of the social sector schemes 

• Convenience and quality of public service 

. . improvement in service delivery, system, and 

• • Transparency'In. administration 

The key benefits to be -realised b, the Government, resident and the 
private sector are as listed below: 


A. Benefits to Government 




ieTHS ;w wuy^i iiiMw..- • .— " 1 ’• 

'fhe'UID would enable various government departments to leverage 
an easy and reliable beneficiary identification mechanism. 

• |t would help in building on the existing identification^ mec an.sm,. 
leading to overall efficiency gains in governance and better delivery 
Reduce identity-frauds across the country 

Once implemented, the UID would eliminate the need for creating 
elaborate beneficiary-identification mechanisms and, in turn, would-, 
reduce duplication of efforts across Government machinery 
with robust beneficiary identification mechanisms and 
referencing of databases, the UID would support the Government o 
2 better (terge.ed, policy—.,on under various schemes 

. rr“b would help in improving transparency In 
administration 


•: b. Benefits to Residents • . - __ 

r i— I- »"•«*««• ***** * mmm ' 

departments for establishing their identification 
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establish their Identity and avail benefits 


* 


C. Be nefits to Private /N00 

- • • • ^—-TJTT^Ip to leverage the resiaenv. iu=»» ^ 

Private sector would .be^abl ^ effect1ve development 

Infrastructure and, In turn, 

act,vitles .., h h,istnesses especially In the insurance 

Use UID to speed UP certain businesse , P 

and credit sectors ‘set-tip parallel 

May eliminate the need for the 1n delivery of 

Identification systems leading to P 

. TZZl ««**•«*-> * «*“** ***’ 
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2. Strategic Dimensions for the Success of UID 


It Is envisaged that, for better acceptance of UID across the country by 
residents, Government departments and the private sector, the following 
cornerstones are deemed pre-requisites: 

II.1 Applicability .and Accessibility of UID 

To start with, UID should be used for effective Implementation of the-soclal. 
sector schemes outlined in the 11th Plan. At the same time, the UID 
initiative should also look at taking a mixed approach to social services and 
neutral services based on the readiness of the implementing. States. This 
would help in checking malpractices, better selection' of bonafide 
beneficiaries and ensuring that benefits reach them, thus checking leakages 

in the system and improving delivery mechanism. 

*<• 

Due emphasis would be on making UID number easily accessible to both 
residents and Government or its.agencies without compromising on security 
aspects. 


II.2 Intensive Use* and Validation by Multiple Agencies to 

Achieve Accuracy over Time 


Fresh data collection and validation is a tedious, expensive, time-consuming 
and error-prone process. Conversion into digital format is an arduous task 
that introduces additional Inaccuracies and fresh cost and time Implications,. 
Accuracy arid perfection of data is, and will remain, a continuing .challenge 
in this complex exercise. Yet, speed is important. Therefore, it is intended 
to use an existing data base available in electronic and bilingual format, 
namely the electoral roll data base, while being fully cognizant of its 
■ current limitations regarding accuracy, currency and completeness of data. 
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It IS envisaged that intensive usage and validation of the resident data by 

multiple agencies would achieve higher accuracy levels over a period of 
time* 

11.3 Leverage Collective Strength of Government 
(Technology-Enabled Collaboration) 

The basic premise for the success of UID is the concept of "one owner, many 
users." Practically, each. department would be in a position to add and own 
any field required for its purpose backed up by 100 percent foolproof 

tracking of all modifications. 

in this regard, technology would play a central (crucial/vital ??) role in the 
use of UID by various departments. Technology-enabled seamless integration 
across departments would ensure widespread use of UID and continuous 
validation of the database by leveraging the collective strength of the 

Government. 

• « • ••••••* • 

• * 

11.4 Linkages with other Databases 

* 

•I 

Linkage of UID database with:, other databases would ensure continuous 
updation and use-based validation. This could be ensured by a ‘symbiotic’ 
linking of all other major databases to UID and vice versa for delivery of 

services / benefits. 

/ 


/ 


In this direction, the Election Commission’s database would be used as the 

base database;- ihowever, some links between UID and .the Election 
Commission’s database may be maintained for cross-referencing. At a later 
date, it is envisaged that UID and Multi-purpose National Identity Car 

(MNIC) may converge. 

further on, for all future Census and sample surreys, the UID 'Would be 
.... . _rtf cf* i ;rr; ciuesti6nr#&U £ for oaL. 
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collection and ft is suggested that the Registrar-General of India (RGI) would 
leverage UID for the 2011 census data. 

11.5 Processes 

/ . 

For the successful, adoption of UID, it would be imperative to build robust 
processes ;to update the' UID data continuously and, at the same time, 
opportunities for continuous updating of varying data would have to be 
explored, For this, transactions from existing systems would have to be 
linked to UID, by ensuring enthusiastic participation of stakeholder- 

departments. 

II. 6 Statutory Mandate 

Importantly, statutory backing would be required for the adoption of UID by 

residents, Government departments, its agencies and the private sector in 

• ' '**■•*». 

• ( : the long term. . . * * 
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3. Realizing the Vision - Mission and Objectives 

,„ order ,„ realize the envisaged vision, It Is suggested that a phased 
approach be adopted with clear objectives tor the following time horizons. 

. Short Term 

• Medium Term 

• Long Term 

.1 Short Term Mission (3 Years) - Use of the UID for Specific 

Schemes (BPL) in Identified States 

i • 

A, Stakeholders 

Adopting a phased approach for the implementation of the UID across 
country, starting with potential users of UID would be select Government 
departments (implementing BPL schemes), identified States an 

beneficiaries of the selected BPL schemes. 

# 

Key expectations of the departments, at this stage, would be evaluating the 
practicality of implementation"of UID for specific schemes, establishing the 
linkage between UID and BPL databases across Identified States and tracking 
delivery of benefits to bonafide beneficiaries. On the other hand, residents 

would look forward*to better service delivery with easier access to benefits. 

• ' 

B. Pre-requisites . ' .. „ ro 

POP the mission to be achieved In the specified timeframe, the pre- 

requisites would Include: 

Centralized availability of the Election Commission s resident data 

post-data-cleansing n 

* . Identification of an appropriate custodian / owner of. the UID 

"* 1 

database ’ „ . . - r . 

. Establishment of the required institutional framewor 

implementation of. UID in the identified States 
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C. Key Objectives 

In th e initial stages of Implementation, the UID initiative would strive to 
attain the following objectives: 

• Assign Unique ID from existing digital database of the Election 
Commission (for residents 18 years of age and above) 

■ • Create awareness about the initiative amongst potential users 

• Establish linkages between UID database and the BRL database 

• • Facilitate U|D adoption in the implementation of welfare schemes 
' • Establish Institutional mechanism for administering the UID and build 
appropriate.capacity 

. Authorize and authenticate resident data across the country for use 
by various departments 

illl.2 Medium Term Mission {5-7 Years) - State-wide 

Implementation; and Use of UID for Major Schemes 

i , 

• • • 

# 

A. Stakeholders- 

In the medium term, the key stakeholders would be most of the Government 
departments, majority of State Governments and all the beneficiaries of. 

Government schemes and services.. 

Key expectations of the Government departments from the UID initiative in 
the medium term would be a wider coverage of residents eliminating the 
need for investment, in' parallel resident identification infrastructure by 
individual departments. At the same time, residents would prefer the UID to 
act 4s an acceptable and authentic identification mechanism for the 

•isi //' " ' ' ". . 

“fnajority of services entitled to them. 

* 

B;, Pre-requisites 

To achieve State-wide usage of UID and adoption of the same for delivery of 
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Building-capacity across Ministries to Implement the UID m j 
schemes being Implemented by them across the country 

• . ■ Establishing institutional mechanism for resident verification 

The^key^ob]ect'ives for the UID initiative in the medium term would Include: 

. / Assigning Unique ID to all residents. • 

. Completing all preparatory work for implementation of UID-for 

.major schemes in all States ' 

““ /Evolving procedures for maintenance and updating P 

facilitating linkage of UID database with other major databases 

• . implementing UID for majority of schemes in as many States as 

possible . , 

Enhancing efficiency, transparency, reliability and effectiveness-1 

' the delivery of public services 

- Facilitating cross'linkages (two-way linkages) of UID database wi 

the databases of: other departments 

» , 

Vil.3 Long Term Mission (10 Years) - Make the UID as the de- 
facto Identifier for all Residents in the Country 

I ' . '• 

A. Stakeholders: ’ . . . 

,t I, envisaged that, In the tong term, UID would transform Into being a d, 

,00,0 Identifier for all residents of the eount„. lo this soen.no, potential 

users of UID would be all the residents and all Government and private 

agencies needing authentication of resident identlfv prior to delivery o' 

service, 

For the residents,' the key expectation from this initiative vrould be the 
elimination of the requirement of carrying multiple identification proofs or 
accessing various services during his/her lifespan ensuring better, faster 

more transparent delivery of services. 
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For the service providers, both Government and private sector, the UID 
initiative would eliminate the need for Investing huge sums of money 
establishing the identity of the recipient of services-and in prevent,ng 

identity-frauds. 

' 1 

LTealizinTthe long term mission, some of the pre-requisites would 

“ residents below 18 years of age are also brought into the U.D 
database, since the Election Commission’s database (the primary 
source for the UID database) accounts only for res,dents above 

. I****. »«!«•• “r ■» 

: (Government end private) to deem the UID number a, THE universal 

identifier for service delivery 

C. Key Objectives 

• Key objectives In. the long: term would include: • 

. . imp, .mentation of tbe UID I" »=ltlaen.een«d sendee deliver, as 

the universal identifier „ 

. introducing the UID in all the Ministries, departments and to all 
private service providers as the only identifier 
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As highlighted above, 
across India would include. 




Short Term Mission 
Use of UID for specific 
schemes (BPL) in 
identified States 


f 




Medium Term Mission 1 jf Lons Term Mission 


f Implementation and use , 
; for all major schemes in i 
: most States 


To eventually make UID 

\ as a Universal Identifier 

for all the residents in 
the country 




•' --‘j. 




3 Years 


5 - 7 Years 




. - - i‘ 


i 

•Vi. 


10 Years 


•Vc. 


S— 


Pre-Requisites/ 

Essentials 

1 Data-cleansingIs 
complete 

2 Ownership Issue Is 
resolved 

3 Institutional 
framework is 
established 


Pre-Requisites 
/Essentials 

1, Build capacity 
across Ministries to 

Implement UID 

2. Institutional 
mechanism for 
resident 
verification 
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Pre-Requisites 

/Essentials 

1, Persons below 18 

are also covered 

2. Every department 
accepts UID as a 
universal Identifier 

. for service delivery 
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4. Ownership and Capacity-Building 
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For the success of a national-level initiative like the UID, there is an . 
immediate need for identifying or establishing an appropriate Authority for 
administering UID Initiative and be the custodian and owner of the two 
majorcomponents of UID: _ i 

. Core Database ) 

« Application Database 

in respect to the core database, this agency may be an existing entity 
capable'of administering the UID across the country: conversely., Itcould be 
cTne/agency equipped,with the requisite Institutional framework and legal 

mandate to administer the UID system across various States. 

If is envisaged that the application databases would be maintained by the 
respective departments and the said departments would continue to be the 
owners'of their respective application databases. 

Given the international, perspective on similar initiative, capacity-building., 

would be a critical element to ensure the success of the UID. initiative. 
Capacity-building initiatives would have to be implemented for: 

• Owners of the core database 

• ■ Owners of the :application databases 

• % 

• . • 

• User-departments 
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:: 5 vlnnplementation : Ghailfenges 

.There have been many Unique ID initiatives acr°ss .the world that hes 

yielded mixed- results. While some have failed, ^T***Z* 
success. In the Indian context,some of the key implementation challeng 

foreseen include: . 

. Change management within the Government machinery and res. . 

across the length and breadth of the country is seen as the b.gges 

t , 

challenge to the adoption of UID 

. setting up governance structures for implementation at various eve s 
' . may take a long time before it becomes fully operational, leading to 

loss of momentum and zeal for implementation 

creating and maintaining infrastructure in a vast and diverse county 

such as India could turn out to be a challenge in itself . 

' . Standardizing geographical (habitation / villages) codes, applications, 

databases and processes, keeping localization requirements in mind, 
would: require a thorough appreciation of the dynamics of a d,verse 

nation like India ; 

. Security and privacy. This would require a lot of focut and convict,on 

to ensure adoption by different stakeholders 

• . complexities involved in establishing linkages between UID and ot er 

major databases would be critical for adoption of UID by other 

Departments 1 • , . 

' . Addressing the limitations of the Election Commission s data and 

building on the same would be a challenge in itself 

. some other challenges to be addressed would include: 

Q Ease of use vs. tight control/security 

O Departmental control vs. collaboration among departments 
o Rigorous procedures vs. convenience of Individuals. . 

o Rapid -adoption vs. manageable phasing 


c Transparency vs. right to privacy 
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6; Conclusion . 

Given the pathbreaking perspective as envisaged in the vision for the 
proposed UID initiative and the complexities Involved, there is a need to 

undertake the UID initiative on a Mission Mode. 

The UID Initiative should ultimately encompass multiple linkages although It 
may have limitations in the near-short term. However, it envisages the 
linking the whole country in a not-too-a-future by assigning a . unique 
identification number to each and every resident which he/she can use 
achieving the same Through, short-term / medium term and long-term 
objectives while:assigning UID for each resident in a phased manner. 
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List of attendees of Vision Workshop Dated 26 ,h of November, 2006. 
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Shri Y:P Mittal ' ^ 
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Economic Advisior 1 


Shri Golak Kumar Si.mli 

* 

4 ' > _ . 

Dr. Dhrupad Mathur 
Smt.Vineeta Dixit 


Dr. D.K. Palivyal 

Shri A. Kumar 
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Director 

Director V 


Senior Consulta'ntf 
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Senior. Consultant' 
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Prin cipal,Consultant; 
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Consultant, 


IV'. f-' - .' 


Secretary 


BSF, 


Department of Iriformatiori Technology 
DepartmentdfRoadTrarisport.and^ 

Hlohways. 
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Deputy Secretary 
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Deputy Secretary 
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Shri Anup Pan’dey 

Shri' SX-Singh:" 
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Dep uty Commissioner 
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RASHTRAPATI E3HAVAN • 


• New Delhi, the 4th December. 2006 • 

Agrahayana 13, 1928 (S) 

% • * \ 

Subject: Constitution of an Empowered Group of Ministers (EGoM) to 
collate two schemes - the National Population Register under the 
.Citizenship Act, 1955 and the Unique Identification Number 

• Project of the Department of Information technology. 


It has been decided,; with the approval of the Prime Minister, to constitute 



2. The composition of the EGoM, ; as approved by the Prime Minister, will be. 
as under. 


Shri Pranab Mukherjee, 

• Minister of External Affairs; 

Shri Shh/rajV.. Patil,' 

Minister of Home Affairs; 

Shri H.R.Bhardwaj, 

•Minister of Law & Justice; 

Shri Manl Shankar Aiyar, 

Minister of Panchayati Raj, Minister of Youth. Affairs & 

Sports and Minister of Development of North Eastern Region; and 
Shri Dayanldhi Maran, 

Minister of Communications & Information Technofogy. 

# * 

S peclaHnvitee ’ 

!•.» ■ '' * 

*i • . 

Shri Montek Singh Ahluwaiia,- ,v > 

Deputy Chairman, Planning Commission. 


•3. The Empowered Group of Ministers (EGoM) will be sen/iced by the 
Department conformation Technolgy. 

£—■- - 
(K.L. shalma) 
for Cabinet Secretary 

To Tele: 2301 5344 

Shri Pranab Mukheijee, Minister of External-Affairs. 

Shri ShivraJ V. Patil, Minister of Home Affairs. 

Shri H^RvBhardwaJ,. Minister of Law & Justice. 

Shri Manl Shankar Aiyar,^Minister of Panchayati 
• Raj, Minister of Youth Affairs & Sports and 
' MWster of Development of North Eastern 

Regipn,. , 

S ^»§ g y a nl d hl Maran, :Minister.of Communications 
& information Technology. 

Shri Montek Singh Ahluwaiia, Deputy Chairman, Planning Commission. 
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|M° 

Annexmle 
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r>7% •• ;*'T' 

jDXAr 1 


«f . fife ars€ mcsthte !0 f J te. B GoM to coI j ^ , fw& sch e m e^h; 



info rmation • 


Date: 

Venue: • . / 


Time: 

Participants: -List attached 


27 - 1 !-: 

16S Committee Room South Block 
18:30 




i, 

The -Chairman- initiated the proceedings by welcoming the members or 
the EGojCl. He briefly enunciated tire purpose and scope of the HuoM, 
which is to consider and devise mechanism for collating.#® two projects. 

He referred to ihe. two-sets of data - one focused on citizens (und^r the 
IvINfC orojeot) and the other covering residents.(underm> project)., 

• 1' 

He ’appreciated the effort^ of MHA in implementing fliedvfNIG pilot the 
learnings from which wopld certainly facilitate &rther understanding and 
appreciation of issues tijut essentially needed to be addressed at tne 

national level for implementing anidentity project. 


3 

'•r 


He 1 underlined trie need; and importance of a verifiable and credible 
•database of individuals:#!# would enable efficient and-effective delivery 
of benefits to eligible MPtIdals- In this context,preferred to the WD 
database that has been created based on the voter List of the .Election 
Commission of India (ECjl), Which is the most credible and validated data 

on resiaents .availaole m jhc country. 
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il 


2,. This vtes followed by a* presentation on the UID project by Shn K. 
Chandrasekhar, Additional Secretary DIT, and or, the N5NTC/NPR project 


by S-hri. D.K. Sikri, Additional Secretary and *RGL 

i 

if . • l% . 

ggl-tfrif-.fsafttTf-g b vgh'i i : ghted, i in tha-.twoiuresentatioas: deluded g 


(I) UID: ' 


(i) 

(ii) 


Building upon exiting data of residents (voter list), incremental iy. 

S' ■ 

Establishing linkages with major database holders such as MoRD, 
PDS, SCI, and RGl 

Leveraging technology to enable collaborative and intensive usage 

of the database by inultipie agencies, to ensure extensive coverage 

/• 

and accuracy:' j : . 

Establishment -of {akv.authority both at the Centre and Staxe(s) that 


own, manage. 


(v) 


iaintain and operate the database as per iaio 
down processes -and forge ongoing linloages with identified 
’agencies. 

Initial linkage with.ECI being established. 

•. ♦ 


<• 

» 

)• 



mm * 


iV • 





(ii) 





9*^ 


•v* 


The Pilot Project for test checking of processes and technology 
almost completed jin selected areas in. 12 States -and one Union 
Territory in the country. Distribution of identity (smart) cards to 

citizens in border as well as non-border areas is in progress. 

The Pilot Project has helped establish the technical, specifications 
and technology for personalisation of identity (smart) card 
indigenously. The card security against cloning has been ensured 
thru’ the Key Management System developed by NIC. 
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■’) 


i) 


• i' 

•v 

Creation of National Population Register (NPR) of ^ > 
Residents with a ! single reference date at Census .All * 
recommended. National Register of Indian Citizen (MKiCj ^ ce 
orer.tiled "as a byproduct asynchronously depending on me neeo. 
teies subsequent jto the date in the. NkR v/ould be su^ec: to . 

verification of citiz£?nsJiiip. . . . . 

De-novo, creation ojf NPR is not recommended and it 
done aioagwith Census 2011 to apportion costs.- cost or nr.s 
creation will be lotyer if identity cards are given on demand 

payment'in n'oarborder areas. . . , 

Data handling and Management as well as it’s upaatmg *■«•*«* 
block level thru’ lojfcl service centres ( 6 pOC- m number, by in*** 
them to births and 4 e aths, is administratively feasible. . . 

The NPR so created and updated thru’ births-/ deaths, can usner « 

Register based census in the country. _ . 

The mterregnum ^to 2009 be utilised to develop *age**s 

technologies in aiehs which are in proprietary - domam.^ p^i " ^ 

m plastic and chip promotion 316 likely t0 bs Set Up m ^ ./“f? 

' once the intention of the government about the national ro.l-out * 

. 'I 

known; ill • 

The identity cax' 4 | besides being a tool, roi i entitle* on . 
ividing benefit/ service, can become a muiti-appli cation cam oy 



increasing the mein<?|y size of the chip. 



5 pointed out that thelnfbnnztion under the NPR/Cerisus, relating to 
sidents, can be collected only by the RGI and should be v«e« i.o> 
eating" the Identity database. DIT and its agencies can pw&ic 
chribW- assistance fbrj its-updating and maintenance mechanism. 
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Aji independent, and dedicated institutions! mechanism, /authority shou ; ,. 
be created which is entrusted with ownership of the database ana maae 
responsible for its updaliorl and maintenance on an ongoing basts. 

i 

He also pointed out to the Wi3%that is available with reference to the ? 
.infbrmaion/that.can be Wed in the cards issued to residents. For 
instance; 4 additional relatbg.-to specific areas suehasborners, 

bills, sparsely populated;$;gfeiiS etc. can be stored in the cards tor ready 

r^xerence.; $ . ' 

■* 

... * ,f 

.-A...g#ifef Minister nf #krri^i^fcafioas and,fe fginnaiii'os.ireChholQgy:; 

i 

He stated that the need fo r- such an initiative is clearly established, u i* 
now imperative that the efforts under the two projects tare» synergiittd, 
since they have the common purpose of creating an identity database o* 

• residents.. ’ He suggested (hat the most practical approach would be to 
host the database on computer systems and enable'access by authonzeo 

persons/ agencies by enabl|i3g-comec.tivily. 

w 

He also emphasized the peed for establishing an authority (ti-dedicated 
institutional mechanism) j that would be responsible for regulating 
operations and maintenance of the database post its creation, smce this 
aspect will assume c'entral|importance in the entire exercise that is bein 


a 

•a 


embarked upon. 


i 

i 


mi tihri .Montete:Sititi&.^ M$L .Deaft fi y ^ha^am;glaaitfl:g- ; 
Commission:; 




In the cqrite**:Ofi^ thal ?l£nBi " s Commission 

. i 5 faced-3th r2£ching welraje 

■ 


;v 


u 
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il 
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ii 

»: 


benefits to eligible individuals under various government sgtepws and 
nrDsrsrrtn.tes., it woul&be useful 'to- have- saartcarcis basec on U O- 

;t • t?* ** * ■■ • 


He opined that the most practical and immediate way would be to butlo 
on the XJED database, whicih is already in place, especially :n 'dew of the 

ii • 


XI th Plan objectives. 


ii 

'I 

if 


mn . Prmchavati -Raj: Shri. B.K Sinha, Additional-Secretary Psnchsyat! Ra; 
Ircprcscnting' the Miriiste| stated that the Panehayati Raj lostitutipus ‘ 
(PRIs) are/majbr creators is well as users of data relating to residents in 
then’ jurisdictions. Their rd,le in the whole -scheme should effectively use 
their pivotal and constitutidiial position as the third tier ot government. 


i 

' Under theePPU project that lias .been initiated by the BR ministry in 
consultation with.DIT, it |s envisaged that village level, (Gaon Sachas) 
panchayats will be equipped tp digitize and operate data at the village 
itself. This factor should bje duly taken into account, while deciding the 
institutional mechanism fqr operation, and maintenance or the resident 


I 


database. 


(V) S&sxsjjsg$ T>TT: apprised (the members about the meeting held by the 

Union Home Secretary' to [consider issues relating to collation between 

• ** • 

the two schemes and the emergence of some suggestions on the approach 
that could be adopted in this regard. A note based on this deliberation -is 

t * i* 

being finalized and will be! placed before the EGoM at its next meeting. 
He also mentioned that a Detailed Project P„eport for creation or Centra! 
and State UID authorities has been supported by ; the Planning 

.ii a ^ . . I 


lommi-ssiori ’in, principle’. 
in the next meeting.: : 




This shall also be placed, fc-nnaliy, before the 


•> v 3n£ 

j; 

!•$ '-Vf 
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• i 

Thtt Chairman’s coDicllii.dsB^^m a r ks j. 

.•-■*• ■■•■ ■ ' .-■•• • V 

It has deafly emerged that there is a need for creating an identity 
related resident database, regardless of Aether the database is 
created based omaj ds novo collection of individual data or is «*sea . 
on'already existing data such; as the voter list and there is a critical 
and imperative afced to identify and establish an institutional 
mechanism that. will ‘own’ the database and will be responsible . 0 . 
its maintenance and updating on an ongoing basis postits creation. 

i’ 

n 

I 

The mechanism apd processes that the Institution would have to 
put in place to update and maintain the database will impact the 

overall effective implementation and achievement of outcomes that 

» ’ 

are being envisaged under the two projects. 

' • * ii 

• ! _ . •• 

I) In this context, tiie next meeting of the Group will need to 


consider: 


i 

: 1‘ 


Methodology tr| be adopted for collation of die two f-cnemes. 
Ways for effective implementation and use oi the datsfea.se, 

(ijj) -Identification of an institutional mechanism that will ‘own’ the 
database and wjfl be responsible for its maintenance, updating 

ongoing basis post its creation. 


and usase on an 

r '■ W . f 

rivl Time scheduleior operationalising the scheme/s. 
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m % 

,i lvlt( ^ of the ?^ond Kieetinq of EQoM to collate tvvo schemes -.the 
■- ^>1 Pnn U latioir R^iste r7NPR/IVWIC) ,,pder tto cmzen g&iB^ 

the~n:iflue Identification number (U!D) proiect_oU^ 
;; Ta rfment of InformationI^ noloa y /(M 




Date: 28,01.2008 . 

Venue: '9.,, Parliament .-House 
Time : 4.30 P.M. 
participants: List attached • 

i; The Chairman, initiated the proceedings by welcoming the members of 
the EGoM. He recapitulated the four key issues that were identified for 
' further consideration in the first meeting of the EGoM ( held on 27* Nov. 

2007), ' 

* » 
i 

0 % 

«l 

ii Methodology to be adopted for collation of the two schemes 
Ways for effective implementation and use of the. database 
identification of an .Institutional mechanism that •will ‘own’ the 
database and will be responsible for its maintenance, updating 
and usage on an ongoing basis, post its creation. 

■jv.. Time Schedule for operationalising the.scheme/s. 

He mentioned that the Agenda Note that has been tabled for 
consideration of.the EGoM covers the strategy for collation between 
NPR and UID (based on the deliberations held by Home Secretary 
also the institutional mechanism that would own and operate the UId 
database post its creation. The presentation that will be made before the 
Group would, m addition to the agenda note, cover issues relating <o 
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e and the time schedule for 


iivtj.i Implementation, usag 
,nhonalising the scheme. 

11,-. ii'lso indicated that after the' presentation, certain.issues rasy need to. 
lltl clarified such as'progress of ..the MN1C pilot project, and status of 
, ,„tting up of one lakh Common Service Centres (CSC)- This would 
enable a realistic assessment of preparations that, would' be. needed for • 

[\j PR enumeration and collation of the two schemes. 


The opening remarks of the Chairman were followed by a presentation 
by Additional Secretary DIT, Shri. R. Chandrashekhar, Copy of the 
presentation was circulated to the members. At the request of Home 
Secretary, a note on 'Effective, implementation and use of data base 

along with Institutional - mechanisms for its management ana 

. mu-a waq circulated to members with the 

maintenance’ prepared by MHA was circulate 

. »i • 

permission of the-Chair. 

* I .~f nrptspntation bv additional S ecretary Dll 
Thp.. salient featu r es of the presentation -y. 

included! 


»>■ 


vv> 

\\b 


Background of MN1G and .U.1D 

Strategy for collation of U1D and NPR (as detailed at Annexure 

these-minutes) / 

Establishment of UID Authority 


to 







ivtf 


I 


In 


Annexure XI 

addition to the above, the presentation outlined the phased 

implementation model Of UID based on linkages with partner databases. 

possible approach to usage oTUID/NPR database and the proposed 
lime schedule for the scheme. 

Approval was sought for the strategy proposed for collation between 
NPR and UID schemes and in principle approval for establishment of the 

UID Authority under the Planning Commission. 



following the presentation; the 

d Patil observed that the proposal, to collect photographs and biometrics 
(for NPR) separately and subsequent primary enumeration should be . 
reexamined, and suggested that the primary enumeration under 
exercise ought torinclude collection of photographs and biometrics and 

those: who are -left out ta.-the primary found should be covereo 

jspsrstsly snd subs6C|U©ntly ; . 

The RSI explained that the MNIC pilot has indicated practical difficulties 
in collecting biometrics, and photographs in a single «m o 
enumeration;, necessarily, on an average, complete captore o, photo and 
biometrics for a household involved a minimum of 3 rounos, hence 
proposal for asynchronous capture of photo and biometrics so tha, 
NPR enumeration could adhere to the census timelines. 

The Home Secretary assured that ine option suggested by thei H m 

Minister would be examined particularly in me light, of the a , . 

' ' 5 ;/ 
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Mi ;il • are being set up across the country under the DIT. scheme. 
Accordingly the NPR proposal could factor in capturing of biometrics and .. 
photographs during primary enumeration under NPR to the extent 
loasible Without affecting the timelines for Census. 

Additional Secretary, DIT. Informed that to date contractual 
arrangements for 72,000 CSCs with a 12 month implementation timeline 

have been finalized and for the rest, contracting is expected to be 
completed by March 2008. Accordingly by March 2009, it is expected 
that the CSCs will be physically operational and the infrastructure 

available therein could be ..leveraged for collection of photographs and 

• / 

biometrics for the NPR 

Home Secretary proposed that a pilot be undertaken immediately, to test 
the feasibility of incremental enumeration, under NPR. 

r 

, Rail .IhWanAnfedgs P ointed out that the 

PanchaAthRai Institutions (PRIs) constitute a major arm of Government 
ZZyJ close -contact with people at,beheld level, particularly a, 
the village level. He therefore suggested, that the PRts a, the ground 
level ought to be formally involved to play a pivotal mle in he 
enumeration exercise ,ha, would be undertaken by the MHA for NPk 
specially with regard to collection of photographs and biometrics as wet 
as for validating the data collected and in subsequent activities. 

4. After the discussions, the Chairman summarized the decisions o, the 
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S trategy proposed for -collatfor! , of MR-R-pM* 0iD^vj<a5' :sp'Drov&cL 


However, primary enumeration under NPR exercise could include 
collection of photographs and biometrics to the extent feasible 
without affecting Census timelines and only those who are left out 
in the primary round could be covered separately and 
subsequently. 


Proposal" to establish UID Authority under the Planning 


Commission was approved. 

Hi... iPlanning Commission would ensure necessary approvals within 
. the timelines indicated for creation and establishment of the UID 

authority. 

« 

iv. In principle approval was accorded for conducting pilot to test and 

. work out feasibility of incremental enumeration under NPR. 

* * , . • . * 

y,. CSCs should be'Utilized 

(a) for collection of photographs and biometrics for NPR. - 

(b) for electronic data entry under NPR (from the filled schedules) 

to the extent, considered appropriate and feasible. 

■ ' Pilot (as approved above) should include these aspects also while 
testing the feasibility of incremental enumeration. 

vi The implementation of UID as per timelines annexed (Annexure II) 
was approved. 

vii;, The PRIs should be appropriately leveraged, to the maximum 
extent feasible, in collection of data for NPR/UID as well as its 

t . 

validation while cross linking with the designated agencies. 

‘*a / 
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i i me Schedule for the Scheme 


tit 

In-princip 

establish: 

Planning 

ie approval of EGoM for j* 

Tisnt of UID Authority under ) > 

Commission ; 

'jaiV2008 . Si 

(Step 1 ) 1; 

*' 

_ i 

r 2 . 

i 

Approval of UID Scheme 

■ •; • • — 1 *- • ’ *^1 

March 2008 j 

•#* 

(Step 1 + 2 months) j 

i|i!f \ 

•; 3, '■ 

i ;i 

L’T. ; 

V ■: . ■«; 

"Notification: of UID Authority 

• 

;April 2008 

(Step 1 + 3 months) . i 

_.. • ^ < ‘ r ^**_ *t • • * , . • • "V • *’■ • * 

: _-i£ 

f r ".4/T 

i : 

IJID Generation and Allocation 

.June 2008 
(Step 1+5 months) 

i‘ II. » ^ 

; 5.v ; 

• 

! \ 

Linkage with- M6RD7PDS Databases 

s June-Dec’08 i 

* l* 

(Step 1 + 11 months) h 

r : .g "*'] 

• i •* 

* •* 

: 1 ii 

i : i 

UID reac 

■*« 

«• 

» —-u'l Z 

p'9 V»v*. — • 

iy for collation with NPR, 

M 1 • 

►V?' 

April 2009 . Si 

• (Step 1 + 15 months) £ 

.1. .. •• ---« J 
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Annexure ^-9 


WMg : 

P/Iin ute&:ol:the Thi rd. Meetinq of the EGoM to collate two schemes- 
the, NalfonalBopulatlbn Re q ister (NPR/MNIC) under the Citizenship 


Act. 1955: and the Mnlaae Identification. Number.(UiD) p roject of the 

Deba rtm ofMfb rniatio nTech nologv(DIT) 



1. The. meeting began with the Chairman inquiring about the progress 
of N’PR.'Qn this Secretary, Ministry of Home Affairs (MHA) briefed 
the members on the action taken and progress so far, with 
reference to the directions of the EGoM at its second meeting. He 
stated that the schedule for NPR to be canvassed along with 
census 2011 is under finalisation. At the same time, ground work 
on pilots for testing the feasibility of incremental enumeration of 
NPR based on U1D has been initiated. Fourteen locations spread 
across six States have been identified for the purpose of the first 
piiot/PoG. Field enumeration is proposed to be taken up in 
September and would be completed within a month. Schedules 
ahd their formats for the enumeration during the PoC have been 
finalised. 

2. Deputy Chairman,'’ Planning Commission (PC) referred to the 
.decision of the last (2 nd )-meeting of the EGoM wherein PC had 
been directed'to prepare a proposal for establishment of the J.D 
Authority. He stated that while comments of Finance Ministry on 
: the proposal, circulated at the meeting, need to be examined but 
on theTssue of nature of the nature UID Authority of India (UIDAi), 
•it may come into being as an executive body initially but it will have 

to become independent later as a statutory entity. He requested 
that the members may take up the proposal for substantive 
consideration in the EGoM and then seek final approval of the- 
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Prime Minister; This submission was followed, by a presentation of 
the proposal by Adviser, PC D& C..Muralikrishna Kumar. 

3. Salient features of the presentation included strategies.-for covering 
’ non adult residents as the present concept covers age group of 18 
years and above based on the ECI database. This can be done 
through specific initiatives for covering the residents in the age 
group 0 - 18 years through the creation of the' National Students 

Register to capture the age .group 6-18 years, I CDS 
data for capturing age group 0-5 years and a National Birth. & 
Death Register. These would flow from the existing initiatives 
undertaken by respective Ministries/Departments. In addition, 

creation-of Unique Identity for Geographic Locations (UIG) is a 
necessary counterpart of the UID for individuals as individuals 
have a root and are ’linked to place of birth and /or place o 
residence. Creation of an Asset Register for development 
deliverables would Help in better targeting and arrest leakages of 
funds for developmental activities. The presentation a so 
enumerated- on aspects like Field verification, enumeration and 
validation; the Governance structure, institutional framework fo 
the UID Authority of India; Broad activities & timelines, financial 
requirements and the Specific approvals sought from the EGoM. 

A. Remarks by#ie Members. 

' I WSbn'.Shi v rai'V. Paf/7 M inister of Horne Affairs 
He expressed his general endorsement of the core objectives 
overall design and approach of the scheme and the P™P°/j®_° 
the PC for establishment of the UID Authority. Since e 
Minister was. to leave for another meeting, he assured is 

" support to whatever was decided. by the EGoM . 

{if) P Shri A. RatoJ ffl Hister- -of Communications, and. Informal 

Technology.-. , , . rr . A 

iMmRi* agreement with the proposeI,heprefer ed 

to the BIT'S comments on the proposal at „ 

■meeting, and suggested .ha. the pc TniLf ol 
date by which the UID. would be available to an initial set ot 

users for delivery of welfare services to the reslden . 
suggested that the field verification for establishing 9 
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hetWe'en the UID database on the one hand and the BPL and 
pS datable on ihe ofher, should be ^ne concujnsnt y g 
nofUparately Wviaw of the time and oost of the effort as well 

as logistical coMenience. , , R 

« the last 

He drew- attention of the members to the m.nutes a _ 

residents- is commendable, ,+ionalised as they are 

scheme has to be incorporate an in . strategies is' 

closer to the Wd reality Adoption ? 0 Ws 

therefore, essentia! for leverag g me mber of the 

-extent an expert In PRIs most be made a merooer 

proposed Atonal^ A ^P < ^^^ Ut ttSt^anchayat Raj 
He stated that It must -be a PP r ^® ' {Q handle fie | d 

Institutions at the field level are i _ t states they are 
level verification and validation an ^ Qp of births and 

ialready notified as the agensy' J on the bureaucratic 
.deaths. Instead of over _ P _ . • awards the 
machinew there must be a sys and participatory, 

panchayat setup keeping n ve ownership of the 

processes of deolsion m*W- f * datto „ of data by PRIs 
UID processes: (which should Incl P involvement of. 

post its creation) .would be enhanced w.th^, m 

. the PRIs. Referring to the Ga.rola . enab „ng 

mentioned that 3,1 working and fund utilisation. The 

complete 'transparency of the^ricmg an^ ?j) data 

Plan Plus application developed by available 

relating to,a village and its development being m 

on a single platform.. Geographical Identifier (UIG) 

Referring to the proposed Unique beog H ^ expressed 

and codification of regions up to , isinq t he provisions of 

-ope that this would hip inAct. wherein 

habitation, . more accurately and 
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effectively. A comprehensive Asset Register (as indicated in the 
proposal') at ..the? ‘village level will also be of great value in 
management and identification of assets locally. 

He concluded by stating that the UID superstructure could be 
well served by the PRIs at the field level if this suggested 


strategy is adopted. • 

(iv) Shri H. R.BhardwBi Minister of Law & Justice 
He observed that the proposal of the PC is comprehensive and 
it would be prudent to establish the authority first and the 
modalities and funding pattern can be worked out subsequently, 
as in view of the federal structure of the country, the States 
would also have to be consulted and involved. He stated that 
the EC data is well tested and is certainly mature enough for 


use as proposed. 


M Shiri Montek Sinah Abluwalia 

' ■ v. VT ' iTj w ; r v ’ . ». - i ’ . 1 "- 1 "- » 1 . ■■ I f .. « • .! J ” 1 * 


Qeoufcv.,,,jCna/m7ar).-: Banning, 


/Commission 

in response to some of the observations made during the 
dispussions, the Deputy Chairman . PC, averred that the 
question of whether the authority should be under the aegis of 
•PC or not, is an issue that EGoM had decided and the present 
proposal tias been tabled as per the direction of EGoM. The 
Planning Commission was not averse to the whole initiative 

including.the proposed UIDA! being brought under the purview 
of any others ministry or organization. A strategic decision needs 
to be taken whether to build the UID progressively on existing 
databases such as Electoral Roll/EPIC and BPL in a manner 
that would feed.- into the NPR as and when it- comes into 
existence (thereby enabling a double check on the NPR) or to 
, wait till the NPR comes into being as the mother database in 
2013 and thereafter put in place linkage processes to 
operationalise UID. 

Me ;emphas,i£ed the tremendous benefits that could flow out or 
register based UID - be It tracking of movement of residents, 
conferment of-benefits of government programmes In a targeted 
manner or monitoring of their credit profile by Financial 
Institutions. He emphasised that this initiative is very- critical for 
modernising the country as a whole,, and in this context he also 
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mentioned, the recent launch of the Rashtriya Swasthya Bima 
Yojana where beneficiaries would be.provided with smart cards 
-.for availing of health related benefits, on similar lines that 

envisaged under the tJID scheme. 


envisaueu uuuci — 

He agreed to the suggestion of the Minister Panchaya j 
the DID Authority could include PRI experts. On the observa to 
that the proposed structure was top heavy he stated that C 
was open'and willing to consider any suggestions m this regar . 

Other remarks . ' 

Secretary, MHA reiterated his agreement with the overall 
approach to convergence of UID with NPR as agreed upon a . 
the last meeting of the EOoM. However, he was of the 
the present proposal has projected a far wider scope than what 
was initially envisaged and this needed to be a ^' 

some parts of it did not appear to be necessary. H . 
particular attention to an element in the proposal tabledi by the 

PC that presently nonexistent databases wou e ^ 

appeared^ unoecessar^and ™ ~ 

adversely. Secretary. MHA further opined #>at the proposed 

structure of the UIDAI seemed top heavy and could, be su t y 


Heproposed-lhat the MNIC /NPR project of the MHA w ° u “ b J 
Implemented over the next two to three years alongside he 
census operations. Comprehensive data collected as pa1 ° 

NPR should become the mother database with P 9 1 

and R finger biometrics of' each individual, which cou d then be 
uSSsed by various agencies to deliver benefits. Whether e«ods 

should Be undertaken to build new departmen 

such as National Students ™ £ D “ e 

^eSvel wasa "a, needed to be examined and 
.fSSSthi mother database of NPR, once in place could 

. then be updated by PRis through the 

Centres one each for a group of 5-6 g National 

establishing across ' the country, under the Nations 
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eGovernahc© Plan. It would be pertinent at that point of time to 
consider Whether the UID authority should have a statutory 
basis or not. The establishment of UIDAI then as a statutory 
authority would need to be perceived along with the extant 
provisions of the Indian Citizenship Act, under which the RGI is 
the National Registration Authority. Any independent statutory 
arrangements envisaged for UID would need to take these 

existing provisions into account, 

{•’ 

Secretary PC submitted that UID- MNIC-NPR data would 
provide a comprehensive coverage of the residents. The 
proposal tabled by PC is to establish UID by building on the 
existing databases that have been identified and to see 
Electoral/EPIC data with UID to serve as a basis for incremental 
enumeration under NPR to the extent feasible. The alternative 
is ‘to not do anything now and wait for the NPR.to be made 
available after 2013 before operationalising the UID. He 
mentioned the vast sums of money running into lakhs of crores 

of rupees that the government was spending on various welfare 
and social sector programmes and the need for more e icien 
and effective targeting that the UID would enable. He was of the 
view that It was not advisable to wait till NPR was r ® ad V a " d 
whatever action was considered feasible and desirabe m e 

•meantime should be taken. ^ ,, 

Referring to the observation of Minister PR relating to the 

creation of an asset register, he clarified that the register is 
envisaged as a by product of the UID initiative that could be 
built by any user department for its use. 

• 

He reiterated that as pointed out in the proposal, UIG and 
personal identification once in place will greatly irnpac e 
' ' efficiency and effectiveness of government delivery system. The 
Authority can be -anchored initially in the PC, as .an in erim 

arrangement and later can become independent. 

On the suggestion of MoC &IT of when UID would be available 
for use be clearly indicated, he clarified that ideally this should 
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be,posslb!e by April, 2009 but keeping practical problems that 
could arise on .the ground, it would be more realistic to aim for 
Sept'2009 as the timeline by which the UID can be put to iirhite 
use based on its initial linkage with Electoral Roll/EPIC data. 

On the suggestion of conducting concurrent field verification 
and linkage of UID with BPl and PDS he agreed that the 
suggestion would optimise time and effort and stated that as it 
is for States to decide on the modalities of this exercise, we 
could consider directing .the :States to take up the exercise 

concurrently as-far as possible. 

. Cffstirnian’s Cnncluding,Remarks 

Concluding the discussion, the Chairman appreciated the 
proposal drafted by the. PC and observed that it is 
comprehensive In content. The source data for covering e 
residents exhaustively has-also been elaborately laid out 
He pointed out that many important issues have been raised y 
the members present and in the written comments conveye y 
the/Finance Minister and other various ministries involved. He 
•' alio commented on the need for examining the role o wi 
reference to the proposed UIDAI in light of the 

recommendations of 1965. ’ ... . 

The resolution bf some of these issues (as compiled an 

annexed to the minutes as Annexure) would require detailed 
and I in depth discussions which could more appropnaey e 
had by an official level committee. He directed that a Committee 
of Secretaries should examine the various issues rase an 
Its 'recommendations to'the |GOM to facilitate a final 

■'decision in/the 

• V. , • i 


.vtf 













Annexure XI 
ANNEXURE 


°rt 


NIP ISSUES TO BE.RESOL VED BY COS 


%, Should the. UIDAI be a statutory or executive authority.? 

a. If.statutory, at what stage - Initially or later? 

b. If statutory, how would this role be reconciled, with statutory role or 

National Registration Authority under Citizenship Act? . 

'..2. Should the. supplementation of ECl data in respect of under 18 residents^be 
. undertakenby Ul DAI building^directly or Indirectly. National Raster olStu . 

■ National F&dstSrbfbMIdrenFInfants and National Register of Births and Deaths 

OR should this additional Information be extracted as a sub-set from the NPR 

being compiled by RG! as and when ills ready? . , ^ 5 d< 

3, What should be the specific role of PRIs in line with the decision 

4, SEthe scope of ; activities of UIDAI cover the following extended set of 
activities proposed by PC? 

a. NRS 

b. NRC 

c. NRB&D 

d. National Register of Assets 

e. Unique Geographical Identity Code up to habitation level . 

5, - Should-the UIDAI be established under the PC in view of ARC recommen ■ 

* of 1955 giving; PC only a recommendatory role? If not under PC, under w 
ministry/ department/ organization/ authority should it be anchored? 

6, is W staff size of the UIDAI proposed justified? Is the superstructure 

.,7. .Should^the. U.IDAI at central'and state levels be a central ECl^baJc 

in the proposal of the Planning Commission or should it follow the 1 . 

framework in respect of structure at central and state eve as 

relationship between central and State-set up? 

8, What should be the target date for the UID to be made available for usage by 

initial set of authorised users? _ , 

9, Should' the cross-verification of U|D with BPL and it , PD R ® L don f 

simultaneously or sequentially? Should the linkage wi 

• existing data of BPL Survey of 2002 or proposed BPL Survey of 2007 (yet 

undertaken)? ’ . 

10 , procedure to be adopted, for obtaining approval of UIDAI 

a. EGGM or 

b. EFC - CCEA 
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Ch a i m an- pia'nrJng4D:mmissi on 


. -tJ. ■•••.•(« ; •• \. 


1. 

*-?> 


Shri iVtadhakar G.uptai Secretary- Ministry of Home Affairs 

iShB :of Informatipn.TeclJTi-Olo-gj'. 

‘5;hTi .4: CKancJras^lh'ar, AdiH. Secretary- 'Department of IriJormation 

» 

"SifelfelP 

S.mj: ^^-Me'n-O'rt Addt, :Secretary —Ministry of i?lnanc.©< 
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Annexure 10 
f V-’floM fr> collate t\S’ f > .SCh-gniCSsthC 

yUm^c^ F (Ct^e Mh^SUS 

^.finnalPopitto ^ 11 ; n '~t nT the Bepa rtmcatof 




Date; '' 04-11-2008 

162, Committee Room south Block 


Venue: 


Time: 


16.00 PM' 


Participants: list attached 

L. Be Chairman initiated^ the .«e« in & lhe J Q schemcs-the 

toured Group ot ' imdcr lh£ Citizenship Ac, .955 and 

National Population ReaMc R ccallingthe past proceedings 

z zz £%—^—*—* 

creation and establishment of the tJIDAl. , 


Pu,a-/dda decision, tire PC W *£££ 

Frop «ltbr set,in, deliberations of One EGoM 

third meeting held on 07 Committee of Secretaries (COS) 

tua iaaues raised and give i.s 
HOom‘, 0 facilitate a final decision in the matter. 

% 

He informed the membersthat'the r ecomme-o^rd,eC = p.«ccd 
for consideration and requested the membe, o up 
Of the issues along with the recommendations to a,me at 










- \tr 

Annexure XI • 

2. m. Special Secretary., Department of IT with P C «™ SSI ™ 

of the Chair presented the recommendations of the COS on eac t o . 
issues referred to it. 


40 © 


Should the HI DAI be a statutory, or executive authority? If ^tutory, at 
NY . hat sta ue - initially or later? If statutory, how would this role bu 
reconciled with statutory role of National Registration Authority (NR- ) 
under Citizenship Act? * . . 




nt nS Recommendatio n:: 

>«l£»'> ri . . 1 1 "- 1 1 1 ‘ ■ 1 ' • ' 

_ • 
hiiviallv LTPM mav be .notified as an executive authority as-proposed. The 

■ «s * imi wnh «*** ami I 

i ',l X'T? A pm T'llccil un Loi considciotion lc\ter <• 
sucli statutory role WLih XRA can oc uuaii up un 

appropriate time v i f ioiirvd lisccssctiy. 


nw^ion nf»sM: RBCo mmendatlon-af CQSwus opproyec j . 


Issue 2 


<• 

. .. .. -pirn rioffi in resnect of under IS residents be 

Should the supplementation of t.CI data in respect 01 • 

undertaken bv tilDAI building,' directly or indirectly, National Registc 

sL,,*. National Register of child™../ infant, and National Rag,star of 

Birte and Death, OR should this additional information <* «««£ as J 

subset from the NTR being compiled by RGI as an en 


" f , 
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COS 

"t'lDAl may limit its activities to creation of the initial database from the 
Electoral RdfiEPlC data, and verification and validation of the same through 
BPI, and PIS data-and updation of electoral rolls, UIDAI may not directly 
undertake creation of anv additional database but will find appropriate systems 

; :tupplemenUh,U I £-database, UIDAI may however additionally issue 
instructions to agencies that undertake creation of databases, to ensure 
standardization of data elements that are collected and digitized to enu 
collation and correlation with lpD#nd‘its partner databases. 


Decision of EGo.Yf: Recommend ation of.CQS was approved, 

' ~~'-j i ■ ■ ' 


Issue 3 : 


NY hat should be the specific role of PH Is in line with the decision of the 2nd 


EGO 




KSM m 



U4«i 




UIDAI wifi take its o\v,n decision as to how to build the database. They may 
have to refer :to many institutions for the same. PRIs should be leveraged to the 
maximum extent feasible in validation of data and its cross linking with 
databases of other designated agencies 


Decision of F.GoM: Recomme n dation of .CQS wa_s.appro y. e d 
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Issue 4 


\^r 



Should the scope of activities of UIDAI cover the following extended set of 

activities proposed by PC? (a) NRS, (b) NRC (c) NRB&D, Winona 
Kegister of Assets and (c) Unique Geographical Identity Code (UG) up t< 

habitation level. 


CHK R-ggdm mend&t dll. 

Issues. taV 10 £d) have been clarified in recommendations on is 




I'lD muv be operationalised with UIG upto village level, initially. As and when 

JlG upto habitation .level becomes available it may be incorporated in the UID 

« 

database. 


•ta I 

iwfeinn of EGoM ' of:(^S...was.approved 




Issue 5 


Should the lftDAr.be established under the Planning Commission (PC) in 
view of ARC rcco mmendastions of 1965 giving PC only a recommendatory 
role'Mf not under PC, under which ministry'/ department/ organization/ 

authority should it be anchored? 
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r OS IdcdiPhfen d at i tfrfc 

In view of the,fact that the project Has a pan departmental scope and objective 
and Planninj^Commission is the only agency that deals ith most departments, 
it was decided that UIDAI be anchored in Planning Commission as proposed. 




Decision of EGoM: .Arrowed. rhe-G^ vdlr the stipulation . 

than this ile.clston:.wouid. he. valid for fi ve vcass a nd thereafter, a v'lgw. could , be 
on t-pn hv Dhe..Goyertimor . t ontwhere th e UIDAI .would lvnalM . b i eyipcated..Ayithin . 
vhe' Govern mcnt. : 


I 


Is the .staff size of the' U'fDAI proposed justified? Is the superstructure 
appropriate? ’ 


#foS Recommendation::; 

It wasrdecided that the Committee will not go into the details o( the proposal at 
this stage, Appraval for the complete structure and full contingent of statt may 
be processed through DoE and CCBA as per normal procedure. However, 
approval of EGoM may be sought for constitution of UIDAI with a small, lean 
core team (tipto 10 personnel) initially. 


(• 

Decision. of... E.GoM: P.nOM accented the recommenda tion of_COS_pd 
accordeditsi approvai~to the constitut i on of the UIDAI with, a coreueani of 10 
~pSi'Son : n$t nr yhe &e-nfca,l Id-VeU indudihgl o ne otlider at .the, level ;.Of Addit i ona l 
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Secretary ''njhe Go^erirtm.drta'if '■ nne-olhcer at theJcveUit Joint.SeciLtan 
' i a of India aiu ' '«*** 1fve1 SUPDOrt sU| & 

Pfio^ftefe y directcd rhat.,F£,.*houlcLsep wnTclv place f lhe--detailed proposal 
Ai WtWrhe-eore^^ 

a n d n rbanisation a I sirn cture' o f UID Al at th e eemraLl^ 

Cabinet Secretary .for fecmsideration. p ri or to seeki n g approvaluridcr aoim 
ww^ttaw' Throng ih^..DoE:.. / crF A. ffec. BfiOM-. directed the Banning 
■ hv ihe ^HvOf December,.^QOjL. 


7 


•Should' the UIDAT at central and state levels be a central authority as 
envisaged in the proposal of the Planning Commission or should it follow 
the ECI basic framework in respect of structure at central and state level 

as well as the relationship between central and State set up? 


COS Recommendation: 


b® AI at the state level comprising of State UfD Commissioner an comp ue 
stuff be &illyi.landed -.eett'toly; al.kaSt.for the first five years, as proposed. CEO 
of State UfD Authority should be an officer of the level of Joint Secretary 
appointed by Gol from the pool of officers belonging to„ that particular State. 

Other officers could b.e appointed on deputation. 


Staff' could be appointed on contract. An Advisory Board having Chief 
Secretary as its chairman with Secretary ties') - Home, Finance, Revenue, IO, 
Food and Chief Electoral Officer as members c.ould be created to monitor and 

resolve issues, CEO State UID Authority to be Member-Secretary. 


y 


*r^ 


h< ! 0'' 


-\13 - 


‘la 


‘ia 


6 



















































;Annexura^l 


.. ,, m with BPL and PDS be carried out 

Should the cross-vcntication , Un . k8(rc with BPL be done with 

simultaneously or sequent^. Survey of 2007 (yet 

existing data of BPL Survey of 2002 o. pr« 

to be.unclertaUen)? 
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(b)EFC-CCEA . . 
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structure Evrfcl - Luli c 
' as per existing pc 


contingent of staff may be processed t 
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rh El-'C and CCEA 


<tfrl 



nf'l'GoM: 

S5ton al ;m 3^^ 


a (''li'. l inna n,|; ( ' (ync ‘ uc ‘ in ^ 


•CSS 


i i > ,>vrM'c*isc beins technology 

. • * __j ( u,>r ihr» whole CXv-lciak, l ' uu c 

$ ^ ateo> need.s ; to be Appreeniu., _ ‘ for outso urcing the data 

based and ^siew driven, theie n ^ • . v anoncies in the public or 

collation and validation work and oliet taso ^ .. requisite control 

over sovereign jj®*t«ms. ^.^ hin oownme « (MEA), rest of the 

x ^ rbtaM®glh®sovoraign 1 • development functions have been 

infr«tttre,.. ttnd settle cte. 1 

tm&tem Jhroug!^ ■• 


.. V-V'''*' 
\>: *r 


... .. ... . • ;v* that the organisation (T..1DA1) 

(’Ui)d^ mw& *hai t® P p ^ 1 VS ui .^ , \ number of institutions and 
to rn «flcin tee MC '" “S aV.ee. five year* ,0 

aeencles both evithiji and outside goxvr.ame - viw particularly 

^Vbtli^TSo go^mrosent at tatty tinae may ttccd to yake .-nevU 

in light.'.of.l'tulb.c'; advahcementsrn technology. 

He conceded % Appelating the ^ v<? ^TtSoVEto 

officials to the derations and thanked them lor cabling 
expeditiously coinpletc-thp-work assigned tout. 
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List of Participants : 


3„ Shri Pranab Muknerjec, Minister of External Affairs 




.5, 


r 


# 


•/ 






Shri Shivraj V Paiil,.Minister of Home Affairs 
Shri A Raja, Minister ofComiminications & Information 1 echnology 
ShiiMomek'Singli.Ahluw'alia, Dy, Chairman- Planning Commission 
Shri Jainder Singh, Secretary- Department of Information Technology ■ 

Shri Subas Pani. Secretary- Planning Commission 

.Shri A.N.P. SirJta. Secretary-Panchayati Raj 

Smt, Rita Menon, Special Secretary- Department of Expenditure 

ShricR Chundrashekhar, Special Secretary-Dcpartmenl of information Technology 

• • • • *//’ 

Shri D K.Sikri, Registrar General of India, Ministry of Home Affairs 
Shri C S Kedar, Joint Secretary', Cabinet Secretariat 

Shri Shankar Agganval, Joint Secretary, Department of Tntormation Technology 










Subj'i 


MOST IMMEDIATE 


F .No. 171/2/2/2 0 0 8 -C A, V 
Government of India 
Cabinet Secretariat 
Rashtrapati Bhawan 




New Delhi, the 22" <, January, 2009 




• OFFICE MEMORANDUM \ 

Issues raised by the EGolV! to collate two schemes, viz., the National 
Population Register (NPR/IV1N1C) under the Citizenship Act, 195, and the 
Unique Identification Number (UID) project of the D/o Information 
Technology. 


Reference D/o Information Technology's O.M. No.- 3(2/)/2006-EGPMU (Pt 1). dated 
26 ,n December, //2Q08 regarding Governance structure, Institutional Framework, 
OrganizattonahS^ucture-and'staff component of the Unique Identification Authority of India 
(UIDAI). While giving approval to the constitution of the UIDAI, with a core team-of 115. 
including ten personnel at the central level including one Director General and Mission 
Director,•and- one Deputy ; Director General, the EGoM had’directed Planning Commission 
■to place the detailed proposal with the complete structure; rest of the staff component and 
organizational structure of UIDATbefore the Cabinet Secretary for his consideration, prior to 

seeking approval under normal procedure through th'e Dob/CCEA. 

• • • * 

2. The proposal has been considered by the Cabinet Secretary in pursuance of the 
decisions of the Empowered Group of Ministers taken in .their meeting on A [ " November, 
2008,. and it is accordingly recommended that - 


4 

/ 


(i) 




(iv) 


To 


the notification for constitution of the UIDAI, along with creation of.the core team as 
approved by the EGoM be issued immediately and steps should be taken to make 
the Gore Team operational; 

A Hiigh Level Advisory, Monitoring and Review Committee headed by Deputy 
Chairman, Planning Commission, consisting of following' members may be 
const'itutedTo oversee the work of the authority : *• 


(a.); 



•Member/Secretary, Planning Commission.. 

Home Secretary, 

Secretary, D/o Information Technology. 

(d| Secretary, Planning Commission. .. 

(e| Oi rector Genergl & Mission Director as Mcmber-Secrq^ry^^ 1 

A Member, Planning Commission, pr the Secretary, Planning Commission may also 
be assigned the task of looking after the work proposed, in the structure outlined by 
the Planning Commission, of the Chief UID Commissioner. 

As approved by EGoM, the Core Team, consisting of Director General & Mission 
Director with other supporting stpff may bo pul in place immediately. Need based 
creation of posts can be undertaken later after due examination in each casq^.''j . 

This issues with the approval of Cabinet Secretary. 


y 






(C.S. Kcdar) 
Joint Secretary 
Tele : 23011964 


(i) 

v i »V 




Dr. Subas Pan!, Secretly, Panning Commission 
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RAJVA SABHA secretariat 
New Delhi-110001, the 2nd February 2009 

STSnSce With effect fret, the afternoon of 

3 1st January 2009. 

C. B, RAl, Director 


planning commission 

New Delhi, the 28th January 2009 

No A-4301 1 / 02 / 2009 -Admn.l —In pursuance of 
’ N0 ‘ ' 'c m ihUrers’ fourth meeting, dated 

Empowered OW , e Unique identification. Authority of 
Nl ;^S)Th& constituted and notified as an 

«mI t U *«Str "»rr 

following tcrm/.ofireference and tn.ual core stau 
composition:*— / ’• : 

* * • . . < • ; i 

Composition: • 

7 . UIDAI .halt be «' U P with 9ninitial COrC ‘ e ° m 0l ’' 5 

officials and staff as per details given below-.- ■ 



Director General .& 
•Mission Director 

Deputy Director 
General <Df>0) 

AtslKtunt Director 
(■jencral (ADO) 1 


Joint Secretary. Govt, of 
India . 

j 

;. Director, - Govt, of India 



Joint Secretary, Govt, of 



Total Ma npower 
Grand Totul 

Role and Responsibilities of UIDAI 

3- UIDAI shall have the responsibility to lay down plan 
' an d policies to implement UID Scheme, shall own and 


operate UID database and be responsible for its 
updation and maintenance on an ongomg basts. 

4 Implementation of UID scheme will entail, inter alia, 
following responsibilities being undertaken by . 
UIDAI'.— 

. Generate and assign UID to residents 

. Define mechanisms and processes for interlinking 
UID with partner databases on a continuous basts 

. Frame policies and administrative procedures 
related to updation mechanism and maintenance 
of UID database on an ongoing basts 

. Cu-ordinatc/liaise with implementation partners and 
useragerieies us algo define conflict rcsolu.ton 

mechanism 

. Define usage and applicability of UID for delivery 
of various services 

♦ Operate and manage all stages of DID lifecyUc 

- Adopt phased approach for implementation of UID . 

specially with reference to approved timelines 

. fake necessary steps to ensure collation ofNPR 
with UID (as per approved strategy) • 

- Ensure ways for leveraging field level institutions 
' appropriately such as PRIs in establishing linkages 
across partner agencies as well as MS valuation 
while cross linking with other designated agencies 

. Evolve strategy for awareness and communication 
of UID and its usage • 

• Identity new partner/user agencies 

. Issue necessary instructions to agencies that 
undertake creation of databases, to ensure 
standardization of data elements that are collected. 
and digitized and enable collation and correlation 
with UID and its partner databases 

. Frame policies and administrative procedures 

related to hiring/retention/mobilwotion of resources, 

outsourcing of various tasks and budgeting 
planning for UIDAI and all State units under UIDAI. 

5. Planning Commission shall be the nodal agency for 
UIDAI for providing, logistics, planning an “8 c ' ar f 
support. Planning Commission would provide initial o u 
and IT infrastructure at central level. 

6. Government housing will be provided to ofitoers of 
UIDAI appointed on deputation from genera poo 
Department of Urban Development.. 

Dr.SUBAS PANl.Secy. 

New Delhi, the 31 St December 2008 

No A-44011/1/2008-Admn.l Consequent* on her 
promotion to SAG of.IBS Ms. Archana S. Mathur, Director 
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Annexure.l' 

' (TO BE PUBLISHED IN PART-1, SECTION-2 OF THE GAZETTE OF INDIA) 

GOVERNMENT OF INDIA . 

PLANNING COMMISSION 

• I 

Yojana Bhawan.Sansad Marg, 

, New Delhi, 28 th January,2009 

, NOTIFICATION 

bin. A-43011102/2009-Admn.l: In pursuance of Empowered Group of Ministers' 
fourth meeting, dated 4 th November 2008, the Unique Identification Authority of 
India (UIDAI) is hereby constituted and notified as an attached office under aegis of 
Planning Commission with following terms of reference and initial core staff 

composition:- 

COMPOSITION: 

• • 

2. UIDAI shall be set up with an initial core team of 115 officials and staff as per 

• • * • 


details given below: 


Post 

Level 

No. of Posts 

UID Authority of India __ 


Director General & Mission 

Director 

Additional Secretary Govt, of 
India 

1 

Deputy Director General (DDG) 

Joint Secretary, Govt, of India 

i 

Assistant Director General (ADG) 

Director, Govt, of India 

1 

Support Staff __ 

• 

PS 

PS 

3 

Peon 

Peon ' 

2 

Driver 

Driver . 

2 

Total Manpower 

10 

State/UT Units of UIDAI 

• 


State / UT UID Commissioner 

Joint Secretary, Govt, of India 

35 • 

Support Staff 


co 

CL 

PS.- 

35 

•A 

Peon 

Peon 

. 35 

Total Manpower 

105 

Grand Total 

1*15 
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Annexure 1 


|'V 2 ( 


Role and Responsibilities of U1DAI 


3 UIDAI shall have the responsibility to lay down plan and policies to implement 
UID Scheme, shall own and operate UID database and be responsible for its 
updation and maintenance on an ongoing basis. 

4 Implementation of UID scheme will entail, inter alia, following responsibilities 
being undertaken by UIDAI: 

• Generate and assign UID to residents 

• Define mechanisms and processes for interlinking UID with partner 

databases on a continuous basis 

• Frame policies and administrative procedures related to updation 

mechanism and maintenance of UID database on an ongoing basis 

• Co-ordinate / liaise with implementation partners and user agencies as also 
define conflict resolution mechanism 

• Define usage and applicability of UID for delivery of various services 

• • Operate and manage all stages of UID lifecycle 

• Adopt phased approach for implementation of UID specially with reference 

to approved timelines ' 

• Take necessary steps to ensure collation of NPR with UID (as per 

approved strategy) __ 

• Ensure ways for leveraging field level institutions appropriately such as 
PRIs in establishing linkages across partner agencies as well as its 
validation while cross linking with other designated agencies 

• Evolve strategy for awareness and communication of UID and its usage 

• Identify new partner /user agencies 

• Issue necessary Instructions to agencies that undertake • creation of 

databases, to ensure standardization of data elements that are collected 
and digitized and enable collation and correlation with UID and its partner 
databases 

* • . 

• Frame policies and administrative procedures related to hiring / retention / 
mobilization of resources, outsourcing of various tasks and budgeting & 

planning for UIDAI and all State units under UIDAI. 

• • • 

• »• • . . 

/ • 

Planning Commission shall be the nodal agency for UIDAI for providing logistics, 
planning and budgetary support. Planning commission would provide initial office 

• • M • . 

• and IT infrastructure at central level. 
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3 Annexure 1 

' \F> 

6. Government housing will be provided to officers of UIDAJ appointed on 
deputation from general pool of Department of Urban Development. 



(Dr.^ubarPanif^j ^ 
Secretary to the Government of India 


The General Manager 
Govt, of India Press 
Faridabad. 

Copy to: 


7 , 


/ 

.// 


10 . 

11. 

12 . 

13; 


Secretary to the President, Rashtrapati Bhavan, New Delhi 
Secretary to the Vice-President, Maulana Azad Road, New Delhi 

Cabinet Secretary, Rashtrapati Bhavan, New Delhi n ... 

Principal Secretary to the Prime Minister, South Block, New Delhi 
Private Secretary to the Deputy Chairman, Planning Commission 
All Ministers/Departments of Govt of India 
Chief Secretaries of all States/Union Territories 
Secretary General, Rajya Sabha Secretariat New Delhi 

Secretary General, Lok Sabha Secretariat, New Delhi . . . 

Pr. Adviser (Admn & PC)/AS & FA/Adviser (C & l)/Director (GA)/DS (Admn.) 
Pay & Accounts Officer, Planning Commission 
Drawing &' Disbursing Officer, Planning Commission 
Accounts -I Section, Planning Commission. 
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Annex II 

(REFERENCE PARA GRAPH 1) 



I 


S ECRET 


MpST IMMEDIATE 

Copy No. __ 


No. 1/11/6/2009-Cab. 

GOVERNMENT OF INDIA (BHARAT SARKAR) 
CABINET SECRETARIAT (MANTRIMANDAL SACHIVALAYA) 


Now Delhi, the 22 nd October, 2009 


Subject: Constitution of the Cabinet Committee on Unique Identification 

Authority of India (UIDA!) rolatod issues. 




The undersigned is directed to say that it has been decided with the 
approval of the Prime Minister to constitute the Cabinet Committee on Unique 
Mpntifieatlon Authority of Indio related issues with the following composition : 


Prime Minister. 

Shri Pranab Mukherjee, Minister of Finance. 

Shri Shared Pawar, Minister of Agriculture and Minister of 
Consumer Affairs, Food & Public Distribution. 

Shri P. Chidambaram, Minister of Home Affairs. 

Shri S.M. Krishna, Minister of External Affairs. 

Shri M. Veerappa Moily, Minister of Law and Justice. _ 

Shri A. Raja, Ministor of Communications and Information Technology. 
Shri Mallikarjun Khargo, Minister of Labour and Employment. 

Shri Kapil Sibal, Minister of Human Resource Development. 

Shri C.P. Jo 3 hl, Minister of Rural Development and 
Minister of Panchayati Raj. 

Kumar! Selja, Minister of Housing and Urban Poverty 
Alleviation and Minister of Tourism. 


Speci al Invitees . 

Shri Montek Singh Ahluwalla, Deputy Chairman, Planning Commission. 
Shri Nandan Nilekani, Chairman, UIDAI. 

2. The functions of the Committee would be as under. 

i) All Issues relating to the Unique Identification Authority of India 
including its organization, plans,, policies, programmes, 
schemes, funding and methodology to bo adopted for 

• achieving the objectives of that Authority. 

3 All cases will be placed before the Cabinet Committee on Unique 
Identification Authority • of India related issues after following the usual 
processes/procedures including appraisal of the cases by appropriate bodies, 
inter-ministerial consultations etc. 
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4. Necessary amendments in the Government of India (Transaction of 
Business) Rules, 1961, will be issued in due course. 

(L-" 

( K.L pharma) 
for Cabinet Secretary 
Tele; 2301 5802 


To 


All Members of the Council of Ministers. 


Copy forwarded for information to the Deputy Chairman and Members of 
the Planning Commission. ■ 


V 


(K.L. Sfiarma) 
for Cabinet Secretary 
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^''fiopy forwarded for Information to Shrl Nandan Nilekani, Chairman,^ 


Unique Identification Authority of India (UIDAl). 


Copy forwarded for Information to;- 

Secretary to the President. 
Secretary to the Vice-President. 


Q --—*** 

\ / 

(K.L. Shamia) 

for Cabinet Secretary 
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( K.L. Sharma) 
Director (Cabinet) 


i 


Copy forwarded for information to 

Notional Security Adviser. 

Principal Secretary to the Prime Minister. 
All Secretaries to the Government of Iridia. 


SE CRET 


c 


>«* 


(K.L. Sharma f 
Director (Cabinet) 
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' "No. I -11 011 /40/2012-D CT 
Government of India 
Planning Commission 
(DCT Division) 

Yojana Bhawan, Sansad Marg, 
New Delhi — 110 001. 
Dated, the. 26 U! December, 2012. 

©FRIGE MEMORANDUM 

SubjectDirect Benefits Transfer (DJBT).in Pilot Districts - Standardized Formats 
for Collection of Basic Data - Guidelines. 

In supersession of (1) Circular dated I3 lh December, 2012 issued .by the 
Department of Financial Services on Action Plan for Beneficiaries Registrations for 
Direct Cash/Transfer (il) Utter dated 12 ,h December, 2012 from Director General, 
U n iq u 1 d e n t i ft c at ion : A u th o r i t y o f India addressed to Secretaries to the Government of 
India* (iii) Guidelines on Application Development for Aadhaar Enabled Direct Cash 
Transfer Draft-Version 2, dated 14 lh December, 2012 issued by Department of 
Electronics •and IT, the following guidelines are being issued in respect of Standardized 
Formats for collection of basic data for entry of Aadhaar Numbers and bank accounts 
details-of beneficiaries of 34 schemes in pilot districts identified for the first phase roll 
out.of DBTsCheduled ; to commence on I 11 January, 2013. 

2. The Direct- Benefits Transfer (DBT) programme envisages a switch from the 
present electronic transfer to bank accounts of the beneficiary to transfer of benefits 
directly to; Aadhaar seeded bank accounts of the beneficiaries for the identified 34 
Schemes in 43. districts of 16 States/UT, List of these Schemes is at Annexure A. 

3. . .Qf’the: 34 Identified Schemes, 20. a re. Scholarship schemes (11 CS + 9 CSS) and 
''theires^j8)^^'S:schemes belonging to M/o WCD., Labour 
• and Health; Six schemes -are New.Schem.es, 

* 

4„ As. a first; step r It will need to be., ensured that all the intended beneficiaries under 
these scbcnjesbaVe oitiget ah A'idbaar number before .commencement of the DBT. It is a 
fact however, that the. levels of Aadhaar enrollment as well as number of bank accounts 
for^benoftciarie$:of : these^prc)grarrimes vary from district to district. 

5. ' Moreover, It is also-likely- that not all the identified Schemes are- being 

implemented in.; all the id«nttfied districts^ For example, schemes relating to scholarships 
to Trlbals,; Overseas Schdlarshlps r minorities, child labour etc. may not have beneficiaries 
Inall districts. 
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6 All Mini^Ses would r therafore/be requiredvtp Msess the scheme-wise, district wise 

exact number' of beneficiaries. A format for collection of scheme-wise data is at 

Annexurc-Bi. , 

7 • In vieW ofnhefbregoing, aBlan of Action to commence; the rollout of the DBT 
scheme: has to: be: finalized. Sie/following, actions;must, be completed before commencing 

PST?V<>npvts7* • .. 

fly Bendficiary data base: ;has to be digitized. The format for digitalizatiqn is at 
Annexure-C. This information would need to be compiled for each scheme 

only once,. 

(ii) Aa<jhaar hasto.be ’’seeded’’ with beneficiary database; For this, necessary technical 
support will be provided by the NIC unit, 

(iii) ' Wherever beneficiaries, do not have Aadhaar number, they will have to be 
enrolled for Aadhaar-by the UID'AI Registrar. 

(iv.)- Wherever beneficiaries have bank accounts,, it will need to be linked with 
Aadhaarnumber. 

(v) Wherever beneficiaries do not. have bank accounts they will have to be opened, for 
which Aadhaar,. if available, may be used as K.YC, by the Bank. The new bank, 
account will then be Seeded; with Aadhaar.. In case Aadhar is not available, banks 
will proceed’ 'With opening new bank account and Aadhaar will be seeded 
whenever;U)becomes available, 

(vi) An I EC. campaign is to be initiated to inform the beneficiaries, of the programme 
and.to encourage enrolment in Aadhar and opening bank account. 

y^vii)Robust but easy to access grievance redressal systems must be put in place to 
mitigate unforeseen hardships, system failures etc. and to ensure there is no 
denial of service to beneficiaries without Aadhaar or bank accounts. 

8. On.Its.part,;UIDAl.will- 

(i) Ensure:that the : enrolment, of more than 95% of the targeted beneficiaries 
ofthe^identified’schemes is quickly attained in the pilot districts. 

(ii) Will help the Central Ministries / State Governments / District 
Authorities with seeding of the beneficiaries list and their bank accounts 

i,Aadhaar numbers.. 


9. In turn, the Department of Financial Services will ensure that the bank accounts 
of targeted beneficiaries under the identified schemes in the pilot districts are not only 
opened but are also; seeded with Aadhaar, 
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1 Executive Summary 

The Unique Identification Authority of India (UIDAI) was set up by the Govt, of India on 
28 January 2009. The purpose of the UIDAI is to issue Unique Identification numbers to 
all residents in the country. The Authority set up a Biometrics Standards Committee in 
order to frame biometrics standards for use by the UIDAI and its partners. The first 
deliverable of the Committee was to frame biometric standards based on existing 
national arid international standards, with the consensus of various government 
stakeholders. The second deliverable was to recommend appropriate biometrics 
parameters to achieve the UIDAI’s mandate. The second goal of the Committee .. 
encompasses best practices, expected accuracy, interoperability, conformity and • 
performance in biometrics standards. 

After reviewing international standards and current national recommendations, the 
Committee concluded that the ISO 19794 series of biometrics standards for 
fingerprints, face and iris set by the International Standards Organization are the most 
suitable. These standards.are widely accepted, and best embody previous experiences 
of the US and Europe with biometrics. The standards framed for the UIDAI are 
accordingly, fully compliant with the respective ISO standards, and are given in Sections 

7 through 11. 

The Committee notes that Face is the most commonly captured biometric, and 
frequently used in manual checking. However, stand-alone, automatic face recognition 
does not provide a high level of accuracy, and can only be used to supplement a primary 
biometric modality. Fingerprinting, the oldest biometric technology, has .the largest 
market share of all biometrics modalities globally. The fingerprint industry also has a 
variety of suppliers and a base of experienced professionals necessary to implement the 
unique identity management solution at the scale that India requires. Based on these 
factors, the Committee recognises that a Fingerprints-based.biometric system shall be at 
the core of the UIDAI's de-duplication efforts. 

The Committee however, is also conscious of the fact that de-duplication of the 
magnitude required by the UIDAI has never been implemented in the world. In the 
global context, a de-duplication accuracy of 99% has been achieved so far, using good 
quality fingerprints against a database of up to Fifty million. Two factors however, raise 
uncertainty about the accuracy that can be achieved through Fingerprints. First, 
retaining efficacy while scaling the database size from fifty million to a billion has not 
been adequately analyzed. Second, fingerprint quality, the most important variable for 
determining de-duplication accuracy, has not been studied in depth in the Indian 
context. . 

The Committee therefore held extensive meetings and discussions with international 
experts and technology suppliers. A technical sub-group was also formed to collect 
Indian fingerprints and analyze quality. Over 250,000 fingerprint images from 25,000 
persons were sourced from districts of Delhi, UP, Bihar and Orissa. Nearly all the images 
were from rural regions, and were collected by different agencies using different 
capture devices, and through different operational processes. The analysis reported in 
Section 12.4 and the associated Annexure show that the UIDAI.could obtain fingerprint 
quality as good as seen in developed countries, provided that proper operational 
procedures are followed and good quality devices are used. On the other hand there is 
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data to suggest that quality and therefore the accuracy drops precipitously if attention 
is not given to operational processes. 

The demographic data (non-biometric data) is also used for improving de-duplicat,on 
JJoci™ "reduces .mount of m.nu.l l.bor required to establish genuine 

duplicates from a possible list of duplicate matches. 

Further it has also been observed that Iris, which for a long period of time was under 
the^ropdetary domain, is emerging as an important biometric modality after 

fingerprint and face, The accuracy and speed of iris-based systems curren y p y 

promising and may be feasible-in large-scale de-duplication systems. 

Finally, it is possible to combine multiple biometric modalities including multiple 
fingerprints to increase overall de-duplication accuracy. 

Recommendations 

Based on the above deliberations, the Committee makes the following principal 
recommendations: 

1 The Committee expects that the UIDAI could achieve at least 95% de-duplication 
accuracy using moderately good fingerprint images for a database size of 1 b.l ion. 
Empirical image quality data of Indian ground conditions clearly show 
accuracy is achievable. In the global context, a de-duplication accuracy of 99 /o has 
been demonstrated to be. achievable using good quality fingerprints against a 

database of up to fifty million. 

2 In order to capture moderately good fingerprint images, a few simple but critical 
technique/during enrolment should be consistently followed, failing which material 
reduttio/iin accuracy would occur. Manual and automated monitoring should be 
utilized to ensure consistent use of good enrolment practices. 

3, In view, of the above, the Committee feels that the UiDAI should collect photograph 
•' and ten fingerprints as per ISO standards described in Sections 8, 9 and 10. 

4, Biometrics data are national assets and must be preserved in their original quality. 
In'ofher words, quality must not be compromised through lossy image compression 
during storage or transmission. 

5 While 10 finger biometric and photographs can ensure de-duplication accuracy 
'• higher than 95% depending upon quality of data collection, there: may be a need to 
improve the accuracy and also create higher confidence level in the de-duplication 
process. Iris biometric technology, as explained above, is an additional emerging 
technology for which the Committee has defined standards. It is possible to improve 
de-duplication accuracy by incorporating iris. Accuracy as high as 99 /o for iris as 
'been achieved using Western data. However, in the absence of empirical Indian 
data, it is not possible for the Committee to precisely predict the improvement m the 
accuracy of de-duplication due to the fusion of fingerprint and ins scores. The UIDAI 
can consider the use of a third bip'metric in iris, if they feel it is required for the 

Unique ID project. 

6. A scheme must be designed to reward enrolling agencies for the capture of good 
quality images. 
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7. Specific best practices indicated in Section 12 should be observed in order to ensure 
interoperability, vendor independence, conformance to standards and improved 
performance. 

8. The UIDAI along with other stakeholders should establish center(s) for on-going 

biometrics research, and provide reference implementation of enrolment process 
software designed for Indian conditions. 
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2 Introduction 

The UID Authority of India (UIDAI) has been setup by the 

issue a un„ue identification "umber to = 

KSX t Xm^*d»t ^ au.be«*a«»"^- 

delivery. ■ , . , 

all partners and users of the UID system. 

The Government of India has in the past set up a number of expert committees to 
establish standards for various e-governance applications in the areas of^omemra. 
Personal Identification and location codification standards. These committees have 
S”rds in their respective categories, which may be uniformly applied 

for various e-govornanc.o standards. 

As the UIDAI proposes to use biometrics for de-duplication and 
verification/authentication, it becomes essential to review thei apphcabilhty a‘ n 
sufficiency of these standards in UID applications. It may also be necessary to enhance 
or clarify these standards,, and frame the methodology for the implementation of 
biometrics to ensure that they serve the specific requirements of the Authori y. 
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4 Scope 


> 



• To develop biometric standards that will ensure the interoperability of devices, 

systems and processes used by various agencies that communicate with the UID ' 
system. ’ 

• To review the existing standards and, if required,- modify/extend/enhance them so 
• as to serve the specific requirements of the UIDAI. . 

• To specify design parameters of the standards that will be used for the UID system. 

• To estimate the accuracy achievable using different biometric modalities in the 
Indian environment. 

• To make recommendations to the UIDAI on the use of biometric modalities. 

From the standpoint of the biometrics industry, the UID system is a civilian application 
of biometrics. Although the primary focus is the UID system, the Committee believes 
that the specifications should meet the needs of all civilian applications. The Committee 
considers forensic application requirements out of scope. 



I 
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3 Objective 


The UIDAI biometrics committee ("the Committee") was constituted to provide the 
UIDAI with direction on the biometrics standards, suggest best practices and 
recommend biometric modalities for the UID system (Annexure I). 

The objective of these biometrics specifications is to ensure consistent good quality 
biometric images and reliable interoperability across biometric capture devices, capture 
software and UID service delivery, 


The success of the Unique ID is solely based on its ability to detect and eliminate 
duplicate identities during the enrolment process. The primary method for detecting 
duplicates will be through the comparison of the biometric feature set, which requires 
consistent, high quality images. A good biometric implementation design that ensures 
consistjentquality from a variety of biometric capture devices is therefore, essential. 

The biometrics will be captured for authentication by government departments and 
commercial organizations at the time of service delivery, They will invariably use 
capture devices and biometric software vendors different from the devices and 
software used by UIDAI. Consequently, biometric standards are essential to ensure 
reliable interoperability at reasonable cost during the authentication phase. 

The purpose of this document is to identify applicable standards and recommend best 
practices to the UIDAI to achieve its objective. 


\ 



tt 
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• To develop biometric standards that will ensure the interoperability of devices, 

systems and processes used by various agencies that communicate with the UID ' 
system. ’ 

• To review the existing standards and, if required, modify/extend/enhance them so 
■ as to serve the specific requirements of the UIDAI. . 

• To specify design parameters of the standards that will be used for the UID system. 

• To estimate the accuracy achievable using different biometric modalities in the 
Indian environment. 

• To make recommendations to the UIDAI on the use of biometric modalities. 

From the standpoint of the biometrics industry, the UID system is a civilian application 
of biometrics. Although the primary focus is the UID system, the Committee believes 
that the specifications should meet the needs of all civilian applications. The Committee 
considers forensic application requirements out of scope. 
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6 Normative Reference 

The following reference documents are indispensable for the application of this 
document. 

IAFIS-IC-0110 (V3), WSQ Gray-scale Fingerprint Image Compression Specification 1997 
ISO/IEC 15444 (all parts), Information technology - JPEG 2000 image coding system 

ISO/IEC 19785-1:2006. Common biometric exchange formats framework - Part 1: Data 
elements specifications 

ISO/IEC 19794-2:2005. Biometric data interchange formats - Part 2: Finger minutiae . 
data 

ISO/IEC 19794-4:2005, Biometric data interchange formats - Part 4; Finger Image data 
ISO/IEC 19794-5:2005. Biometric data interchange formats - Part 5: Face Image data 
ISO/IEC 19794-6:2005. Biometric data interchange formats - Part 6: Iris Image data 

ISO/IEC CD 19794-6.3. Biometric data interchange formats - Part 6: Iris Image data 
working-gro^p draft 

MTR 04B0000022. (Mitre Technical Report), Margaret Lepley, Profile for 1000 
Fingerprint compression, Version 1.1, April 2004. Available at 

hitp;ZAm^mjftg«Qrg/..w9rlU^ 
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standards also contain the maximum empirical information on usage, interoperabili y 
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8 Tailoring of Face Image Standards 


•The U1DAI Fingerprint Image Standard will adopt 1S0/IEC 19794-5 Face Image Data 
Standard as the Indian Standard and will specify certain implementation values 
(tailoring) and best practices. 


8,1 Section 7 Digital/Photographic requirements 

The UIDAI will require face images for human visual inspection and duplicate check on 
a small subset. Visual inspection and automatic matching accuracy is directly related to 
the quality of the images. Therefore it is essential that the highest quality of images be 
consistently captured. 

8.1.1* For Enrollment and Authentication 


UCIUUUK UlC V 

Face Image 

Type Code 

* 

Scan 

resolution 

(dpi) 

v v-* * • v-* • 

Color Space 
Code 

Source 
Type Code 

Inter-eye 

distance 

(pixels) 

Facial Expression 
Code 

Full Frontal 
fOxOl) 

300 

24 bit RGB 1 

(0x01) 

0x02 

0x06 

120 

0x01 


8.1.2 Source Type 

Static face images [Code 0x02) from a digital still-image camera are strongly ‘ 
recommended. Single video frames from a digital video camera (Code 0x06) are also 

acceptable. 

16.1.3 Expression 

Face images should have neutral expression (non-smiling) with both eyes open and 
mouth closed. 

16.1.4 Pose 

Roll, pitch and yaw angle should not be more than ±5° (Figure 4 of ISO 19794-5). 

8.2 Section 7 Image Compression Algorithm 

8.2.1 For Enrolment 

For enrolment, uncompressed images are strongly recommended. Lossless JPEG 2000 
color compression will be accepted for legacy purposes only. 


16.2.2 For Authentication 

Code 0x01 - JPEG 2000.;compression is recommended. Maximum compression ration is 


10 . 


8.3 Face Record Format 

»c 

8.3.1 CBEFF Header 

The UIDAI will'not use information defined in Section 5,3 of ISO document 

*<« jf • ; 

8.3.2 Facial Record Header 

The UIDAI will maintain single facial image. 
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8.3.3 Facial Information Block 

The UIDAI will not use information defined in Sections 5,5.1 to 5.5.6 of ISO document, 

8.3.4 Feature Point Block • 

The UIDAI will not use geometric feature points defined in Section 5,6 of ISO document, 
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-9 Tailoring of Fingerprint Image Standard 

n^l U Q t DA ! ) Fi " get ?™ t Image Standard W '>1 adopt ISO/IEC 19794-4 Fingerprint Image 
an “bS prMiSs Standard ^ cmaln values (tailoring) 

9-1 Section 7: Image Acquisition Requirements 

The duplicate check during the enrolment phase will use 1:N matching l-N matching 

resOurces^Th 17 S ™f nd high enrolment rate will require substantial computing § 
sources. The matching time and matching accuracy is directly related to the aualitv of 

he mages. Therefore it is essential that the highest quality of imagebe^conLtent v 

poSS/ 15 a,S ° reqUired th3t a " ^ fing6rS 3re wSphysicalfr ' 

The goal during authentication is to achieve fast overall response while Dermittina a 

authentication are not as stringent as in enrolment. ^ neeasror 

9.1,1 For Enrolment 

— ting level 31 or higher as sh own i n Section 7.1. tahlp i 

Sefhncr ---—--——-* 


Setting 

level 


Scan 
resolution 
fppcm 


Scan 
resolution 


Pixel 

depth 


Dynamic 

range 


Certifications 



9.1.2 For Authentication 

Se tting leve ! 28 or higher a s shown in Section 7.1. tahlp 2 


Scan 
resolution 
IgPcm) 


118 

197 


Scan 
resolution 
(dpi) 


300 

500 


Pixel 
depth 
_[bits' 


8 


80 


9.2 Section 8 Finger Image record Format 

9.2.1 Section 8.2.14 Image compression algorithm 

9.2.1 .1 Enrolment 

compression 1 ofcoTe^and's'wilfbefccepte? 3 ^ PUrP ° S6S ° n ’ y ' ‘° SSleSS 

9.2. 1.2 Authentication 

Code 4, compressed - JPEG 2000 Is recommended Code 0 i ? r , 
acceptable. Code 3 must not be used. Maximum mtoniAT' 50 

Appendix F (commonly'referredM 6 MEFn/nTh 1 ”'h" Transm ' sslm ’ Specifications, 
certain class of new generationlower costsf^ie^nger capttre^evicw” 0 ” 11110 ^ 16 
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V 


X26 

2^>0 


9.2.2 Section 8.3.3 Finger/palm position 

The valid values for finger/palm position are O.through 10,13 through 15. 

9.2.3 Section 8.3.7 Impression type 

For enrolment image, only code 0 or 9 will be used. Authentication impression can be of 
type 0,1, 8 or 9. • 

9.2.4 Section 8.3.10 Finger/palm image data 

The estimated optimal fingerprint image captured under aforementioned specification 
of this standard in bitmap is 7.5MB per subject, 
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10 Tailoring of Minutiae Format Standard 

UID Minutiae Format Standard will adopt the ISO/IEC 19794-2 Minutiae Format _ . 

Standard as the Indian Standard and specify certain implementation values (tailoring) 

and best practices. 

10.1 Section 7.4.1. 3 Impression Type . ; 

For enrolment image, only code’ 0 or 9 will be used. Authentication impression can be 

of type 0,1,8 or 9. 

10.2 Section 7.5 Extended Data .. 

While the extended data area allows for the inclusion of proprietary data within the 
minutiae format, this is not indented to allow for alternate representation of data that 
can be represented in open manner, as defined in ISO/IEC 19794-2, In particular, ridge 
count data, core and delta data or zonal quality Information shall not be represented in 
proprietary manner to the exclusion of publicly defined data formats. 

The UID authentication process will not utilize extended data area for verification. 


ill* 











i Codes specified in ISO/1EC 19794-4, Section 8.3.7 are newer and superset of this table. 

Hence the reference is made to ISO/IEC 19794-4 Table 7. 
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11 Tailoring of Iris Standards 

UID Iris Image Standard will adopt the ISO/IEC 19794-6 Iris Image Data Standard as the 
Indian Standard and specify certain implementation values (tailoring) and best 
practices. The current (2005) version is under revision. A new version (2010) is 
expected to clear the ISO/IEC JTC 1/SC 37 sub-committee in January 2010. Therefore all 
references below are to, the latest (November 2009) draft of the proposed standard. The 
Committee will revise this section after the ISO standard is published. 

11.1 Section 7,4.2.2 Kind 

Allowable values are KIND-VGA (2) and KIND.CROPPED (3) in Table 5. 

11.2 Section 7.4.2.4 Image data 

Every effort jnust be made by the vendor to register Capture Device Vendor ID and 
Capture Device Type ID with the appropriate registration authority. It is strongly 
recommended that these fields as described in Table 6 not be filled with zero value. 

It is strongly recommended that quality information consisting of Quality score, Quality 
algorithm vendor ID and Quality algorithm ID as described in Table 6, shall be provided. 





»* 


# 
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12 Best Practices 

Specific recommendations for each modality listed below are based on prevailing 
standards, best practices followed by international users and the ground reality in India. 


12.1 Face 


if 


mm 


Enrolment 




Image capture 

R 

Full frontal, 24 bit color 



Digital/Photographic 

requirements 

R, S 

Per ISO 19794-5 Section 7.3,7.4, 8.3 

and 8.4 with Section 8.3 of Technical 
Corrigendum 2, 

Inter-eye distance - minimum 120 
pixels. 



Pose 

S 

Per ISO 19794-5 Section 7.2.2 



Expression 

R, S 

Neutral expression. Specified as best 
practices. 



Illumination 

S 

Per ISO 19794-5 Section 7.2.7 



Eye Glasses 

s 

Per ISO 19794-5 Section 7.2.11 

• 


Accessories 

R 

Permissible for medical and ethical 
reasons only. 


i 

Multiple samples of 
face 

■ M 

Yes. Recommended for automatic face 
recognition. 


Operational 

S 

Per ISO 19794-5 Section 7,2.4 - 7.2.10 



Assistance 

R 

Yes. Specified as best practices. 


Segmentation and 
feature extraction 

M 

Recommended for automatic face 
recognition 


Quality check 

R 

Yes. Specified as best practice. 


Storage & compression 

S 

Uncompressed image strongly 
recommended. For legacy reasons, 
lossless JPEG 2000 color accepted. 

Aut 

hentication 




Image capture 

R 

Same as enrollment 


Compression 

S 

> 

JPEG 2000 color compression 
recommended. Compression ratio to 
be less than 10:1. 


Number of Images 

R 

f i ^ . . 

One full frontal image 


Figure 2 Face image 
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12.2 Fingerprint 


m 

ifcS 

» 

Mi 

iMn 

ttii 


Enrolment 




Image capture 





Plain or rolled 

R 

Plain, live scan 



Number of fingers 

R 

Ten ■ * 


--- ' 

Device characteristics 

S 

Setting level 31 or above, EFTS/F certified 


Quality check 

R 

Yes - specified as best practice 


Operational 





Assistance 

R 

Yes - Specified as best practice 



•Corrective measure 

R 

Yes - Specified as best practice 


■ . 

Sto 

-age & transmission 





Compression 

S 

Uncompressed images strongly 

recommended. For legacy reasons, lossless 

JPEG 2000 or WSQ compression accepted. 



Storage format 

S 

Per ISO Section 8.3. No deviation necessary 



Minutiae format 

S 

Per.ISO 19794-2. No deviation necessary. 



Multi-finger fusion 
algorithm 

R 

Recommended. Application dependent. 

Authentication 


• 


Image capture 





Number of fingers 

/ 

R 

No minimum, no maximum. Application 
dependent. Recommended as best practice 



Any finger option 

M 

Yes. Recommended as best practice 



Retry 

R 

Maximum 5. Recommended as best practice. 


Device characteristics 

S 

Setting level 28 or above 


Transmission format 

S 

Per ISO. No tailoring necessary 


Compression 

s 

JPEG 2000 compression recommended. 
Compression ratio to be less than 15:1 


Minutiae format 

S 

Per ISO 19794-2. No tailoring necessary 


Figure 3 Fingerprint 









r 





3 R: Recommendation based on best practice/empirical data, S: Standard based, M; 
Management judgment. 
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12.3 Iris 


Enrolment 



-.jaaaJB 



Image 


Device Characteristics 


R 


R 


Two eyes, > 140 pixel image diameter (170 

pixel preferred), image margin 50% left and 
right, 25% top and bottom of iris diameter 

Tethered, autofocus, continuous image 
capture, exposure < 33 milli-second, distance 
>300 mm for operator control, > 100mm 
enrollee control 


Operational 


M 


Segmentation 


R 


Operator controlled strongly preferred. No 

direct natural or artificial light reflection in 
the eye, indoor. 


Non-linear segmentation algorithm 


Quality A 


ssessment 


R 


Per IREX II recommendations 4 


Coftip/ession & Storage 


ISO 19794-6 (2010) data format standard as 

tailored in Section 11. 

JPEG 2000 or PNG lossless.compression, 
KIND.VGA of Table A.l of ISO 19794-6 
( 2010 ). 


Authentication 


R, S 


Same as enrollment except 

One or two eyes 
JPEG 2000 

KIND..CROPPED of Table A.l 


Figure 4 Iris 


12.4 Biometrics Accuracy 

The UIDAI's charter of assuring uniqueness across a population of 1.2 billion people 
mandates the biometrics goal of minimizing the False Accept Rate (FAR) within 
technological and economical constraints. 

All published empirical data is reported using Western populations and database sizes 
of tens of millions. An accuracy rate (i.e., True Acceptance Rate) of 99% is reported in 
the test of commercial system performance[23]. Two factors however raise uncertainty 
on the extent of accuracy achievable through fingerprints: First, the scaling of database 
size from Fifty million to a billion has not been adequately analyzed. Second, the 
fingerprint quality, the -most important variable for determining accuracy, has not been 
studied in depth in the Indian context. 


4 IREX II study conducted by NIST will be published in April 2010. It will provide 
definite empirical result of impact of image quality on matching accuracy and speed. For 
fingerprint the analogous study resulted in creation of NFIQ, NIST Fingerprint Image 
Quality algorithm. We anticipate similar outcome from IREX II. IREX II will be normative 
annexure to ISO 19794-6 (2010). 


UID Biometrics Design Standards 


21 of57 




































ft 


H 

tat 

A technical sub-group was formed to collect Indian fingerprints and analyze quality. 

Over 250,000 fingerprint images from 25,000 persons were sourced from districts or 
Delhi, UP, Bihar and Orissa. Nearly all were from rural regions, collected by different 
agencies using different capture devices and through different operational processes. 

Analysis reported in Annexure showed the UIDAI could obtain as good fingerprint 
quality as-seen in developed countries, provided that proper operational procedures are 
followed and good quality devices are used. On the other hand there is data to suggest 
that quality and therefore the accuracy drops precipitously if attention is not given to 
operational processes. 

Based on rather extensive empirical results compiled by NIST and a first cut of Indian 
data analyzed in a short period, the following broad categorization can be made 

1, The UIDAI can obtain fingerprint quality as good as that seen in developed 

countries. There is good evidence to suggest that fingerprint data from rural India 
may be as good as elsewhere when proper operational procedures are followed and 
good quality devices are used. There is also data to suggest that quality drops 
precipitously if attention is not given to operational processes. 

2. It is possible to closely predict the expected fingerprint recognition performance. In 
the experiments, at 95% confidence, the sample database of a rural region is 
expected to achieve similar accuracy as Western data. By extrapolating NIST 
analysis of Western data, it is possible to conclude that fingerprint alone is sufficient 
to achieve minimum accuracy level of 95%, with moderately good fingerprints 

images. 

3 , face is an invaluable biometric for manual verification. Its potential to contribute 
materially to improved FAR rate is however, limited particularly because of 
extremely large database size and high value of target accuracy, 

4. Iris can provide accuracy comparable to fingerprint, Therefore fused score of two 
uncorrelated modalities will provide better accuracy than any single modality and 

could achieve the target accuracy. 

Empirical data has highlighted several non-technical factors that can impact accuracy 
more significantly than technical accuracy improvement efforts. 

• Simple operational quality-assurance. A few simple operational techniques such as 
keeping a wet towel or maintaining the device in good working order can be 
superior to squeezing an additional fraction of a percent in accuracy rates through 
technical improvements. An unchecked operational process can increase the false 

acceptance rate to over 10%. 

t In the data analyzed, 2% to 5% of subjects did not have biometric records. Missing 
biometrics is a license to commit fraud. It is believed that the failure is due to poorly 
designed processes. The enrolment process when examined, had loopholes which 

prevented it from detecting such omissions. 

• The biometric software needs to be tuned to local data. Un-tuned software can 
• generate additional errors in the range of 2 to 3%. 
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no:4S/.DG-1JlDAI/2bO 9 ' 

Goyemiae'nt of India 

Ualqu* rdsatincation Authority of India 

R N0.331, Yojana.Bhavan 
New Delhi - 1 l'Q qo 1 

Dated^ September 29, 2009 

OFFICE MEMORANDUM 

mandate: to. issued .^^ddendfic 6 ^ SStUP by ^ °° vt of:ndia with a 

dptmjay, Themainobjectiveia to imorove , num ^ er t0 ^ ““ residents.in the 
to: the poor and marginalised sections ofthl^T ' ervioe delivery,, especially 
» JTOASbptfljf ^ its mandat 

detailsiand then m perform authentication th m ^ 3t epUeot the identity 

: pm* edtyice prov™ e r A teJ ren" 1 ?“ te U3ed b * **ve«l got! 

mmimize/eliminatei duplicate uiDs hi ° f ** UID 3)!3tem is ' to 

sendee deliver A possible wy to ** «f tba 

residentigets onlyope JD) is to usebibmerr , k 633 103 (80 «»t one 

fliaim individual .is; uniquely identkd'anri >/° °^ eS ‘ to ° rdei: » ensure 
Post-effective-. Planner, it is nec<Sa™ m authen <^t«l in an easy and 
information Vtiiieh is captured is capable of r» n f° re ^at the biometric 
at the time of collection of information pwf 6 ° Ut 018 de -duplication 
interoperability it: is important thS the ,n 0rder t0 achieve 

information is standardized across aJJ thp Cap ^ re 31101 use of biometric 
• system. * •. aqr0SS - 011 the Partners and users of the UID 

The .Government of. India, in. the nast w . 
committees, for standards to be used for ^ " " P 8 number of expert 
» «*** Of Biometrics, ' Personal™,- ^governance- applications 
-Standards', ttea# Jooai * n Nation 

fespedtive -categories to be unifSr.lv , ,° Ut fev ^“Wds in the 
standards, untformiy appbed for various e-governance 


Veiifieation/aii P the^titetit)h! > it beoomes’e^" a d9 ' a HP^Pn and 

Mid .sSffieiehby of tel , - s T M ' Q revlew •«* applicability 
modityjfextend/enhance. th» to e “tL t UID « do - 

— of uidai - r fic 

^ Standards for 

modigr/extend/enhance. them so as to ar-? 6 “ 13tmg sta hdards and 
UIDArffpr de-dupiicadons and auchentication! eVe ^ “ d pur P ose ° r 
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1, ■ Gharterof the Biometric Standards Committee 

< 

• Tp .developbiometric standards that, will ensure: interoperability of 
devices, ■System's 'and. processes used by various. agencies that use, the UED 
system. 

t: To review the existing standards of Biometric* and,, if required, 

'theni sp as tp: serve the specific :,requirements'of 
ttfOAI Relating to: de’dApficatlon and Authentication, 

& C dmposit iori;of the Biometric: Standards 

Committee 

Following wilfbe i the?c6mpo‘siti6h.;of the Biometric Standards' Committee! 

3U '.On, 0K- Gabcle, 'director, Generali National Informatics Centre - 
Chairman 

2i. Dr; C, ChandrafiLiaUli^Re^strar-General of India ---'Member 
3v 'Dii,*D'Si-Garig<Vaii r .!Jt Seoreta^Min of Rural .Development • Member. 

A,. Dili.<AM Padgaonkar.-Reserve Bankof India - Member 

5v :Mr, Pravii^Vora^'IGfGr.-‘Member 

% iD&l^ Kanphr -Member 

8;,. Two Representative's' ibte Technology Team ofUIDAI - Members 

9\ .Director General, UIDAT.of-.his Nominee — Member/.GonVenor' 

Unique Idcn'tification.AudiQrityjpf India (UlDAI) 'will.service this Gpmmfttee, 

The 'Committee^will'be ablevto 'invite representatives from- user-organisations 
and- other Technology Experts- as* Special' Invitees to. solicit their yiew.s and 
advice pirvarious aspects on: the issue, 


3. Technical .Committee and Working Groups 



The committee can also set up subi-committees -that focus :on various 
aspects of-biometric':standaTds such, as .fingerpiintsv Iris .and facial image 
and, working groups; for conducting/.d.evelQping' reference 

(POc); studies,. apejbijfe' .research, field 
.testing : em. Ortaft.a'BVnefedfed basb. .the Committee ‘may meetttdtei-time to 
time: and draft -the, Standard .document based on the .'feedback of. sub 
committees, and. working groups and submit recommendations. The 
Committee: may* also: cet. its own-review process before- recommending the 
finabstan.darrfsj 
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forking groups pan. W OSSCted. to- assist the: Shove. committees by 
eonduatirtg pit).oi>Of^p'ncep.t: [EDO) 'studies', specific- .research, Jfield testing 
etc.. 

4 r Review process 

It is- important that :fhe standards- remain unbiased, -pragmatic,, vendor 
neutral, interoperable, .and cost effective. In biometrics where technology 
continues.' to • progress' rapidly, three parties • vendors, academia and 
enterprise users; ■ have great deal of knowledge: .of the technology. The 
Committee’s review- process will leverage their knowledge without 
compromising ondts -Charter. 

The technical .committee will publish a draft : version of ’ the document and 
solicit structured feedback from -the members- of. the committee, technology 
vendors) academia, and, enterprise users. Such review process will, also 
provide -sufficient:, advance notice to the-vendors to begin upgrade, to their 
kplUtfan,. thu'e re&ucihg: lead time.between:the final standards adoption and 
:conform'ihg:;soiu'ti'ons.. 

7 he feedback; ‘fcpvp the .various groups will be reviewed by the: technical 
Committee; and suitable-changes made in order to incorporate- useful inputs. 
The firiai. tdVaft'Will, be sent over-for .a final review 1 ah'd 'then the-ratified 
Versionibf-the ..standards will be released. 

• • 

5, Deliverables■ of the committee 

*. Obtain consensus: from, .Government stakeholders to adopt and use a 
common set of standards for interoperability,, containment of 
'biometrics'system cost and wide spread propagation-of Biometrics in 
•goyemmentdl and ..private sectors. 

* 'Review 1 #10. existing; standards of Bio metric and, if required, 

. Mdi^/extend/hilhanc'e friem so .as to serve-the. specific requirements 

‘ofTJIDAJ’.relating 'to derduplication and Authentication. 

* Ratify' .Biometrics standards- from applicable base Indian and 
.International’ standards, which meet needs ofthe Ult)Al, 
:Recomineridatibh. to UEDAI; users to assure. Interoperability of 
biometrics data, 

* .'Develops .oerdbeation criteria for conformity, interoperability and 

performance* 

■f Maintain'. & Publish registry of recommended biometrics standards, 
.ihteropei'ability'recommendations and certification-criteria. 
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j&jfcpihg •ljcv^'!e»r'’ifclisror'itFtlD!AI.' tp; start issuing- IjliOs within twelve 
to; ;d$fteetv months, ' it is: necessary- that the Committee presents; its .report 
On’ standard's; as early' -as! possible, Hence the Committed 'will, present its 
Fihal Report to the undersigned on Biometric Standards .to be adopted by 
UIDAl within’90 days.of its^constitution. 

7; r^isceilaTieous 

The non-official- .members of' the Committee and Special Invitees will be 
reimbursed the cost of their travel and other incidental expenses as per 
Rules.as and:when they travel to attend the Committee meetings. 



'(R^SiSharmaj 
Director General,Mission .Director. 


C^pyifoiwarded'torthc Chairrnan and Members of the Committee for- 
anfbrmation 'ahd.:Tiede'ssdiy action/ 

dp'py tp;. Princ'ipai ; Secretaiy. to. .the PM/AU :Secjreta 

Govt, OfTri'dia/All Clde£;Secre'tafics..Of the States/-UT's ! .’fdr informatioh. 
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Biometrics Basics 


Biometrics is the science of establishing the identity of an individual based on the 
. physical, chemical or behavioural attributes of the person. The relevance of biometrics 
in modern society has been reinforced by the demand for large-scale identity 


management systems whose functionality relies on accurately determining an 
individual's identity.-No single biometric is expected to effectively meet all the 

requirements imposed by all applications. In other words, no biometric is ideal, but 
number of them are admissiblefl]. 


Demographic data is used along with the biometric information to improve the de- 
duplication process. For example, when a duplicate is suspected, a manual review of all 
available information of the person will also include a review of the demographic data. 

Face 

Photos of the face are commonly used in various types of identification cards and there 
is wide public acceptance for this biometric identifier. Face recognition systems are the 
least intrusive type of biometric sampling system, requiring no contact or even 
awareness of the subject. The face biometric can work with legacy photographs, 
videotapes and other image sources. 

A face needs to be well lighted using controlled light sources for automated face 
authentication systems to work well. There are many other such technical challenges 
associated with robust face recognition. Face is currently a poor biometric for use in de- 
duplication, It performs better in verification but not at the accuracy rates that are 
sometimes claimed. An obvious way for an undesirable person to avoid face 
identification'Is by the use of disguise, which will cause False Negatives in a screening 

applicatf&n/ln general, it is a good biometric identifier for small-scale verification 
applications. 


Fingerprint 

There is a long tradition in the use of fingerprints for identification. Fingerprints are 
easily sampled with low-cost fingerprint scanners. They can also be sampled by 
traditional low-tech means and then cheaply and easily converted into digital images. 
Fingerprints also lend themselves very well to forensic investigation, 

There is a large variation in the quality of fingerprints within the population. The 
• appearance of a person s fingerprint depends on age, dirt, and cuts and worn fingers, 
i.e„ on the occupation and lifestyle of the person in general. Sampling of the fingerprint 
is through contact, i.e., pressing the finger against the platen of a fingerprint reader. As a 
result, there can be technical problems because of the contact nature of acquisition and 
problems related to the-cleanliness of the finger and the platen. Additionally, there are 
people who may not have one or more fingers [5]. 

Fingerprint technology constitutes approximately half of the total biometrics market 5 . 

■ . •» 

Iris 

The iris is the annular region of the eye, bounded by the pupil and sclera on either side. 
Iris is widely believed to be the most accurate biometric, especially when it comes to 
False Accept Rates. Therefore, the iris would be a good biometric for pure de- 


5 IDC & Acuity Market Research Reports. 
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duplication applications. The iris sample acquisition is done without physical contact 
and without too much inconvenience to the person whose iris image is being acquired. 
Iris has no association with law enforcement and has not received negative press and 
may therefore be more readily accepted. 

There are few legacy databases and not much legacy infrastructure for collection of the 
iris biometric. Large-scale deployment is consequently impeded by the lack of an 
installed base. This will make the upfront investment much higher. Since the iris is 
small, sampling the iris pattern requires a lot of user cooperation or the use of complex 
and expensive devices. The performance of iris authentication can be impaired by the 
use of spectacles or contact lenses. Also, some people may be missing one or both eyes 
while others may not have the motor control necessary to reliably enroll in an iris based 

system. 

Until recently, iris code representation and matching was proprietary and patented. Iris 
is emergitig as the third standard biometric identifier after expiration of patents and 
changes in vendor practices. 

The gross false accept and false reject error rates associated with the fingerprint; face 
and iriSimodalities reported in literature are shown in Figure 5 [2]. 


Biometric 

identifier 

Reference 

FRR 

FAR 

Fingerprint 

NIST FpVTE 

0.1% 

1% 

Face 

NIST FRVT 

10% 

i% 

Voice 

NIST 2004 

5-10% 

2-5% 

Iris 

ITIRT. 

0.99% 

0.94% 


Figuro 5 FAR and FRK error rates 
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Face Image Best Practices 

Summary 

Face images will be used primarily for human visual inspection. However, automatic 
face recognition may be used as the secondary means of authentication/de-duplication. 
Figure 6 summarizes key decisions for face images. 



iBSi 


Enrolment 




Image capture 

R 

Full frontal, 24 bit color 

Inter-eye distance - minimum 120 pixels. 



Digital/Photographic 

requirements 

R, S 

Per ISO 19794-5 Section 7.3, 7.4, 8.3 and 

8.4 with Section 8.3 of Technical 
Corrigendum 2. 



Pose 

S . 

Per ISO 19794-5 Section 7.2.2 

• 


Expression 

R, S 

Neutral expression. Specified as best' 
practices. 



Illumination 

S 

Per ISO 19794-5 Section 7.2.7 



Eye Glasses 

S 

Per ISO 19794-5 Section 7.2.11 



Accessories 

R 

Permissible for medical and ethical 
• reasons only. 



Multiple samples of 
face 

M 

•Yes. Recommended for automatic face 
recognition. 


Operational 

S 

Per ISO 19794-5 Section 7.2.4 - 7.2.10 



‘ Assistance 

R 

Yes. Specified as best practices. 


Segmentation and feature 
extraction 

M 

Recommended for automatic face 
recognition 


Quality check 

R 

Yes. Specified as best practice. 

■ 

Storage & compression 

■ / ‘ ' • 

•S 

Uncompressed image strongly 
recommended. For legacy reasons, 
lossless JPEG 2000 color accepted. 

Au 

then!! cation 


- 


Image capture 

R 

Same as enrollment 


Compression 

S 

JPEG 2000 color compression 
recommended. Compression ratio to be 
less than 10:1. 


• Number of Images 

R 

One full frontal image 


Figure 6 Face 


Enrolment 

# * 

Face Image capture 

Full frontal face Image provides sufficient Information for both human visual inspection 
(by operator) and automatic face recognition algorithms. In order to obtain a good 
quality image, 24-bit color image with minimum 90 pixels of inter-eye distance is 
required, The Committee recommends at least 120 pixels for optimum quality. The 
image should contain well-focused nose to ear and chin to crown region. In special 
circumstances, assistance may also be provided but in no case should the face or body 
part (hand, arms) of the assisting person or any object appear in the photograph. 
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Digital/Photographic requirements . 

In the typical enrolment setup, a computer will be connected to the biometrics devices 
to constitute the enrolment station. A tethered biometrics device provides several 
advantages over a stand-alone device. First; it allows the images to be associated with 
enrollee demographic data at the point of capture, thus reducing possible errors. In 
villages where power source may be difficult to obtain, it is simpler to supply power . . 
from the computer. 

For capturing face image, it is simpler for the operator to adjust the camera instead of 
the enrollee to position himself/herself at the right distance or in the right posture. The 
capture device should use auto focus and auto-capture functions. The output image 
should not suffer from motion blur, over or under exposure, unnatural colored lighting, 
and radial distortion, Interlaced video frames are not allowed. 

Pose 

Face image should be full frontal with 0° of yaw, pitch and roll angles. However, in 
operational conditions, variation of ±5° is permissible.. 

Expression 

Expression strongly affects the performance of automatic face recognition and also 
affects accurate visual inspection by humans. It is strongly recommended that the face 
should be captured with neutral (non-smiling) expression, teeth closed and both eyes 

open, 

Illumination . 

Poor illumination has high impact on the performance of face recognition. It is difficult 
for human operators as well to analyze and recognize face images with poor 
illumination. Proper and equally distributed lighting mechanism should be used such 
that there are no shadows over the face, no shadows in eye sockets, and no hot spots. 

Eye Glasses / 

Face imagesAvith and without eyeglasses may have an impact on face recognition. The 
impact is greater if the glasses automatically tint under illumination. If the person 
normally wears glasses, it is recommended that the photograph be taken with glasses. 
However, the glasses should be clear and transparent so that pupils and iris are visible, 
If the glasses are with tint, then direct and background lighting sources should be tuned 
accordingly. 

Accessories 

Use of accessories that cover any region of the face is strongly discouraged, However, 
accessories like eye patches are allowed due to medical reasons. Further, accessories 

like turban are also allowed due to ethical reasons. 

0 ' * 

Multiple samples of face 

For visual inspection by humans, the single face image of a person is sufficient. 

However, for de-duplication and authentication of individuals who do not have 
fingerprints, automatic face recognition is recommended, To perform accurate 
authentication in such cases, capture of multiple face images is strongly recommended 
during enrolment. There shpuld .be three samples, out of which one should be frontal 
image with yaw, pitch and roll angle as 0°. The other two images should be left and right 
semi profile with yaw as ±20° to ±30°, and the roll and pitch should be 0°. 
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Operational 

Similar to fingerprints, the single-most important factor in obtaining better image 
quality is the operational process. While there are many qualitative factors in designing 
good operational processes, operator training and assistance are important for yielding 
good quality images. Operators will be trained to obtain the best possible face images 
that satisfy requirements. 

Segmentation and feature extraction 

Segmentation and feature extraction are only required for automatic face recognition 
algorithms. Tjtfe algorithms for both remain proprietary. 

Quality check 

Image quality is one of the most important factors for both human inspection and 
automatic face recognition algorithms. The quality assessment algorithm should encode 
parameters like illumination, pose, blur, noise, resolution, inter-eye distance, image 
height and width, and horizontal and vertical position .of the face. The quality 
assessment algorithm should be used at the time of enrolment to determine the quality 
score of the captured face image and image is stored only if it meets a certain quality- 
threshold, 

Storage and Compression 

According to Figures 12 and 13 of ISO face image standards, the performance of face 
recognition algorithms reduce significantly if the compression factor is greater than 10. 
Further, as mentioned previously, these are our national assets and should be captured 
and stored for long-term use. For preserving the quality of image, it is strongly 
recommended that uncompressed images should be stored in the database. 

Authentication 

The authentication process consists of steps similar to enrolment. 

Image Capture 

Image capture for 1:1 verification should also follow standards for enrolment as defined 
earlier in this Section. 

Compression 

For verification, Images with JPEG 2000 compression ration of 10 will suffice. As per ISO 
standards, the image size after compression should not be less than 11 KB. 

Number of Images 

For both manualand automatic authentication, a single full frontal face image is 
sufficient. The captured image should conform to the digital/photographic 
requirements and quality thresholds mentioned above in the enrolment section. 
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Fingerprint Best Practices 

Summary # - 

Figure 7 summarizes the key parameters for fingerprint. The Committee further 

classifies the decision into * ' 

1. Standards based (S): Do ISO or other standard bodies directly provide available 

choices? 

2. Recommendation based (R): Are there studies that provide sufficient evidence 
for us to make an informed decision? 

3. Management judgment (M): Management decision based on project context. 
The remaining section has a brief explanation of each decision. 


m 

m 

rolm 

ent 

■ 

1 


Ima 

ge capture 





Plain or rolled 

R 

Plain, live scan 



Number of fingers 

R 

Ten 


Device characteristics 

S 

Setting level 31 or above, EFTS/F certified 


Quality check 

R 

Yes - specified as best practice. Avoid 

NFIO quality 4 and 5 level fingerprints. 


Operational 





Assistance 

R 

Yes - Specified as best practice 



Corrective measure 

R 

Yes - Specified as best practice 


Sto 

rage & transmission 

• 



i, 

Compression. 

!S 

S 

Uncompressed image strongly 

recommended. For legacy reasons, 
lossless JPEG 2000 or WSQ compression 
accepted. 



Storage format 

S 

Per ISO Section 8.3. No deviation 

necessary 



Minutiae format 

s 

Per ISO 19794-2. No deviation necessary. 



Multi-finger fusion 
algorithm 

R 

Recommended. Application dependent. 

Authentication 


• * 


Imz 

ge capture 





Number of fingers 

R • 

No minimum, no maximum. Application 

dependent. Recommended as best 
practice 



Any finger option 

M 

Yes. Recommended as best practice 



Retry 

' R 

Maximum 5. Recommended as best 
practice. 


Device characteristics 

S 

Setting level 28 or above 


Transmission format 

s* 

Per ISO. No tailoring necessary 


Compression 

s 

JPEG 2000 compression recommended. 

Compression ratio to be less than 15:1 


Minutiae format 

S 

Per ISO 19794-2. No tailoring necessary 


Figure 7 Fingerprint 


UID Biometrics Design Standards 



« n 


• 35 of 57 
































































Enrolment ■ 

The enrolment process can be broken down into image capture ("client") and de- 
duplication ("server") side components. The client side captures the image, performs 
local processing and storage. The server side receives the image, performs quality check 
and finally executes the computational intensive task of duplicate checking against the 

gallery. 

Image capture 

During image capture, the factors to consider are: 

1. Type of image and number of fingers to capture 

2. Device used for capturing the image 

3. Immediate processing; including segmentation of slap, sequencing of fingers, 
rotational correction and quality check of image 

4. Storage when the images need to be stored 

«»' 

Plain or rolled 

The rolled image, common in forensic applications, contains twice as much information 
as the plain image. The plain image is easier to capture. A slap capture device can 
capture •up to four plain fingers in one scan, The rolled image in contrast, must be 
captured one finger at a time. Rolled images requires operator guiding the rolling of 
each finger. The operation difficulty in capturing rolled image rules out its use in the 
UID system. 

Number of fingers 

In general, every additional finger increases accuracy and improves matching speed. 
Quality of finger image among the fingers is correlated. Still, two poor quality finger 
images are better than one poor quality finger image. Considering the fingerprint 
quality of rural workers, the Committee recommends capturing prints of all ten fingers, 
the maximum possible. 

Device characteristics 

Device characteristics cover scan resolution, pixel depth and dynamic range. A higher 
resolution deyice does not necessarily produce better images 6 . The biometrics sample 
captured'during enrolment needs to be the best sample possible. Therefore following 
best practices of leading countries, the Committee recommends the use of EFTS/F 
certified devices that operate at level 31 or above. 

i 

Capture & quality check 

Once the image has been captured, one can perform basic quality check and image 
improvement, The enrollee must be asked to retry enrolling if the image quality is poor. 
The algorithm can assign image quality score. The quality threshold score is an 
important decision. Images captured with a NIST Fingerprint Image Quality (NF1Q) 
value of 4 or 5 normally should not be used for enrolment purposes. 


6 It should be noted that two devices’* with Identical scan resolution, pixel depth and 
dynamic,range do not provide similar quality images. A number of laboratory tests have 
shown that a 500 dpi device from one vendor performs better than a 1000 dpi device of 
another vendor. Nevertheless, these attributes are the only transparent way to specify 
the minimum device requirements. 
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Operational 

The single most important factor in obtaining better image quality is the operational 
process, While there are many qualitative factors in designing good operational 
processes, the following have been shown to be critical factors: 

1. Operator Assistance: Operators will be trained to guide the enrollee's hand and 
apply pressure if necessary to obtain best possible image quality. 

. 2. Cdfr^aive measures & retries: If the initial capture is unsatisfactory, the . 
operator will be trained to provide corrective measures such as wiping fingers 
with a wet cloth or applying lotion. Only after all such measures are exhausted in 
five attempts, will the operator be able to override the (forced capture) quality 

gate. 

Storage and Transmission 

Once the quality check is complete, the image needs to be retained. The data format of 
storage should be such that other applications can access the data. 

Compression 

Biometric data are national assets and should be captured and stored for long-term use, 
To preserve the quality, the Committee strongly recommends uncompressed images. 
Transmission of images may be made in JPEG 2000 or WSQ lossless compression for 
legacy or compatibility purposes, Any form of lossy compression is not accepted. In 
uncompressed mode, the total storage required for the entire population is 10,000 TB, 

i 

Storage format 

ISO standard prescribed format is sufficient for our needs. 

*<• 

De-duplication minutiae format 

The minutiae representation has been standardized, However, the standardization 
allows vendor proprietary data fields. The trade-off is between performance and 
accuracy through enhanced minutiae data versus higher level of vendor dependence. 
Based on the accuracy and performance trade-offs reported by NIST, it Is acceptable to 
use the proprietary format of the extractor-matcher of the vendor selected for de- 
duplication. 

Multi-finger fusion 

Different algorithms are available .to obtain consolidated score [7] and [28], The 
selection of the algorithm will make material difference to the overall accuracy. ISO and 
other bodies do not make recommendations, nor do they provide empirical study. The 
U1DAI will conduct its own analysis to identify the best multi-finger fusion algorithm. 

Authentication 

♦ * • 

The authentication process consists of steps similar to the enrolment process, but its 
requirements for accuracy, performance and interoperability are different. Since the 
authentication process is performing 1:1 verification, the captured image may be of 
lower quality compared to the image captured during the enrolment process. 
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Image capture 

Number of fingers ' 

It is obvious that a fewer number of fingers should be required for verification to 
achieve a satisfactory accuracy target. A single finger will be sufficient to provide the 
minimum standard of accuracy requirements. Applications requiring higher levels of 

accuracy may need additional fingers. 

Any finger option 

The normal practice is to use one specific finger, say the index finger for verification. 
However, current technology could allow the person to scan any finger. This is not 
merely a question of convenience. Certain fingers, depending on the condition of the 
finger, will perform better in matching. While one cannot easily determine this a priori, 
any frequent user will learn it by experience. This improves subsequent user experience 
and could potentially improve match accuracy. 

Retry , 

The decision on number of retries has different implications during authentication. In 
case of enrolment, the final, decision is to take the "best possible" image, The operator 
can thus ''force capture". In case of authentication, the operator needs to find an 
alternate method of authentication if fingerprint verification fails. The 
operator/application would not know the cause of verification failure, The failure could 
be because the fingerprint did not match or image capture did not produce sufficient 
quality image for matching. In both cases, the match score is low enough for the system 
to declare "no match". A timeout will be implemented in service after five attempts. 

• • 

Device characteristics ... 

Device characteristics cover scan resolution, pixel depth and dynamic range. Higher 
resolution does not necessarily produce better images. Considering the UIDAI's goal of 
.making authentication ubiquitous and the availability of low cost new technology 
devices, the Committee has defined a new standard for the scanner used in the 
authentidati/n process. It is envisioned that the U1DAI will provide certification criteria 

for this standard. 

Transmission format 

The captured image needs to be sent to the UID server for matching in real time, Two 
factors will decide the format of the image to be sent. Ifthe transmission bandwidth is 
low, it is prudent to send as little data as possible. On the other hand if the computing 
device associated with the capture device has very limited processing power, it is 
prudent to do minimal amount of local computation, In the first case, the transmission 
will contain extracted minutiae. In the second, it will contain the compressed raw image, 
For example, a capture'-device connected to a computer communicating over a mobile 
network could send minutiae by performing local extraction, A dedicated image capture 
device with built-in network connectivity is able to do little local processing and may 
send raw image, . • 

The UID software will support raw image format, compressed image format as well as . 
ISO standard minutiae format to be transmitted, in order to provide maximum ' 
flexibility during authentication. It is understood that raw or compressed image will 
give a higher level of accuracy. 
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Compression 

If the raw image is to be sent, JPEG 2000 compression is recommended, WSQ 
compression may be acceptable for legacy purposes. A compression of up to 15 is 
acceptable. While uncompressed image will be accepted, it is not recommended. JPEG 
compression is not accepted. There is sufficient data to indicate that compression ratio 
of 15 does not affect verification accuracy. Compression is not relevant if minutiae data 
is to be sent for verification. 

Minutiae format 

As discussed/ih the previous section, the biometric sample being transmitted could be 
minutiaedata or image. If the data is minutiae and the UID server has matcher that best 
pairs with the extractor used by the authenticating agency, it will use the proprietary 
data. If the server does not have matching matcher, it will only use "standard" minutiae 
data. . 


■ i 
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Iris Image Best Practices 

Compared to fingerprinting, iris capture is less studied and 1 ^d^Nosuch 

example fingerprint scanners are tested and certified per EFTS/F standard. No wen 
equivalent iris device certification is available. It is necessary to provide greater numb 
of parameter specifications to ensure quality iris capture. 


Figure ^summarizes key decisions for UIDAI iris design. 



Enrolment 

Image 


Device Characteristics 

.Operational 

Quality Assessment 
Compression & Storage 


Authentication 


M, R 


R, S 


Two eyes, > 140 pixel image diameter (170 pixel 
preferred), image margin 50% left and right. 25% 
top and bottom of iris diameter 

Tethered, autofocus, continuous image capture, 
exposure < 33 milli-second, distance >300 mm for 
operator control, > 100mm enrollee control 

Operator controlled strongly preferred. No direct 
natural or artificial light refection in the eye, 
capture location: indoor. 

Per IREX11 recommendations 7 

ISO 19794-6 (2010) data format standard as 
tailored in Section 11. 

JPEG 2000 or PNG lossless compression, K1ND_VGA 
of Table A.l of ISO 19794-6 (2010). 

Same as enrollment except 
One and/or two eyes 
JPEG 2000 

KIND.CROPPED of Table A.l 


Figure 0 Iris 

The remaining section has a brief explanation of each decision. 


7 IREX II study conducted by NIST will be published in April 2010. It will provide 
definite empirical result of impact of image quality on matching accuracy and speed. For 
fingerprint the analogous study resulted in creation of NFIQ, NIST Fingerprint Image 
Quality algorithm. IREX II will be a normative annexure to ISO 19794-6 (2010). 
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Enrolment 


CaDture of two eyes simultaneously provides several advantages 0 . Iris pattern of each 
eye is notcorrelated, giving two independent biometric features sets.® ss , 1 
assignment of left and right eyes and allows for more accurate estimation of roll angle. 

In order to obtain good quality template, the Iris image diameter should be minimum 
140 native pixels. The Committee recommends 170 pixels for optimum quality. 

in order to retain sufficient image surrounding of the iris for the purpose of identifying • 
the left or right eye as well as for a more accurate iris segmentation, the margins around 
St “ portion of the Imago need to bo at l,»t 50% of the Irk diameter on the oft and 
right sides of the image, and a least 25% of the iris diameter on the top an 
the image, 

Device Characteristics ..... • 

In the typical enrolment setup, a computer will be connected to the biometrics de 

to constitute the enrolment station. A tethered biometrics device provides several 

advantages over a stand-alone device. First, it allows the images to be associated wi ^ 

the enrollee demographic data at the point of capture, thus reducing possible errors. In 

villages where a power source may be difficult to obtain, it is simpler to supply power 

from the computer. 

Iris capture is a new experience for the public[34]. It is faster and simpler for the 
operator to adjust the camera instead of the enrollee positioning himself/herself at the 
right distance or in the right posture. It is recommended that the capture, device should 
be more than 300 mm away from the enrollee to be considered non-intrusive. The 
capture device should use auto focus and auto-capture functions. In special 
circumstances where the enrollee has to position himself or herself, the capture device 
should've more than 100mm away but the device should use a visor or other 
mechanical alignment aid to enable the enrollee to position themselves. 

In order to provide an acceptable level of usability and ease of alignment, the camera 
must allow for some variability in the position of the iris center relative to the camera. 
This variability is defined by position tolerances in the horizontal, vertical, ana axial 
dimensions that together define a volume (the "capture volume") within which the 
center of the iris must be located in order to enable image capture. For two eye capture 
devices, the capture volume dimensions for devices without mechanical alignment aids 
are 19 mm wide, 14 mm high, and 20 mm deep, and for devices with such aids, 19 mm 
wide, 14 mm high, and 12 mm deep. . 

The ability of an iris image capture device to suppress motion blur and to freeze motion, 
is a function of exposure time. The maximum allowable value for the exposure time is 
less than 33 ms, recommended being ISms. 

The iris image capture device must be capable of capturing light in the range of 700 to 
900 panometers. The camera’s near infrared illuminator(s) must have a controlled 
spectral content, such that the overall spectral imaging sensitivity, including the sensor 
characteristics, transfers at least 35% of the power per any 100 nm-wide sub-band of 
. the 700 to 900 nm range, 


8 Material derived from [32] 
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The iris image capture sensor shall use progressive scanning. 

In order to achieve acceptable time-to-capture and FTA rates, the iris image sampling 
frequency must be at least 5 frames per second. 

The capture devices typically provide infrared lighting using LEDs to illuminate the iris. 
The illumination is in a range partly visible to the human eye. Illumination shall be 
compliant,^ illumination standard IEC 825-1 and safety specification ISO 60825-1. 

In order to achieve acceptable recognition accuracy, the iris acquisition sensor must 
achieve a signal-to-noise ration of at least 36dB. 

Within the frequency range of interest, 700 to 900 nm, the iris sensor shall generate 

images with at least 8 bits per pixel. 

Operational considerations 

As mentioned earlier, it is strongly recommended that the operator and not the enrollee 
handle the capture device. The enrollee will be required to sit (or stand) in a fixed 
position, like taking a portrait photograph; the operator will adjust the camera. 

The iris.capture device or the connected computer shall be able to measure the iris 
image quality. The best practice recommendation is that an initial image quality 
assessment should be done to provide feedback to the operator during the capture ' 
process. The device should alert the operator if the captured iris image is of insufficient 

quality. 

The iris capture process is sensitive to ambient light. No direct or artificial light should 

directly reflect off enrollee's eyes. 

■ 

Segmentation and feature extraction 

Segmentation and feature extraction remain proprietary. As reported in the IREX study, 
the vendor providing segmentation does not have to be the vendor providing matching 
algorithm. In fact, best of breed selection appear to be superior to any single-vendor 
solution. 

Quality assessment 

It has been noted that image quality is the single most important factor for match 
accuracy. IREX II study is underway to quantify and provide best practices 
recommendations on the image quality. The report, expected in April 2010, will become 
the normative annexure to ISO 19794-6 (2010). Therefore the Committee will defer 
detailed quality recommendations until publication of the standard. 

One method widely used for ensuring good iris images is recommended here. An Iris 
camera takes'streaming images. It is recommended that the device take successive 3 to 
7 images aria use local matching algorithm to match them against each other (after 
feature extraction). The image is considered to be of satisfactory quality if hamming 
distance of the match is below 0.1. 

Compression and storage 

The iris images, like fingerprints are considered to be national assets. They should be 
stored in ISO standard format using either JPEG 2000 or PNG lossless compression 
(KIND.VGA). It is expected that each enrollee will require 150 Kbytes of storage space, 
thus requiring total storage space of 200 Terabytes for the entire population. 
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Authentication 

For 1:1 verification, any one eye will suffice, though application may require higher- 
level assurance whereby both eyes can be verified. Iris verification requires the image 
to be sent to the server for matching. It is recommended that the image be compressed 
to KIND.CROPPED.AND.MASKED or KIND.CROPPED using JPEG 2000. Resulting image 
size will between 2KB to 10 KB. Any of the larger formats specified by the ISO standard 
are acceptable, though not necessary. 
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Biometrics Accuracy _ 

The consequences of FAR and FRR during authentication are central to.the judicia 
design of the UID system. FAR determines potential number of duplicates, FR 
determines number of enrolments necessitating manual check, hence labor cost. While 
trade-off between the two rates is certainly possible, there are upper bound 

requirements for each. Upper bound for each rate is set at 1%. 

No empirical study is available to estimate the accuracy achievable for fingerprint under 
Indian conditions. Indian conditions are unique in two ways: 

. Larger percentage of population is employed in manual labor, which normally 

produces poorer biometric samples. 

• Biometric capture process in rural and mobile environment is less controllab e 
compared to the environmental conditions in which Western data is collected. 

To estimate achievable accuracy under Indian conditions, following methodology was 
employed: 

1, Estimate achievable accuracy under Western conditions for a one billion sized 
database, 

2, Estimate difference in image quality between Western and Indian conditions. 

3, Using image quality, estimate change in achievable accuracy under Indian 

conditions. „ , .. . 

There is no indication to believe that iris accuracy changes from one racial/geographical 

population to another. However, no definitive study is available. 


Step 1: Estimating achievable accuracy 

NIST reports FAR of 0.07% at FRR 4.4% for 6 million fingerprint gallery size using two 
plain fingers [21]. Similar results were reported for FBI's IAF1S System of 46M san )P les> 
It is safe to conclude that 99% accuracy (TAR) can be achieved for database size of 50 

million. ' 


• 

Thresholds 
1300,1880 

Thresholds 
1400, 2025 


Shape 

Filter 

FAR 

TAR 

FAR 

TAR 

Matches per 

Second 

Off 

0.30% 

96.3% 

0.07% 

95.6% 

734K 

On,- 

0.32% 

96.1% 

0.07% 

95.5% 

1035K 


/ 

Figure 9 Two-finger identification accuracy 

Several NIST reports allow us to estimate the scaling of above data for larger gallery 
size and for ten fingers. 

• False Acceptance Rate is linearly : ;proportional to gallery size at constant TAR as 
shown in Figure 11. 

• False Rejection Rate does not vary over gallery size as shown in Figure 12. 

• Based on these findings, one can expect that on a database size that is 200 times 
larger (1.2 billion versus 6 million);'the same system will have an FAR of 
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approximately 0.07*200 = 14%. The FRR can be expected to be .boot 4% based on 

number of lingers for the same FRR 


it I. _1 

Number of Fingers 

FRR % 

FAR % 
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Based on the above and reviewing underlying data, one canballpark a 1,000 ^ 

improvement in FAR between two-finger ma cof 14% should be expected 
other things being equal). So the ™ ^'^S.UsVng further - 

to be 1,000 times less, that is, to 0. o rhanee in FRR, this number is 

conversation factor of 10X change in FAR resu ^ words , NIST data Indicates de- 

S,SS^“^=r tbe» I9S» is achievable for ten-finger matching . 
against a database size of one billion, 
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Step 2: Image quality difference 

It has been shown that match rates accuracy can be estimated from the fingerpnn 
Image quality score. NIST classifies scores into five bins. Western data accuracy rates for 
the bins are shown in Figure 13. Bins 1 and 2 are nearly identical, producing dose to 
990/0 true match in 1:1 verification. Bins 4 and 5 result in unacceptably low true match 
rates Of particular note is bin 5, which could result in as low as 80% match rate (or • 

20% false accept rate]. 



In a "typical” sample analyzed to arrive at the above rate[24], NIST has bin disti ibution 
shown in Figure 14 and Figure 15. Bins 4 and 5 in both datasets are less than 5% of the 
total sample. 




* 
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Figure 14 US-VIS1T Image quality distribution for right index finger . 


Figure 15 US-VISIT image quality distribution for left Index finger 



Indian Ground Conditions 

The research'team at HIT Delhi focused on the ability to leverage image quality 
assessmen?tools in (1) analyzing the input biometric samples that are obtained from 
diverse; disparate sensors and (2) characterizing the samples based on the quality and 
amount of information present. Using three fingerprint databases, fingerprint image 
quality based experimental evaluation was performed. 

1. DB1. This database contains images from 27 urban individuals (or 1350 images) and 
81 rural individuals (or 1620 images). This database is prepared using single 
Impression sensor meeting FIPS 201APL and FBI Image Quality Specifications. 

2. DB2. Images captured using slap scanner. This database contains slap images from 
over 20,000 individuals. Each slap fingerprint image was segmented using a 
commercial segmentation tool. After segmentation, the database contained 200K 
images. The four-finger slap sensor was EFTS/F certified and operated at level 31. 

3. DBS. Pre-segmented rural slap database pertaining to about 5600 individuals 
(around 56,000 Images). The four-finger slap sensor was EFTS/F certified and 
operated at level 31. 

Using DB1, experimental test bed and statistical tests were prepared, followed by 
evaluation using DB2 and DB3. Using NIST provided Fingerprint Image Quality software 
(NFIQ), images were classified in to bins according to the image quality score. The bin 
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distributions for Indian databases are shown in Figure 16 through Figure 19. Of 
particular interest is significantly large bin 4 & 5 numbers for DB2 as well as DB1 rural 
sample. In contract, DB3, another rural area shows exceptionally high bins 1 and 2. . 



Figure 16 Image quality score distribution for DB1- Urban sample 



Figure 17 Image quality score-'distribution for DB1 Rural sample 
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Figure 19 Image quality distribution for I)B3 



Step 3 Comparison & quality estimates 

Since, DB2 and DB3 databases have only a single impression per finger, it is impossible 
to compute ROC or CMC plots and compute recognition accuracies. However, using 
existing Webern results[24], it is possible to closely predict the expected fingerprint 
recognition performance. 1 

Figure 20 and Figure 22 compare quality of left and right index finger respectively. 
Against x axis of accuracy (FAR), it shows cumulative bin score. Line over the Western 
curve (blue line) indicates that expected accuracy of the sample will be better than that 
of the Western population. Any points below the Western curve indicate that expected 
accuracy of that sample will be worse than the Western population. 

DB3 shows quality superior to Western image quality while DB2 shows significantly 
inferior quality. While both samples are from two different rural areas of two different 
states, the expected accuracy is vastly different, 
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Figure 20 Right index finger comparison 


Source 

Bin 1 

Bin 2 

Bin 3 

Bin 4 

Bin 5 


0.37% 

0.83% 

1.31% 

2.16% 

4,77% 

NIST 

27.28 

33.32 

35.37 

2.23 

1.8 

NIST - Cum 

27.28 

60.6 

95.97 

98.2 

100 

DB2 

15.87 

40.08 

28.88 

0.99 

14.18 

DB2 - Cum 

15.87 

55.95 

84.83 

85,82 

100.00 

DB3 •' 

49.73 

30.51 

16,97 

2 

0.79 

DB3 - Cum 

49,73 

80,24 

97.21 

99.21 

100.00 


Figure 21 Right index finger numerical data 
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Figure 22 Left index finger comparison 


NIST • Cum 
DB2 - Cum 
DB3 - Cum 


Source 

Bin 1 

Bin 2 

Bin 3 

Bin 4 

Bin 5 

* 

0.43% 

0.73% 

1.24% 

2.28% 

5.73% 

NIST 

30.83 

29.78 

34.08 

2.88 

2.43 

NIST - Cum 

30..8 3 

60.61 

94.69 

97.57 

100 

DB2 

18.99 

39.36 

25.87 

0.90 

14.88 

DB2 - Cum 

18.99 

58,35 

84.22 

85.12 

100.00 

DB3 

57.25 

25.77 

13.8 

1.87 

1.31 

DB3 - Cum 

57.25 

83.02 

96.82 

98.69 

100.00 


Figure 23 Left index finger comparison 
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Conclusions . 

NFIQ results on the databases seem to be encouraging especially if the fingerprint 
images'are captured using good operational processes. For the majority of images, 
quality scores vary from excellent to good. Using these images, the typical performance . 
of fingerprint feature-extraction and matching should meet expectations. Therefore, to 
achieve good recognition accuracy, good quality images should be collected using 

optimized operational mechanisms and good sensors. 

» * 

• The UIDAI can achieve fingerprint accuracy of a quality similar to developed 
countries. There is good evidence to suggest that Indian rural data may be as good as 
developed country settings when proper operational procedures are followed and 
good quality devices are used. 

• It is possible to closely predict the expected fingerprint recognition performance. In , 
the experiments, it is observed that, at 95% confidence, DB2 is expected to show 
lower accuracy compared to the Western data whereas DB3 is expected to achieve 
similar accuracy (for Q = 1, 2, and 3,99% TAR with about 1% FAR). 


* 
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It is believed that DB3’s improved image quality is due to better operational 
procedures, A few simple methods were used in DBS data collection, such as: 

1 , Using wet towels to remove dirt and moisten dry fingers 

2 , Using minimum quality threshold to ensure that extra efforts are made to 

capture good prints from hard to obtain fingers and 

3, Keeping scanning devices in operational order 

These.resulted in exceptionally good bin 1 and 2 distribution. 

It is also observed that the slap fingerprint segmentation tools require some prior' 
training for Indian databases. After some training, segmentation results improve by 
2-3%. This also suggests that in deploying a biometrics Cfingerprsys em, : a 
carefully designed a priori training set and procedure will help in improving 

performance. 

, since NFIQ tool is trained using Western data, there are around 4-5% errors in 
correctly assigning the quality scores in the Indian fingerprints. It might be possible 
to tune the tool to Indian data. 

. When the fingerprint images in DB1 (rural and urban setting), specifically those 
causing errors were analyzed, it was found that there are some specific causes that 
are more/elevant in the Indian sub-continental region compared to Western and 
European countries. Lawsonia Inermis (commonly known as henna or mehandi) can 
cause significant differences in the quality of fingerprint images. Widely used by 
women in the Indian sub-continent during festivals, henna is applied on 
hand/fingers and when applied, fingerprint sensors may not properly capture 

fingerprint features. 

• On analyzing the quality distribution of each finger in every age group, it is difficult 
to generalize little fingers as useful or not. Similarly, it is not possible to generalize 
that, a particular age group or gender conforms to lower or higher quality scores 

and hence better/worse performance. 

Finally, it is strongly recommended that carefully designed experiments and proper 
statistical analysis under pilot should be carried out, to formally predict the accuracy of 
biometric systems for Indian rural and urban environments. 

Face identification _ . 

Face image; uncorrelated to fingerprint image, can be utilized in uvo ways. Face Image 
can be independently matched using automatic matching algorithm and the results 
fused together to achieve higher net accuracy. NIST reports improved accuracy using 
fingerprint and face image score fusion [28], It should be noted that face image a one 
provides low accuracy rate. A more practical method is hierarchical matching where 
false match rate can be improved by comparing face images of suspected duplica es 
obtained in fingerprint matching. In the former, the entire database has to be used as 
gallery, making the matching prohibitively expensive. In the later, gallery size is small, . 
tVDlcally 1% of database. The hierarchical method improves FRR (which reduces 
manual duplicate check) but does not directly improve FAR (which results in duplicates 

in the database). However, one can trade off FRR to improve FAR. 
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Iris 


Iris has been shown to provide accuracy comparable to fingerprint. NIST Iris test 
provided accuracy rates shown in Figure 24[10], T. Mansfield of National Physical 

Laboratory [33] reports low FAR for small sample. 
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Figure 25 FAR and FRR of various biometric identifier 


Fused Accuracy 

A large body of literature documents the benefits of information fusion in a variety of 
fields including search, data mining, pattern recognition, and computer vision, Fusion in 
biometric is an instance of information fusion, A strong theoretical base as well as 
numerous empirical studies.has been documented that support the advantages of fusion 
in biometric systems [1], The main advantage of fusion in the context of biometrics is an 
improvement in the overall matching accuracy. Depending on the fusion method, the 
matching speed may also be improved significantly, Dr. Phalguni.Gupta and his team 
report a study of fusion of fingerprint with iris [7], They show a substantial 
improvement in matching accuracy by combining one iris with one finger. There is no 
empirical data available for Indian conditions though there is strong theoretical 
evidence that among all economically and technically feasible biometrics modalities, 
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combined fingerprint and iris has potential to provide maximum accuracy in Indian 
conditions, 
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ISO/IEC 19794-2:2005. Biometric data interchange formats - Part 2: Finger minutiae 
data 

ISO/IEC 19794-4:2005. Biometric data interchange formats - Part 4: Finger Image data 
ISO/IEC 19794-5:2005. Biometric data interchange formats - Part 5: Face Image data 
ISO/IEC 19794-6:2005. Biometric data interchange formats - Part 6: Iris Image data 
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Introduction 

The UID Authority of India conducted a Proof-of-Goncept (PoC) study of biometric 
enrolment from March 2010.to June 2010 in the predominantly rural areas of Andhra 
Pradesh, Karnataka, and Bihar. The UIDAI also carried out the biometric enrolment of school 
children in the vicinity of Bangalore. About seventy five thousand people in all were enrolled 
during the first phase of the PoC study, and sixty thousand of the same people were re¬ 
enrolled during the second phase after a gap of three weeks. 

Prior to conducting the UIDAI PoC, there was insufficient reliable biometric data available 
for residents of India that could be used to analyze and reach conclusions relevant to the 
implementation of the UID program. In addition, outside the state of Andhra Pradesh, there 
was no significant history of collecting iris images. In the last five years, iris image capture 
devices have gone through significant techno logical advances. There was however, limited 
data available from anywhere in the world regarding the ease of iris capture, as well as the 
usability of iris images in the case of minors. Therefore, the UIDAI felt it necessary to 
conduct Proof-of-Concept studies for biometric enrolment in several states, and analyze the 

data, ui 

This report chronicles these Postludes. The report consists of a narrative of the activities, 
observations and conclusions based on numerous visits to the enrolment sites, and 
conclusions inferred through i) the statistical analysis of the processes and ii)by biometric 
analysis 'of the data collected during the studies. 


In the study, face photos, iris images, and fingerprints of all ten fingers were captured. The 
ten fingerprints were captured in two different ways: first using a slap device, and then using 
a single finger device. Rural areas were emphasized in the study for two reasons. One was the 
uneven quality of fingerprints expected from rural workers whose fingerprints could be worn 
out by prolonged physical labour. The second was to test the UIDAI’s ability to carry out 
biometric enrolment in locations representative of the majority of India s infrastructure, i.e. in 
areas with limited access to electrical power, proper lighting, and other support systems. 


i 

Objectives 

The enrolment PoC was conducted to evaluate technical, operational, and behavioural 

hypotheses related to both the use of biometric devices and the overall enrolment process 

itself. It was also conducted to establish a baseline for the quality of biometric data that could 

# * 

be collected in rural India. 


Technical objectives 

, »c 

i) Measure the biometric quality that could be achieved in rural Indian conditions 

ii) Understand the difficulty challenges in capturing iris images, 
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iii) Determine suitable ergonomics in the use of the biometric devices, and understand the 
optimal overall layout of the enrolment station. 

Operational objectives 

i) Carry out a time and motion study through observation, as well as analysis of process data 
collected through the client software. 

Behavioural objectives 

• i) Understand how people in rural India would respond to the capture of iris images. This was 
an important goal, since data on the experience of the public with iris capture devices is 
limited, compared to studies on fingerprint capture. 

ii) Overall response of enrolees to the entire biometric capture process in the PoC needed to 
be understood 

There were also more intangible lessons that would be directly applicable to the actual UID. 
enrolment, since the PoC was designed to mimic UID enrolment. For instance, it was 
expected that the PoC experience would enable the UID team to tailor biometric enrolment 
best practices to be more applicable in Indian conditions. 

t * 

Executive summary of outcome 

1. The PoC successfully conducted over 135,000 biometric enrolments. The relative ease 
of conducting the operation confirmed that biometric enrolment conforming to UID 
• standards of quality and process was indeed possible on a large scale in rural India. 
The tdtal biometric enrolment time for each individual, on average, was a little over 
thrde minutes. Of this, iris enrolment took a little under a minute, and was not 
perceived to be excessively difficult either by the resident or the enrolling operator^ 
Specifically, many blind people had their iris images captured (For details, see table 
Page 19) 


2, Multiple fingerprint scanners as well as iris capture devices were used in the PoC, and 
they performed according to expectations. The PoC was dispersed geographically and 
included many rural,, often remote locations across three states. The enrolment was 
typically conducted with minimal infrastructure and sometimes in extreme weather 
conditions. Enrolees varied in age all the way from four years to about ninety years of 

age. . ’ ‘ „ 

•I 

3. ' Older people took longer to enrol than younger people, and enrolees whose 

employment involved manual work took longer to enrol than the rest of the PoC 
population. Older people needed more assistance from operators to capture of their 
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' biometrics. However, the range of enrolment times observed was well within 
expectations and was not seen as making enrolment impractical. 


4. 


5. 


The enrolment variations tested in the process led to the conclusion that the best 
process was one where the enrolee remained stationary during enrolment and the 
operator did the positioning of the devices. 


The enrolment of children in the school showed that children in the age range of four 
to fifteen could be biometrically enrolled using the same process as that used for. 
adults and with no additional difficulty. The match analysis also showed that their iris 
images and fingerprints could be-deduplicated as accurately as those of adults. 


6. The quality of the biometric capture was sensitive to the setup of the enrolment station 
and the process itself. Most importantly, the enrolment operator’s instructions made a 
‘ significant difference in the efficiency of the biometric capture. 


7. The quality check process built into the enrolment software was very important and 
provided helpful feedback to the operator in capturing high quality images. 


8. 'The biometric matching analysis of 40,000 people showed that the accuracy levels 
achieved using both iris and ten fingerprints were more than an order of magnitude 
better compared to using either of the two individually. The multi-modal enrolment 
was adequate to carry out deduplication on a much larger scale, with reasonable 

expectations of extending it to all residents of India. 


Chronology of planning and execution 

It was decided that the PoC would be done in three states: Andhra Pradesh, Karnataka, and 
Bihar. At least 20,000 sets of biometric data had to be collected in each state. To analyze the 

accuracy of biometric matching, the same set of biometric samples had to be collected again 
after a suitable time lag of three weeks. -In order to ensure that the 20,000 sets of duplicate 

data could be collected, the initial enrolment target in each state was 25,000. This would 
allow for a minority of people not showing up for re-enrolment during the second round. 

The regional offices of the UIDAI in conjunction with the technology team worked with the 
state governments to plan the PoC. In Andhra Pradesh and Karnataka, the Food &Civil 
Supplies department was designated the nodal agency for the PoC study. In Bihar, the PoC 

was done in conjunction with enrolment for the NREGS e-Shakti project. 

Choice of locations - • 

The following factors were considered while choosing locations for the PoC. 

i) The enrolees at the PoC locations had to be representative of the Indian population 
, , in biometric quality. This meant that over eighty percent of the PoC locations 
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• • 

were rural, since the majority of India lives in villages. However, the remaining 
twenty percent of the PoC sites were urban locations close to large cities, in order 
to have urban areas well represented in the biometric samples collected. 

ii) A further consideration was that the rural locations should be at least fifty 
kilometres away from the large metropolitan areas, such as Bangalore or 
Hyderabad. This was done since a sampling of closer locations showed that the 
working population of the villages close to metropolitan areas typically commuted- 

' - to urban locations for work, and in general, the population was more 

representative of urban populations. 

iii) The goal of the PoC was to collect data representative of India and not necessarily 
to find difficult-to-use biometrics. Therefore, extremely remote rural areas, often 
with populations specializing in certain types of work (tea plantation workers, 

• a areca nut growers, etc.) were not .chosen. This ensured that degradation of • 
biometrics characteristic of such narro w groups was not overrepresented in the 
sample data collected. 

iv) For the three PoCs (apart from the school PoC), the goal was to enrol adults. In 
Karnataka and Bihar, only residents above 18 years were allowed to enrol. In . 
Andhra Pradesh, adults were encouraged to enrol and very few minors actually 
enrolled. 

The state nodal agencies in collaboration with the UID team and the enrolment agencies 
accordingly selected a set of locations to conduct the PoC. In Andhra Pradesh and Karnataka, 
two districts each were chosen for the PoC. In each district, tive villages were selected for 

enrolling people. In Bihar, the villages scheduled for PoC enrolment was decided by the e- 

» , * . % 

Shakti schedule. 

The PoC was subsequently conducted in ten villages each in Karnataka and Andhra Pradesh,. 
and in over thirty villages in Bihar. The choice of villages across states met our goal of 
geographic diversity since the PoC locations were widely dispersed 

Within each village, the enrolment location selected was usually the local primary school or 
other public building (photos below). The enrolment agency brought computers, biometric 
devices and related equipment. In most areas, one or two power generators were also brought 
to provide reliable power for lighting and computers. The enrolment was carried out using 
locally available furniture. 

PoC enrolment was also conducted in the Deputy Commissioners’ offices in Mysore and 
Tumkur cities. Finally;';PoC enrolment for school children between 4 years and 15 years was 
conducted in a Bangalore school. In Karnataka, the villages chosen were those with Gram 
Panchayat offices, i.e., larger villages. In Andhra Pradesh and in Bihar, this was not always 
so. The following is the list of PoC locations. 
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Figure 1 Typical PoC Enrolment location 
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Figure 2 Typical PoC Enrolment room 
Biometric devices 

Fingerprint scanners and iris capture devices from three different vendors were used in the three 
PoC states. In Karnataka, the iris devices were from Iris ID (formerly LG Iris) and the fingerprint 
devices were from Morpho (formerly Sagem). In Bihar, the fingerprint scanner and the iris capture 
device were both from Crossmatch Technologies. In Andhra Pradesh, the fingerprint scanner and iris 
capture devices were both from L-l Identity solutions. In Andhra Pradesh, both a single-eye iris 
capture device and a two-eye iris capture device were used. The Crossma'tch iris devices were 
binocular type, the L-l iris devices were hand-he.ld, and the Iris ID iris devices were mounted on 
tripods, but could also be.used-as hand-held devices. Using multiple devices added further to the 
diversity of the PoC process and later enabled us to match images captured using different devices. 

Preparation of enrolment agency and software 

Enrolment agencies who had already worked with the respective states on previous projects 
were chosen to implement the PoC by the respective state government agencies. The agencies 
were 4G ID solutions.in Andhra Pradesh, Comat Technologies in Karnataka, and SmarTech 
Technologies (an arm of Glodyne) in Bihar. In parallel, biometric devices were procured for 
the PoC. The biometric devices procured were the following: iris capture devices, iris and 
face capture devices, slap fingerprint;scanners, and single finger capture devices. 

The enrolment agencies had varying levels of biometric enrolment experience. The UID 
technology group worked with each agency to ensure adequate training and prescribed the 
process flow to be followed. 
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A reference implementation of the enrolment software was created to standardize the process 
and have a uniform look-and-feel of the application across all three states. However, since the 
devices used were different in each state, the enrolment software used in each state was a 
custom version which followed the reference design; The U1D technology team worked with, 
each of the three agencies to create the customized software to be used in the corresponding 
state.'There were also variations in the capture process followed, particularly in iris capture, 
because of the. variations in capture devices. 

A special feature of the enrolment software was that all biometric images went through a 
software quality check process. The quality check would indicate a pass or fail based on 
minimal acceptable quality of the image. If the quality check failed, the image would still be 
stored, but the operator would be required to recapture the image. The enrolment software 
entailed the operator to repeat the capture up to four times. The software ensured that the 
operator was not able to proceed to the ne?ct step until the recapture was done. 

One important aspect of the enrolment software was the capture of process data along with 
biometric and demographic data. Thus the number of capture attempts and timestamps 
captured at numerous points in the capture process were written into an XML file during 

enrolment. This enabled us to eventually carry out a detailed analysis of the process. 


Pre-enrolment field and data preparation 

The initial step was to work with the local authorities to find possible enrolment locations and 
make preparations for getting people to show up. The local authorities typically went house- 
to-house to inform residents about the date and time they were to enrol. The authorities would 

also be present at the enrolment centre to ensure that people did show up, resolve any • 
disputes among the enrolees and maintain order. The part played by the local authorities was 
consequently crucial to the success of the enrolment drive. 

The enrolment agency supervisors visited the locations to identify the most suitable building 
for the enrolment centre, ahead of the start of the PoC. They also arranged for the right 
furniture among what was available in the building and set up the enrolment stations to meet 

the PoC needs. One important point was that the table should not be too wide and the heights 

of the operator, and size of the chairs for the enrolee’should accommodate the biometric 

capture process. 

Additionally it was ensured that there was adequate space for people to wait outside since 
people crowding around the biometric stations would disturb the process. However, a few 
chairs were kept nearby for observers since it was felt that each resident observing the 
process before his or her enrolment would improve the person’s ease of enrolment. Posters 
describing the biometric process (shown in photograph below) were also put up at the door of 

the enrolment centre to help enrolees familiarize themselves with the process. 

* • 

In parallel, the demographic data of the residents of the local taluk or mandal was obtained 
from the food and civil supplies department and loaded into the appropriate laptops. Blank 


I 





forms were also kept at the enrolling centres to accommodate people who did not appear in 
the database, but wished to enrol. 

% 

Provisions were made for a bucket of water and towels for residents involved in manual work 
to clean their hands before enrolment. Also wet and dry clothes were kept at each enrolment 
station for assisting people with overly dry fingers. 



Figure 3 Poster describing biometric capture for residents to observe 


11 





i • • 




















































































Figure 4' Enrolment stations 
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Figure 5 Enrolment station 
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Enrolment Process 

The basic process and associated workflow enforced by the enrolment software'is described 
below. There were minor variations in each state due to the different devices used and the 
differences in demographic data collection; these variations are listed subsequently. 

1. The enrolee would arrive at the enrolling centre with an identifying card. The first 
station was a non-biometric station where the demographic information of the enrolee 
was either collected from the card or retrieved from an existing database. A form 
populated with the demographic information was then printed (or in some cases, 
forms were printed ahead of time) and any necessary corrections made. The 
demographic information collected was name, address, date of birth (or age), and 
occupation. 

During the second round of enrolment, the tear-off receipt (described in step 6) was 
used to identify the application number of the applicant. 

Following this the enrolee was sent to an available biometric enrolment station. 

2. Using the application number from the application form or first round receipt, the 
enrolee’.s demographic record was populated in the enrolment screen. At this point,, 
the operator would check for biometric exceptions (missing fingers or eyes) by asking 
the enrolee to show his/her hands. If there was an exception, it would be marked in 
the exception section of the screen, and the information would be stored in the XML 

i . 

file along with the demographic information. 

3. Once the above process was completed, the biometric capture would start. The 
enrolee would first sit down facing the operator and the face photo would be captured 
by a webcam. The enrolment software would then perform a quality check and crop 
the image. If the quality check or image cropping failed, the photo would be 
recaptured up.to a maximum of four total attempts. The cropped face photo would be 
shown on a small frame on the right and it would remain on display during the rest of 
the biometric capture (see Annexure 1 for screen shots). 

A white non-reflecting background screen was placed behind the enrolee’s chair to 
provide a uniform background for face photo capture, and ensure that the background 
portion of the photo quality check was met. While capturing face photo, the enrolee 
was instructed to look straight and keep his or her mouth closed. 

• * * 9 * • * • 

During the secohd round of enrolment, the. face photo from the first round of 
enrolment would appear on the application screen so that the operator could confirm 
that/he same person whose biometrics had been captured in the first round Was being 
re-enrolled. After confirming that the photo matched the enrolee, the operator would 
capture a new face photo which would be cropped, and replace the earlier photo on 
the screen. The photo would be stored along with the other biometrics in the second 
round database. 

* i . . 
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4. The iris images of the enrolee were captured with a single-eye or two-eye iris capture 
device. Based on the results of the quality check, the images would be recaptured for 

a maximum of four total attempts. While capturing iris image, the enrolee was 
•instructed to look straight into the LEDs, rectangle or other appropriate point 
(depending on the device), open his or her eyes wide (“look angry or glare”) and to 
not blink. 

• * 

5. The three slap fingerprint images (4-4-2), i.e. left hand slap, right hand slap, and slap 
image of the two thumbs, were captured. As above, based on the results of the quality 
check, the capture would be attempted up to four times. The slap fingerprint capture 
was done with the enrolee standing. This was to ensure that the person could apply 
sufficient pressure to be able to get good fingerprints. While capturing fingerprint 
images, the enrolee was instructed to open their hands, place their fingers flat on the 
platen in the correct position and press their fingers down firmly. 

*4 9 / 

6. Individual fingerprints of all ten fingers were captured using a single-finger capture 
device. The individual prints were matched with the corresponding prints from the 
segmented images of the slap fingerprint captured in step 4. If the fingerprints did not 
match, step 5 was repeated, while still not exceeding a total of four slap attempts for 
each type of slap capture. This capture was also done with the enrolee standing. 

7. If one or more of the enrolee’s fingers or eyes were missing, an exception photograph 
of the enrolee’s face along with both hands opened to show the missing fingers would 
be captured. This was in order to have a visual record of the missing biometrics. 


8. In the first round of enrolment, a tear-off receipt that was printed at the bottom of the 
application form was given to the enrolee, and the enrolee was asked to bring the tear- 
off receipt when returning for re-enrolment in the second round. 



Figure 6 Damaged finger example . Figure 7 Darcaged eye example 
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Process Variations 

1. Identifying document of enrolee: The enrolee would come to the enrolling centre with 
his or her ration card in the case of Karnataka and Andhra Pradesh. In Bihar, the 
'enrolee was asked to bring his or her job card. Neither of these cards would 
completely identify the individual since a single ration card listed all members of the 
family and each job card would list all adult members of the family. So, an additional 
digit was appended to the ration card or job card number to create an application 
number identifying the individual. 

Collection of demographic information: In Karnataka, a pre-printed form which had 
the relevant data for the enrolee was chosen from a stack containing forms for all 
residents of the village sorted by ration card number. This was handed to the enrolee. 
In Andhra Pradesh, a form containing the enrolee information was printed at the 
enrolment site and handed over to the enrolee. In Bihar, the enrolees were asked to fill 
in the form (if necessary, the enrolment agency employee filled the form for the 
• enrolee) and the data was then entered into the application. 

2. For ii;is capture, there were three variations in the three states: 

‘fh Bihar, a binocular type iris capture device was used. Ideally, the enrolees would be 
able to hold the iris device to their eyes unassisted, and wait for the iris capture to 
complete. In practice, the operator sometimes helped hold the device up, particularly 
in the case of older enrolees. 

In Andhra Pradesh, the operator held the device. The enrolee would stand up and the 
operator would bring the capture device close to the enrolee’s face and then move the 
device back slowly to capture the iris image. Both single eye devices and dual eye 
devices were used. Dual eye device were used for about 61.5 percent of the 
enrolments and the remaining were done used the single eye device. 

«* 

In Karnataka, a dual eye device was used and it was mounted on a tripod for a large 
part of the PoC. The resident would move his or her face slowly towards the device 
, ( and the device would capture the iris image at the appropriate distance. A small 
portion of the PoC was done using the iris capture device as a hand-held device, 
where the operator moved the device towards the enrolee’s eyes The PoC done later in 
the school in Karnataka also used the same dual eye device as a hand held device, 
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Figure 8: Karnataka- iris camera mounted on a tripod 


Enrolment software 

The enrolment software had the following screens (Annexure 1) 

1. Demographic data and biometric exception capture 

2. Face photo capture 

3. Dual iris capture 

4. Slap fingerprint capture - three slaps to capture all ten fingerprints ' . 

5. Capture of ten fingerprints using a-single finger device 

6. Capture of an exception photograph if necessary ' 

The following are a few noteworthy points related to the enrolment software: 

Once the face photo was captured and cropped, it was displayed on a small frame during the 
capture of all the other biometrics. This would allow the operator to avoid mistakes and avoid 
combining thebiometrics of two different individuals in one enrolment if there was an 
interruption halfway through the enrollment process. 

_ ; ' 

There wefe v/sual biometric quality indicators associated with each image, which the 

operator could use to quickly gauge image quality (Annexure 1), This was done to avoid the 
necessity for the operator to interpret quantitative scores. 
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The enrolment software would save time'stamps during each screen transition, i.e. when 
moving from one of the screens (1 to 5) listed above to any of the other screens. This was 
used to measure the “process” time associated with the capture of each biometric. The time 
measured was not directly related to the time spent by the device to capture the image. 

In the context of the UID, the time required for enrolment of each person was a very 
important factor since it directly translated into the resources needed. Therefore, it was 
important to record the overall “process” time related to the capture of each biometric and not 
only the device capture time. For instance, the time measured included the time spent by the 
operator giving instructions related to the biometric capture, the time spent in the enrolee 
positioning himself or herself for the specific biometric etc. 

Thus, the measured times may not be applicable in a different context. In particular, when the 
enrolee is experienced in the process and if selfenrolment is done, the conclusions reached 
here would not be valid. Also, the measurement was not designed to measure device 
efficiency beyond the UID context. • « 

The “process” timestamps and the number of attempts captured by the software allowed us to 
compute -average capture times and the average number of capture attempts per biometric. In 
conjunction with the age and occupation captured in the demographic screen, we were also 
able to analyse the average capture time and average number of capture attempts by age and 
by occupation. This was important since there are several occupations where repeated 
rubbing and scratching of fingers result in worn out fingerprints. 

Finally the software also indicated the number of fingers and eyes for which images could not 
be captured in each enrolment, because the corresponding finger or eye was missing or 
damaged. Even in these cases, the remaining biometrics were captured and the enrolment was 
completed successfully 

v * • * 

Re-enrolment Rates . 

One of the important goals of the PoC was to create known duplicates by having each enrolee 
come back after three weeks to be re-enrolled. During the planning of the PoC, there was 
apprehension that a significant number of enrolees would not come back for re-enrolment. 
This was a source of concern particularly in Karnataka and Andhra Pradesh, where the PoC 

* was not associated with any ongoing government benefits program and was a standalone 

0 , 

experiment. Therefore, Incentives were provided for enrolees to re-enrol. In Andhra Pradesh, 
and Bihar, each enrolee Was given seventy rupees following re-enrolment. In Karnataka, a 
small snack was provided both during the first round and during the second round of 
enrolment. Despite these efforts, the conservative target rate of re-enrolment was set at eighty 

/ ' toT 

percent. Therefore twenty-five thousand people in each state were targeted in the first round 
to generate matched pair of twenty thousand after the second round. Actual re-enrolment 
rates were very good and the enrolment agencies were able to reach the targets without much 
difficulty. 
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The following are the actual re-enrolment rates observed. 


as 

-y.V 


Karnataka Re-enrolment Rates 



0 



Andhra Pradesh Re-enrolment Rates 
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Observations 

The following are the observed average capture times and number of attempts 




The important process time averages are as shown below: 


Average biometric enrolment time for adults is 3 minutes 17 seconds 

Average biometric enrolment time for children (4 to 15 years) is 2 minutes 21 seconds 

• , • 

• • # . « 

Capture times analyzed by age, occupation, and gender are listed in Annexure 2 



The average time required for capture of face photo, fingerprints often fingers and iris image 
of adults was three minutes and seventeen seconds. Of this, a little over half the time was 
spent on fingerprint capture. The time for iris capture was a little below one minute, and face 
photo capture took over half a minute. The iris image capture time varied significantly_ by 
age, with people above eighty taking twice as long as people in their twenties. The variation 
in capture time of fingerprints was lov/er with the older group taking twenty percent longer 
than the younger group. One apparent anomaly in fingerprint capture times is that 20 to 30 
year old people took.longer to have their fingerprint captured than older people. This can 
possibly be attributed-to the fact that they may be engaged in occupations involving heavier 
physicaljabour and correspondingly more wear on their fingerprints than their older 
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counterparts. The average capture time for iris images and fingerprints for children were no 

worse than that for adults. This included the youngest children who were only four years old. 

# % 
The enrolment time also showed significant variation by occupation, with the occupations 

involving physical labour showing longer enrolment times. For example, agricultural 
labourers took about one-third longer to have their fingerprints captured compared with 
public and private sector employees and other white collar workers. Similarly, for iris 
capture, the variation was over thirty percent. * • 

There were many blind people who had their iris captured successfully. This was because 
even though they were blind, their iris was intact. Similarly, many people with worn 
fingerprints had their fingerprints successfully captured. The table above shows that the 
percentage of residents enrolled with one or more missing fingers was only a little over one 
percent and the percentage of enrolees with one or both eyes missing was less than one 
percent of the total enrolee population. 

The enrolment PoC for children showed that the process of enrolling children in the age 
range of four to fifteen was not significantly harder than that of enrolling adults. 

Process observations 

An important conclusion reached was that the best possible way for conducting biometric 
enrolment was to have the enrolee be stationary and have the operator do the positioning of 
the device. _ t 

It was also clear that the operator instructions to the resident were very important. The best 
results obtained in terms of quality and efficiency was when the operator spent a few seconds 
ahead of each biometric capture clearly explaining what was required on the part of the 
enrolee, for example “keep eyes wide open”, “keep fingers flat on the platen and press hard”, 
etc. This was much more effective than trying to correct the enrolee’s gaze, positioning etc. 
during the capture of the biometric. 

The use of quality check software clearly helped in two ways. The first was that there was a 
clear message that quality of data collected mattered to the UIDAI and that the quality was 
going to be monitored. The second was that the operator began to recognize good quality 
images and over time was well versed in collecting high quality images. 

The physical layout of the devices and the ability of the operator to reach out and help the 
enrolee as requ ired were also seen to be important. Therefore the width of the table had to be 
small enough so that the operator could reach across. The other option was that the enrolee 
stood next to the operator on the right side for fingerprint capture. 

The ambient light was not always sufficient to capture good quality .face photographs even 
during the day. Table lamps or other artificial lighting was often needed. 

USB tethered iris devices used were adequate for capturing good quality images, 
fingerprint images from different devices were matched and there were no 


The mobile 
In addition, 
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compatibility issues in doing the matching. In general, the devices worked as expected. The 

differences in process were much more significant compared to the differences in devices. 

« 

Iris.enrolment was eminently possible from the operator’s perspective and was also well 
accepted by the enrolee. In fact, the iris capture took less time than fingerprint capture. 

* i 

Older people sometimes needed assistance in positioning themselves (see picture below) and 
often required assistance in pressing their fingers hard enough on the platen to get good 
fingerprints. Children were able to position themselves correctly and maintain the position 
long enough for successful capture of all three biometrics. 

The PoC was conducted in the summer months of April, May and June in Medak district of 
Andhra Pradesh and in Nalanda district in Bihar. During a few days when the PoC was in 
progress, the temperature reached 44 degrees Celsius in Nalanda district. Despite the extreme 
temperature and the fact that no fans were available, enrolment went on normally. 

In conclusion, ifris clear that it is possible to collect good quality biometrics in rural India 
despite.existing shortages in infrastructure, and the biometric variations within the rural 
population. Reasonable processes can be specified to undertake enrolment on a much larger 

scale 



Figure 9: Older resident being assisted'with slap fingerprint capture 
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Figure 10: Eighty six year old resident being assisted with iris capture 
Biometric observations 


The ultimate goals of biometric enrolment for. the UIDAI are two-fold. One is to carry out 
biometric deduplication for all enrolees'in India, and the second is to authenticate the 
biometrics of an enrolled resident on demand. Therefore, these activities have been the focus 
of the analysis conducted on the PoC data. 


_ • / . . 

Biometric matchability analysis was done on the PoC data to understand the quality of the 
data and how well it could be used for deduplication and authentication. The basic tool.used 
to study the results is the ROC (Receiver Operational Curve) which shows how two types of 
potential errors can be traded off against each other for the given set of data. Two of the ROC 
curves that were obtained from the analysis are shown in Annexure 3 to show a sample of the 
analysis and to explain the results. The analysis was done using images often fingerprints 
and two irises. The face biometric was not used for matching. 


Terminology 

The following terminology is needed to understand the results. 


Identification; This is the process where any one person’s biometrics is matched with that of 
all the other people in the database. This results in establishing the enrolee’s biometrics as 
either unique or as a likely duplicate of the biometrics of an enro lee who had enrolled earlier. 
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V„if,Cion: This is She prossss «h« . Person's biometrics is compTed only with a copy of 
his or her biometrics that was captured earlier. 

FAR: False Accept Rate: This is the likelihood that a 

a different person and the biometrics is seen to match, i.e. the person is g y 
different person. 

FRR: False Reject Rate: This is the likelihood that a person’s biometrics does not match 

against an earlier 
same person 


ier sample of his or her biometrics and so he or she is not recognized as the 


Results 

other persoht the data set. Therefore, the results are statistically significant and can be 
extended to larger populations. 

We will now compile the data on the.accuracy obtained by enrolling with only fingerprints, 
li'hh only iris images, and by enrolling with both biometrics. ^ do so^ 
the Identification ROC curve shown in Appendix 3. To compare the acc . 

cases, we will look at the point where the FPIR (i.e. the possibility that a person is mistaken 

to be a different person) is 0.0025 %. • 

Comnarine the FNIR numbers achieved, the FNIR using two irises only is 0 5%, that 
achieved by using ten fingers only is 0.25%, and that achieved by using ten fingers and wo 
irises is 0.01%. The conclusion we can draw is that accuracy achievable us “ J * 

is twice that of the accuracy achieved using iris images. Even more important, the accuracy 

achieved by using ten fingerprints and two irises is fifty times ' 

alone kd twenty five times better than by using fingerprints alone. The accuracy 

achieved was 99.99%In this case. 

Looking at/the verification ROC for children and adults, we can see that the accuracy 

obtained in matching for children using iris is better than that for adults Simi y, 

accuracy obtained using fingerprints is better for children than for adults.. 

Bv doing analysis as shown in the examples above on real data captured under typical Indian 
' conditions,in ratal India, we can be confident that biometric matching can be used on a w, er 
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scale to realize the goal of creating unique identities, 
as much for children as for adults. 


We have further confirmed that 


is true 




Conclusion 

The p„c »* r . -*><• 

hypotheses regarding biometric enro men . ns e chievec j The biometric accuracy- 

lta“' b £Ssion.'SocZL a productive pad of .ha on 8 »ing rollout of *> 
UID program. 
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Annexure 1 - Enrolment application screen shots 
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Demographic screen with exception indicators 
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Iris Capture Screen with quality indicators highlighted 
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Visual Quality indicators for Iris 
capture 
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Fingerprint Capture Screen with quality MlCem Wgl.ligl.teS 
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Single Fingerprint Capture Screen 
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Annexure 2 - Enrolment times by age and demographics 


Enrolment times by age 



Enrolment times by occupation 
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Enrolment times by gender 
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Annexure 3 - Biometric matching accuracy curves 

Identification ROCs(l in 20,000) for adults 
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Iris identification ROCs (1:1). for adults and children 
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Verification 


ROC for 1,000 children and adults 
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